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Takedown of Spoofing Website

Cornelia Riehle 
News 

In November 2022, a coordinated action between judicial and law enforce‐

ment authorities from ten countries (including several EU Member States

and third countries, such as Australia, Canada, Ukraine, the United Kingdom

and the United States), supported by Eurojust and Europol, led to the

takedown of a major spoofing website. The website had enabled fraudsters

impersonating trusted corporations or contacts to access sensitive informa‐

tion, in effect causing an estimated worldwide loss in excess of €115

million (while earning over €3.7 million in 16 months). Through the coordin‐

ated action, 142 users and administrators of the website were able to be

arrested across the world and the website and server be taken offline by US

and Ukrainian authorities.

About eucrim

eucrim is the leading journal which regularly informs about current developments in European criminal and

“criministrative” law. 

All news items are freely accessible at: https://eucrim.eu/news/

Stay informed by emailing to eucrim-subscribe@csl.mpg.de to receive alerts for new releases of issues. 

The project is co-financed by the Union Anti-Fraud Programme (UAFP), managed by the European Anti-Fraud Office

(OLAF). 

1 / 1

https://eucrim.eu/authors/riehle-cornelia/
https://eucrim.eu
https://www.eurojust.europa.eu/news/action-against-criminal-website-offered-spoofing-services-fraudsters-142-arrests
https://eucrim.eu/news/
mailto:eucrim-subscribe@csl.mpg.de
https://anti-fraud.ec.europa.eu/policy/union-anti-fraud-programme-uafp_en
https://anti-fraud.ec.europa.eu/index_en
https://anti-fraud.ec.europa.eu/index_en

	Takedown of Spoofing Website
	About eucrim


