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The Council has established a framework that allows the EU to impose re-
strictive sanctions against external cyber-attacks threatening the Union or
its Member States. The framework consists of:
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The framework comes in response to recent malicious cyberattacks that ori-
ginated or were carried out outside the EU and affected the EU Member
States’ critical infrastructure, competitiveness, and/or state functions. Itis a @ ®C
measure within the EU’s Common Foreign and Security Policy (CFSP) and S
part of the “cyber diplomacy toolbox.”

The framework applies to cyber-attacks with a “significant effect,” including attempted cyber-attacks with a
potentially significant effect. Cyber-attacks that constitute an external threat to the Union or its Member
States include those which:

« Originate, or are carried out, from outside the Union;

« Use infrastructure outside the Union;

« Are carried out by any natural or legal person, entity, or body established or operating outside the Uni-
on;

« Are carried out with the support, at the direction of, or under the control of any natural or legal person,
entity, or body operating outside the Union.

The Regulation allows the Council to list natural or legal persons, entities or bodies who/which are
responsible for such cyber-attacks, who/which provide financial, technical or material support, or who/which
are associated with the responsible or supporting persons. Targeted sanctions against these listed persons
include:

* Entry ban into or transit ban through the EU;
* Freezing of all funds and economic resources;
« Prohibition of EU citizens and entities from making funds available to those persons listed.

According to the recitals of the Decision, the new sanctioning regime may also be applied in case of cyber-
attacks with a significant effect against third countries or international organisations if this is necessary to
achieve CFSP objectives.
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It is also clarified, that the targeted restrictive measures must be differentiated from the attribution of
responsibility for cyber-attacks to a third State. The application of targeted restrictive measures does not
amount to such attribution, which is a sovereign political decision taken on a case-by-case basis. Every
Member State is free to make its own determination with respect to the attribution of cyber-attacks to a third
State.
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