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Furthermore, the EDPS is critical of the definition of the data categories and their overlap, which is not
consistent with other EU law. He also calls for a re-balancing between the types of data for which European
Production Orders could be issued and the categories of data concerned. The EDPS, in particular, believes
that the proposed threshold for producing transactional and content data (three-year minimum of the
maximum custodial sentence) is too low. Calling to mind the CJEU case law, which indicates that these data
would enable precise profiles of individuals to be established, access can be made possible for serious
crime only. The EDPS further argues that the sensitivity of subscriber and access data should not be under-
estimated because they may include privacy-invasive electronic communications metadata.

The EDPS makes concrete recommendations on the following other issues:

+ Data security;

* Rights of the data subject, including enhanced transparency, and rights to remedy;
« Immunities and privileges;

* Legal representatives;

+ Time limits to produce data;

« Possibilities for service providers to object.

Ultimately, the EDPS asks for more clarity on the interaction between the EU’s internal e-evidence rules and
other instruments, especially a future EU-US agreement. In this context, the EDPS stresses that the EU legal
framework must uphold a high level of data protection and constitute the reference for respect for funda-
mental rights when negotiating international agreements on cross-border access to electronic evidence.
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The EDPS already issued detailed advice to the Commission regarding negotiations with the USA on an e-
evidence agreement (eucrim 1/2019, p. 41). The present opinion also completes other data protection state-
ments, e.g., those by the European Data Protection Board (see eucrim 3/2018, p. 162).

About eucrim

eucrim is the leading journal which regularly informs about current developments in European criminal and
“criministrative” law.

All news items are freely accessible at: https://eucrim.eu/news/

Stay informed by emailing to eucrim-subscribe@csl.mpg.de to receive alerts for new releases of issues.

The project is co-financed by the Union Anti-Fraud Programme (UAFP), managed by the European Anti-Fraud Office
(OLAF).

:***: Co-funded by
LPLEN the European Union


file:///issues/2019-01/
file:///issues/2018-03/
https://eucrim.eu/news/
mailto:eucrim-subscribe@csl.mpg.de
https://anti-fraud.ec.europa.eu/policy/union-anti-fraud-programme-uafp_en
https://anti-fraud.ec.europa.eu/index_en
https://anti-fraud.ec.europa.eu/index_en

	EDPS Opinion on E-Evidence Proposal
	About eucrim


