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On 2 April 2019, the European Data Protection Supervisor (EDPS) issued AUTHOR
anopinion on the Commission’s plans to obtain a mandate from the Council ™ Wahl
omas Wwa
to enter into negotiations with the USA over an agreement on cross-border )
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access to electronic evidence for judicial cooperation in criminal matters. Max Planck Institute for the
The proposals were tabled by the Commission on 5 February 2019, and a Study of Crime, Security and
first debate at the ministerial level took place from 7-8 March in the JHA Law
Council.
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The EDPS aims at delivering constructive and objective advice on the Coun- https://eucrim.eu

cil directives that will guide the Commission on several data protection
issues in the negotiations.

The EDPS reminded the Commission and the Council that a future EU-US @
agreement on e-evidence should be based on strong safeguards for the indi-

vidual's fundamental rights. The negotiating directive of the Council should

include reference to the EU’s data protection provision in Art. 16 TFEU. The

agreement should also build on the EDPS recommendations on strengthened safeguards, which has been
proposed in view of the EU-US Umbrella Agreement in 2016 (Opinion 1/2016).

In keeping with the proportionality principle, the EDPS specifically recommends that judicial authorities
designated by the other party to the agreement be involved in the process of gathering electronic evidence
as early as possible. This ensures that judicial authorities can effectively review the compliance of any
requests for evidence with fundamental rights and raise grounds for refusal if appropriate.

The EDPS opinion also looks specifically into other aspects of the directive up for negotiation, such as the
mandatory nature of the agreement, onward transfers, rights of the data subject, control by an independent
authority, judicial redress, and administrative remedies, etc.
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