Cybercrime Forums “Cracked” and

“Nulled” Taken Down

Cornelia Riehle

The world'’s two largest cybercrime forums, “Cracked.io” and “Nulled.io”,
were taken down at the end of January 2025. The law enforcement opera-
tion that was led by German authorities and supported by Europol involved
eight countries from Europe, the United States, and Australia.

The two sites worked as one-stop shops and were used not only to discuss
cybercrime but also to serve as marketplaces for illegal goods and cyber-
crime-as-a-service, such as stolen data, malware, or hacking tools. They
also offered Al-based tools and scripts to automatically scan for security
vulnerabilities and optimise attacks. It is estimated that the suspects made
€1 million in criminal profits.

As a result of the action days, two suspects were arrested; seven properties
searched; and 17 servers, over 50 electronic devices, and around €300,000
in cash and cryptocurrencies seized.
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About eucrim

eucrim is the leading journal which regularly informs about current developments in European criminal and

“criministrative” law.
All news items are freely accessible at: https://eucrim.eu/news/

Stay informed by emailing to eucrim-subscribe@csl.mpg.de to receive alerts for new releases of issues.
The project is co-financed by the Union Anti-Fraud Programme (UAFP), managed by the European Anti-Fraud Office

(OLAF).
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