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Guest Editorial

Dear Readers,

Breaches of environmental laws often cause substantial
damage to people’s health and the environment. Unlaw-
ful pollution, waste dumping and trafficking, violations of
wildlife protection, and illegal mining without development
permission can have devastating effects. Moreover, envi-
ronmental offences distort the level playing field for hon-
est businesses and cause both direct and indirect losses
to public finances (e.g., higher health expenditure). For the
perpetrators, such offences are lucrative and for enforce-
ment authorities not always visible while technically com-
plex, which makes them difficult to investigate. For this
reason, environmental transgressions — including environ-
mental crimes — are on the rise.

Given their complex nature, a holistic approach is called for
when tackling environmental offences. During its 2019-
2024 mandate, the European Union made major progress
in dealing with environmental crime by means of both ad-
ministrative and criminal law. This “toolbox-approach” has
aimed to put forward a range of criminal and non-criminal
measures that enable tailored responses to each breach of
environmental law.

First, a number of revised or new EU laws contain new pro-
visions strengthening administrative enforcement against
breaches of environmental law. In this context, provisions
on penalties were also changed and revised. In the past, EU
environmental laws usually provided for general provisions
requiring “proportionate, dissuasive and effective” penal-
ties. Several new laws, however, now include requirements
for factors to be considered when applying penalties, and
some of them even contain concrete types of penalties.
For example, provisions which set out factors for setting
penalties and provide for certain types of penalties are pro-
vided in the revised Industrial Emissions Directive. The new
laws also build on past experience and provide detailed,
new provisions strengthening administrative enforcement.
For example, the new Waste Shipment Regulation contains
detailed provisions on inspections and will enable OLAF
to carry out several investigative actions in the context
of environmental offences. Detailed provisions on en-
forcement are also in the new regulations on substanc-
es that deplete the ozone layer as well as on fluorinated

gases, the amended Ambient
Air Directive, and others.

Second, the protection of the
environment through criminal
law will be strengthened in
the future, thanks to the new
Environmental Crime Direc-
tive which entered into force in
May 2024. This Directive aims
to improve the effectiveness
of criminal law enforcement
against the most serious envi-
ronmental offences. It updates
and complements the list of the
most severe breaches of EU environmental law that need to
be criminalised in EU Member States (except for Denmark,
due to its opt out on EU criminal law policy, and for Ireland,
which did not opt in to participate in this Directive). The new
Environmental Crime Directive also establishes qualified of-
fences for cases in which serious damage to or destruction
of the environment is caused by commission of one of the
offences defined in the Directive. It provides for types and
levels of penalties for natural and legal persons who com-
mit environmental offences. And, ultimately, the Directive
aims to strengthen law enforcement and to support mem-
bers of civil society who report environmental offences and
cooperate with representatives of law enforcement.

Vita Jukneé

The challenge that lies ahead is to make these new laws
effective on the ground. The European Commission certain-
ly has this in mind, because - in the spirit of the Political
Guidelines 2024-2029 - better enforcement and imple-
mentation is one of its key priorities.

Vita Jukné*
Head of Unit “Environmental rule of law & governance”,
European Commission, DG Environment

*The information and views set out in this article are those of the
author and do not necessarily reflect the official opinion of the Euro-
pean Commission.
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Foundations

Rule of Law

Commission's 2024 Rule of Law
Report

On 24 July 2024, the Commission pub-
lished its 5th Rule of Law Report. The
Rule of Law Report includes 27 country
chapters and examines developments
- both positive and negative — across
all EU Member States in four key areas
for the rule of law:

The justice system;

The anti-corruption framework;

Media pluralism and freedom;

Other institutional issues related to
checks and balances.

The first Rule of Law Report was
presented on 30 September 2020
(—eucrim 3/2020, 158-159); the sec-
ond report on 20 July 2021 (—eucrim
3/2021, 134-135); the third on 13 July
2022 (—eucrim 3/2022,166-167); and
the fourth on 5 July 2023 (—eucrim
2/2023,110-111).

Key highlights from the 5th Rule of
Law Report include:

» Justice System
Many Member States made strides
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in enhancing judicial independence
and efficiency. The report notes that
the majority of the 2023 recommenda-
tions had been partially or fully imple-
mented. However, challenges remain
in some states, particularly regard-
ing the appointment and dismissal of
judges, access to courts and legal aid,
and ensuring adequate resources for
judicial systems.
» Anti-Corruption Efforts

The report acknowledges improve-
ments in the institutional frameworks
to combat corruption. Almost all
Member States have national anti-cor-
ruption strategies in place, although
with varying comprehensiveness. For
instance, Croatia improved its institu-
tional capacity to combat corruption
by increasing resources for law en-
forcement agencies and enhancing the
transparency of public procurement
processes. The report also commends
Lithuania and Latvia for their efforts in
implementing stricter conflict-of-inter-
est rules and reinforcing asset decla-
ration obligations for public officials.
Despite these positive developments,
the report raises concerns about the
effectiveness of anti-corruption meas-

ures in countries like Slovakia and Mal-
ta. In Slovakia, the proposed legislative
amendments to the Criminal Proce-
dure Code and the Criminal Code may
have potentially weakened the coun-
try’s ability to detect and prosecute
corruption, particularly in cases involv-
ing high-level officials. Malta has also
faced ongoing scrutiny over the lack of
progress in addressing corruption at
the highest levels of government, with
public trust in anti-corruption efforts
remaining low.
» Media Freedom and Pluralism

The report underscores the vital role
of media freedom and pluralism in up-
holding the rule of law and democratic
values across the EU. It highlights pos-
itive developments in several Member
States, including France and Germany,
where new measures were introduced
to protect journalists from violence
and intimidation. The European Media
Freedom Act, set to be fully applicable
by August 2025, is expected to further
strengthen the legal framework for
safeguarding media freedom and en-
suring a pluralistic media environment
across the Union. However, the report
also identifies ongoing concerns in
countries such as Hungary, Poland,
and Slovenia, where the independ-
ence and financial stability of public
service media remains under threat.
In Hungary, the government’s control
over media outlets continues to un-

* Unless stated otherwise, the news items

in the following sections cover the period

1 May 2024 - 15 September 2024. Have a
look at the eucrim website (https://eucrim.eu),
too, where all news items have been published
beforehand.
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dermine press freedom, with state
advertising disproportionately favor-
ing pro-government media. Similarly,
in Poland, the concentration of media
ownership and political influence over
public broadcasters has raised alarms
about the erosion of media pluralism.
The report also points to challenges
in Slovenia, where recent government
actions have sparked concerns about
media independence and the transpar-
ency of media ownership.
> Institutional Checks and Balances

The 2024 Rule of Law Report high-
lights the importance of robust in-
stitutional checks and balances in
maintaining the rule of law across
the EU. Many Member States have
made progress in strengthening the
role of independent institutions, such
as ombudspersons and national hu-
man rights bodies. In countries like
Denmark and Sweden, the report
notes positive steps in enhancing the
autonomy and resources of these in-
stitutions, ensuring that they could ef-
fectively oversee government actions
and protect citizens’ rights. However,
challenges remain in several Member
States, including Poland, Hungary, and
Greece. In Poland, the excessive use
of accelerated legislative procedures
has raised concerns about the quality
of law-making and the marginalization
of stakeholder consultations. Hun-
gary continues to face criticism for
restricting the operations of civil so-
ciety organisations, particularly those
advocating for human rights and trans-
parency. The report also highlights the
shrinking space for civil society in
Greece, where legal restrictions and
financial constraints hamper the work
of NGOs and human rights defenders.
» Perspectives

In this year's edition, for the first
time, the report includes chapters on
four enlargement countries — Albania,
Montenegro, North Macedonia, and
Serbia — reflecting their progress in
the EU accession process. The inclu-
sion of these countries aims to sup-

port their reform efforts and ensure
that they met EU standards before ac-
cession.

In its conclusion, the Commission
encourages Member States and en-
largement countries to continue ad-
dressing the identified challenges and
to implement the recommendations
provided in the report. The Commis-
sion also invites the European Parlia-
ment, national parliaments, civil socie-
ty, and other stakeholders to engage in
dialogue on the rule of law, both at the
national and European levels. The re-
port’s findings will continue to inform
the EU’s broader efforts to promote
and protect the rule of law, including
through mechanisms like the Condi-
tionality Regulation and the Recovery
and Resilience Facility. (AP)

ECJ: No Right for Judicial
Associations to Challenge
Prosecutor Appointments

In the case of Asociatia “Forumul
Judecaétorilor din Roméania” (Asso-
ciations of Judges) v. Romania (Case
C-53/23), the Court of Justice of the
European Union (ECJ) ruled that EU
law does not require professional as-
sociations of judges to be granted the
right to challenge decisions related to
the appointment of prosecutors.

The case originated with a contes-
tation by a Romanian association of
judges of the appointment of specific
prosecutors tasked with investigating
instances of corruption in Romania.
The basis for the contestation was the
assertion that the national legislation
governing these appointments was in-
compatible with EU law.

The Court of Appeal of Pitesti, Ro-
mania, sought clarification from the
ECJ on the question of whether Roma-
nian procedural rules, which essential-
ly prevent judges’ associations from
challenging prosecutor appointments
due to the requirement of demonstrat-
ing a legitimate private interest, were
in compliance with EU law (Art. 2 and
Art. 19(1) TEU, read in combination

with Arts. 12 and 47 of the Charter of
Fundamental Rights of the European
Union).

In its judgment of 8 May 2024,
the ECJ ruled that EU law does not
preclude national legislation that ef-
fectively prevents professional asso-
ciations of judges from challenging
such appointments. It emphasised
that while Member States have the
discretion to decide who may bring
actions before the courts, this discre-
tion must not be exercised in a way
that undermines the right to effective
judicial protection. While EU law does
on occasion require Member States to
permit representative associations to
initiate legal proceedings in specific
domains, such as environmental pro-
tection or anti-discrimination, it does
not require that professional associa-
tions of judges be granted the right to
contest national measures pertaining
to the status of judges.

The ECJ also examined whether the
principle of the indpendence of the ju-
diciary merited another result. It con-
cluded that the mere fact that national
legislation does not permit these as-
sociations to contest appointments
does not, in and of itself, give rise to
legitimate concerns among the public
regarding the independence of Roma-
nian judges.

In the light of the answer given to
the judicial review, the ECJ did not
answer the second question whether
EU law precluded Romanian legisla-
tion which limits the competence of
the national anti-corruption directorate
by conferring exclusive competence
to investigate corruption offences (in
a broad sense) committed by judges
and prosecutors upon specific prose-
cutors who are appointed for that pur-
pose by the Prosecutor General, acting
on a proposal of the general assembly
of the Supreme Council of the Judici-
ary and the Public Prosecutor’s Office
attached to Romanian High Court of
Cassation and Justice (“the PICCJ").
(AP)
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Area of Freedom, Security
and Justice

2024 EU Justice Scoreboard with
New Indicators

On 11 June 2024, the Commis-

sion published the 2024 EU

Justice Scoreboard, which pro-
vides an overview on the effective
functioning of the Member States’ judi-
cial systems with objective, reliable,
and comparable data. The EU Justice
Scoreboard traditionally contains data
on three key elements measuring the
effectiveness of national judicial sys-
tems: efficiency, quality, and independ-
ence (for the 2023 Scoreboard
—eucrim 2/2023, 114; for the 2022
Scoreboard —eucrim 2/2022, 86—-87).

In response to the need for addi-
tional comparative data, the 12th edi-
tion (2024) incorporates a series of
novel indicators: statistics on the ac-
cessibility of justice for children in civil
and criminal proceedings; an overview
of notaries and their powers in succes-
sion procedures; and information on
the salaries of judicial and prosecutori-
al expert staff. In addition, this edition
provides an overview of the authorities
involved in the appointment of court
presidents and prosecutors; updated
information on the composition of na-
tional councils for the judiciary; and
an overview of the powers of national
bodies involved in the prevention of
corruption, with a specific focus on as-
set declarations.

The Scoreboard uses various infor-
mation sources and covers different
periods in time. The data on efficiency
of justice systems cover the period
from 2012 to 2022, the ones on qual-
ity and independence cover the period
2012-2023.

The key findings can be summa-
rised as follows:

» Efficiency

The efficiency-related indicators
for 2022, in particular the number of
incoming cases, clearance rate, and
disposition time, demonstrated the ini-
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tial outcomes of the recovery efforts
after the SARS-CoV-2 pandemic, which
impacted Member States to varying
degrees.

In 2022, the majority of civil and
commercial cases were concluded in
less than one year across the major-
ity of Member States. Furthermore,
the duration of legal proceedings de-
creased in 17 Member States com-
pared to the preceding year.

Nine Member States have encoun-
tered difficulties in relation to the du-
ration of proceedings in first-instance
courts. Conversely, higher instance
courts in the aforementioned Member
States have been observed to operate
with greater efficiency.

The data for money laundering
shows that, while first instance court
proceedings take up to a year on aver-
age in 12 Member States, they take up
to 2 years on average in five Member
States, and up to 3.5 years on average
in four Member States.

Regarding the duration of judicial
proceedings pertaining to bribery cas-
es, an analysis of the 2022 data reveals
that proceedings are concluded within
approximately one year in 11 Member
States, whereas (where data are avail-
able), proceedings can last up to two
years in the remaining seven.
> Quality

There is no single way to measure
the quality of justice systems. The
2024 EU Justice Scoreboard contin-
ues to examine factors that are gener-
ally accepted as relevant for improving
the quality of justice. They fall into four
categories: access to justice for the
public and businesses; adequate fi-
nancial and human resources; putting
in place assessment tools; and digitali-
sation.

Access to justice: In three Member
States, people whose income is below
the Eurostat poverty threshold may
not receive legal aid. The level of court
fees has remained largely stable since
2016, with the exception of six Mem-
ber States in which court fees were

higher in 2023 than in 2022, particu-
larly for low-value claims.

The 2024 Justice Scoreboard
marks the first year in which the spe-
cific provisions designed to facilitate
the involvement of individuals with
disabilities as professionals within the
justice system have been assessed.
20 Member States have implemented
specific measures to enhance the ac-
cessibility of employment opportuni-
ties within the justice system for in-
dividuals with disabilities, which may
extend beyond the scope of general
provisions pertaining to the employ-
ment of such persons.

For the first time, this year's Score-
board also presents the rate of legal
aid paid to criminal defence lawyers in
a certain criminal case. A significant
discrepancy exists among the Member
States in the amounts lawyers would
receive from the public budget, with
the lowest rate of legal aid received by
a Cypriot defence lawyer and the high-
est by defence lawyers from the Neth-
erlands.

Rescources: The proportion of fe-
male judges at the supreme court lev-
el remains under 50% in 20 Member
States. Conversely, in seven Member
States, the number of female judges
at this level is equal to or exceeds
50%. In order to enhance communica-
tion with vulnerable groups, all Mem-
ber States offer training on effective
communication with asylum seekers
and/or individuals from diverse cul-
tural, religious, ethnic, and linguistic
backgrounds.

Assessment tools: The utilisation of
surveys among court users and legal
professionals experienced a decline
in 2023 in comparison to preceding
years. This was evidenced by the fact
that 13 Member States did not con-
duct any surveys.

Digitalisation: The data indicates
that Member States are not fully uti-
lising the potential of their procedural
rules. Member States’ courts, prosecu-
tors, and court staff have access to a
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range of digital tools, including case
management systems, videoconfer-
encing systems, and teleworking ar-
rangements.

Further advancement could be
made in the implementation of elec-
tronic case allocation systems, how-
ever, with automatic distribution based
on objective criteria.

The accessibility of online court
judgments has remained consistent
when compared to data from the previ-
ous year. Judgments from the highest
instances are predominantly accessi-
ble online.

» Judicial independence

Since 2016, findings on independ-
ence include two annual Eurobarom-
eter surveys on the perception of
judicial independence among the gen-
eral public and businesses. The main
results of the eighth Eurobarometer
survey in this regard indicates the fol-
lowing:

In comparison to the results ob-
tained in 2016, the general public’s
perception of judicial independence
has improved or remained stable in
19 Member States, including four of
the Members States facing systemic
challenges to judicial independence.
Similar results can be taken from the
survey with the businesses.

The most frequently cited reason
for the perceived lack of judicial inde-
pendence was the influence of govern-
ment and politicians, followed by pres-
sure from economic/other specific
interests.

Looking at appointments and dis-
missals, the 2024 Justice Scoreboard
found that in 14 Member States either
the independent prosecutorial coun-
cils or prosecution service itself ap-
points prosecutors.

20 Member States give the execu-
tive or parliament the power to dismiss
the Prosecutor General (in five of them
on a proposal by the Council for the
Judiciary), and in six Member States
this power is given to the Council for
the Judiciary.

The 2024 Justice Scoreboard con-
cludes that efforts to improve the ef-
ficiency, quality and independence
of the justice systems are underway
in many jurisdictions. However, chal-
lenges remain to ensure the public’s
full trust in the legal systems of all
Member States. The Scoreboard is
an important information source that
the Commission also uses for other
purposes. lt, inter alia, feeds the Com-
mission’s Rule of Law Report and is
the basis for monitoring the national
recovery and resilience plans to over-
come the COVID-19 crisis. (AP) M

Strategic Agenda 2024-2029

At its meeting in Brussels on 27 June
2024, the European Council agreed
on the Strategic Agenda for the years
2024-2029. For the years 2024 to
2029, the Strategic Agenda envisages
a free and democratic Europe, a strong
and secure Europe, and a prosperous
and competitive Europe.

The strategic agendas set the EU’s
priorities and its strategic orientations
every five years. They are issued by EU
leaders in connection with the European
Parliament elections and ahead of the
appointment of each European Com-
mission. As such, the respective agenda
guides the work of the EU institutions:
the European Parliament, the Council,
and the Commission are invited to
put them into action during the next
institutional cycle. Furthermore, the
next Multiannual Financial Framework
for the Union will reflect the priorities
set out in the agenda. For the Strate-
gic Agenda for the period 2019-2024
—eucrim 2/2019, 86—-87.

To achieve freedom and democra-
cy, the 2024-2029 agenda promotes
European values within the Union,
namely upholding respect for human
dignity, freedom, democracy, equality,
the rule of law, and respect for human
rights, including the rights of persons
belonging to minorities. The EU also
continues to support these values on
a global level.

To ensure a strong and secure
Union, the European Council is com-
mitted to ensuring coherent and influ-
ential external action. To strengthen
the Union'’s security, strategic depend-
encies shall be reduced, capacities
scaled up, and European defence
strengthened.

To strengthen the inner security of
the EU in the field of criminal law, the
agenda sets out the following aims:

Fighting crime offline and online;

Preventing and tackling corruption;

Combatting organised crime and
disrupting the flow of illicit profits from
cross-border criminal activity;

Countering attempts to sow divi-
sion;

Opposing radicalisation, terrorism,
and violent extremism.

To do so, the Union shall use all the
law enforcement and judicial coopera-
tion tools at its disposal.

In the field of migration, the EU aims
to pursue a comprehensive approach
to migration and border management.
Irregular migration shall be prevented
and countered, and solutions found to
thwart the security threat posed by in-
strumentalised migration.

As regards the EU's potential en-
largement, the Strategic Agenda fore-
sees a merit-based approach to acces-
sion with tangible incentives.

Lastly, to achieve its aim of a pros-
perous and competitive Europe, the
agenda would like to bolster the EU's
competitiveness by, for instance,
furthering and deepening the Single
Market, achieving the Capital Markets
Union, and completing the Banking
Union. The promotion of an innovative
and business-friendly environment will
enhance the green and digital transi-
tions. It is also planned to mutually ad-
vance the social dimension of the EU.
(CR)

Council Conclusions on Future
of EU Criminal Law

At its meeting on 13/14 June 2024,
the Justice and Home Affairs Council
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approved conclusions on “The future
of EU criminal law: recommendations
on the way forward”. The conclusions
address the quality of EU criminal leg-
islation and how it can be enhanced.
They clarify that EU criminal legisla-
tion should be guided by the following
three considerations:

Respecting the commonly agreed
principles of criminal law, such as the
principle of legality and the principle
that criminal law should only be used
as a last resort (ultima ratio), and the
protection of fundamental rights in
general;

Ensuring consistency of the EU
criminal law acquis;

Providing sufficient flexibility for
the Member States in the implementa-
tion of criminal law instruments, thus
respecting the different legal systems
and traditions of the Member States.

Against this background, the Coun-
cil will initiate work on the establish-
ment of modernised model provisions
for EU criminal law, in particular as
regards minimum rules on penalties
for natural and legal persons, liabil-
ity of legal persons, aggravating and
mitigating circumstances, incitement,
aiding and abetting and attempt, juris-
diction, limitation periods, the avail-
ability at national level of effective
and proportionate investigative tools,
and statistical data. These model pro-
visions should be included in future
European legislation, to the extent it
is considered necessary to address
each individual subject-matter cov-
ered by them in a specific legislative
instrument.

As regards institutional aspects, the
Commission is called on to ensure the
ultima ratio principle in its proposals
and to draw up thoroughly prepared
and detailed impact assessments.
The Member States’ need to ensure
consistency and maintain the basic
principles of their national legal orders
must be taken into account by the Un-
ion legislature in future legislative ne-
gotiations. (TW)
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Political Guidelines for the Next
European Commission 2024-2029

In her political guidelines of 18 July
2024, Ursula von der Leyen, candidate
for a second term of European Com-
mission President, set out her priori-
ties for the next European Commis-
sion for the years 2024 to 2029. Under
the motto “Europe’s choice”, the guide-
lines emphasise the European Union’s
choice to unite its societies and val-
ues, to ensure democratic values, to
face new realities, and to be bold and
ambitious. They outline the EU'’s priori-
ties together with ideas and proposals
on how to achieve them.

According to the guidelines, in or-
der to face the new era of European
Defence and Security, the European
Defence Union will be brought to life,
the Union's preparedness will be en-
hanced, common borders will be
strengthened, and fair and firm stands
on migration will be taken to achieve
a safer and more secure Europe. To
accomplish the latter, the guidelines
underline the need for the following
measures in the field of cooperation in
criminal matters:

Fighting organised crime and dis-
mantling high-risk criminal networks
and their ringleaders;

Proposing a new Internal Security
Strategy to ensure that security is in-
tegrated in EU legislation and policies
by design;

Providing law enforcement with ad-
equate and up-to-date tools for lawful
access to digital information, while
safeguarding fundamental rights;

Further developing Europol into a
truly operational police agency;

Reflecting on areas in which the Eu-
ropean Public Prosecutors’ Office will
need more powers;

Strengthening the impact of the Eu-
ropean Arrest Warrant;

Putting forward a European action
plan against drug trafficking;

Supporting a wider EU Port Strategy
focusing on security, competitiveness,
and economic independence as well

as building on the work of the Euro-
pean Ports Alliance;

Drafting a new Counter-Terrorism
Agenda to address new and emerging
threats;

Developing a new European Critical
Communication System to be used by
public authorities in charge of security
and safety.

Looking at ideas on how to support
citizens as well as strengthen the EU’s
societies and social model, the guide-
lines support social fairness in the
modern economy, reuniting the EU'’s
societies, supporting young people,
and striving for a Union of equality.

The guidelines also address ways to
sustain the quality of life, food security,
water, and nature. They prioritise pro-
tecting Europe’s democracy, uphold-
ing its values, and strengthening the
rule of law for citzens. From a global
perspective, Europe is called on to lev-
erage its power and partnerships, fur-
ther its enlargement, and find a more
strategic approach to its neighbour-
hood. Importantly, a new approach for
a modern and reinforced EU budget
has been suggested to make the new,
long-term budget more focused, sim-
pler, and impactful.

The guidelines conclude with the
express requirement to take measures
to strengthen the partnership between
the European Commission and the
European Parliament. In sum, they un-
derline the need for a team effort on
the part of all institutions and Member
States to deliver the programme to-
gether and prepare the Union for the
future. Von der Leyen sees the need
for an ambitious reform agenda to
achieve the aims set out in the guide-
lines. (CR)

Berlin Regional Court’s EncroChat
Battle — Third Round

In an order of 4 July 2024, the ECJ
dealt with procedural effects of the
EncroChat case. The reference for
preliminary ruling (Case C-288/24,
M.R. v Staatsanwaltschaft Berlin or
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“Stegmon”) only indirectly concerns
the criminal investigations related to
EncroChat. The question was rather
whether the refusal by the referring
court to continue the criminal proceed-
ings on the substance of the case until
the response of the ECJ has been pro-
vided was legal. Thus, the question at
issue actually concerns the interpreta-
tion of Art. 267 TFEU - the provision
in the Treaties on the preliminary ruling
mechanism.

» Background of the reference for
preliminary ruling and key question

The EncroChat case became fa-
mous because law enforcement au-
thorities In France and the Netherlands
were able to crack the end-to-end en-
cryption communication provided
by EncroChat devices. This revealed
chats between criminals that led to
a series of follow-up criminal pros-
ecutions in the EU Member States,
including Germany (—eucrim 1/2021,
22-23).

The Regional Court of Berlin
(Landgericht Berlin), Germany, is one
of the few courts that has opposed
the law enforcement approach and
questioned admissibility of the de-
tected chats as evidence in criminal
proceedings. It filed two references
for a preliminary ruling to the ECJ
seeking guidance on the compat-
ibility of the EncroChat law enforce-
ment operation with the Directive
regarding the European Investigation
Order in criminal matters. The first
reference (Case C-670/22, M.N.) was
lodged in 2022 (—eucrim 3/2022,
197-198) and decided by the ECJ
on 30 April 2024 (—eucrim 1/2024,
40-43). The second reference was
lodged in November 2023 and en-
tered into the CJEU's register as Case
C-675/23 (M.R. v Staatsanwaltschaft
Berlin or “Staatsanwaltschaft Berlin Il”
—eucrim 1/2024, 44).

This latter reference is indirectly the
subject of the reference for preliminary
ruling at issue (Case C-288/24, Steg-
mon). The referring Regional Court of

Berlin defends itself against a request
for recusal of the presiding judge
of the chamber that decides on the
criminal charge of M.R. — an accused
person following the EncroChat hack.
This request was brought forward by
the Berlin Public Prosecutor’s Office
(Staatsanwaltschaft Berlin). It argued
that the presiding judge of the court
chamber failed to schedule a date for
a trial hearing and persistently ignored
orders by the appeal court (the Higher
Regional Court of Berlin — Kammer-
gericht Berlin) to proceed with the
criminal proceedings against M.R. on
the substance and put an arrest war-
rant against him into effect.

In contrast, the referring Regional
Court of Berlin argued that, in accord-
ance with CJEU case law, it is obliged
to stay the proceedings during the pre-
liminary ruling procedure and take pro-
cedural steps to safeguard the person’s
rights, including the suspension of ar-
rest warrants. This must also apply to
criminal proceedings despite the duty
under German law that such proceed-
ings should be proceeded expeditious-
ly. The referring court wished that the
ECJ clarifies that the instructions of the
Higher Regional Court and the requests
by the Berlin Public Prosecutor’s Office
are contrary to Art. 267 TFEU.

» The ECJ’s decision

In its order of 4 July 2024, the ECJ
confirms the following:

Art. 267 TFEU precludes a national
court from continuing the main pro-
ceedings pending the ECJ’s reply to
questions referred by the national
court, by carrying out procedural steps
which have a connection with the
questions referred for a preliminary
ruling.

Art. 267 TFEU precludes a recusal in
respect of a judge from being obtained
on the sole ground that that judge is
awaiting the decision of the ECJ in re-
lation to the request for a preliminary
ruling which that judge has brought
before it where the main proceedings
concern a person in custody.

» Putin focus

The ECJ confirmed that the Re-
gional Court of Berlin was right when
it stayed the national criminal proceed-
ings and adopted alternative measures
to detention as long as a reference for
preliminary ruling before the CJEU is
pending. The ECJ made clear that its
settled case law on the consequences
of references for preliminary rulings is
equally applicable in criminal matters.

In addition, the ECJ clarified that
neither appeal courts nor public pros-
ecution offices can call into question
such references, e.g. by pursuing rec-
usal proceedings against the judges of
the referring court.

The case encourages the judges at
the Regional Court of Berlin to contin-
ue its struggle against the phalanx of
the Federal Court of Justice and High-
er Regional Courts in Germany which
have ruled that the EncroChat law en-
forcement operation does not pose
problems on the admissibility of the
gathered evidence and criminals must
be convicted (—eucrim 1/2021, 22-23
and eucrim 1/2022, 26-37).

The decision in Stegmon/"M.R. II”
nevertheless led the Regional Court of
Berlin to withdraw its underlying refer-
ence for preliminary ruling - the sec-
ond one in the EncroChat case (Case
C-675/23, “M.R. I” —eucrim 1/2024,
44). Hence, the court must deduce the
consequences for the criminal case
before it from the ECJ’s first judge-
ment in EncroChat handed down on 30
April 2024 (—eucrim 1/2024, 40-43).
(TW)

Security Union

Progress Report on the
Implementation of the EU Security
Union Strategy

In 2020, the Commission
adopted a new EU Security Un-
ion Strategy for the period

2020-2025 (—eucrim 2/2020,71-72).
The 2024 Seventh Progress Report on
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the implementation of the EU Security
Union Strategy, presented on 15 May
2024, provides a comprehensive over-
view of the progress and achieve-
ments since the Strategy’s adoption
with a focus on five key areas: the pro-
tection of the EU’s physical and digital
infrastructure; the fight against terror-
ism and radicalisation; the fight
against organised crime; the strength-
ening of law enforcement and judicial
cooperation; and cooperation with in-
ternational partners. The final two
chapters deal with the proper imple-
mentation of the Security Union and
provide an outlook on the security
concept after 2025.
» Strengthening physical and digital
infrastructure

The report emphasizes the need for
increased protection and resilience of
critical infrastructure in the face of ris-
ing hybrid attacks, particularly follow-
ing the geopolitical instability caused
by Russia’s war of aggression against
Ukraine. Significant strides have been
made with the adoption of new di-
rectives, such as the Directive on the
Resilience of Critical Entities and the
Directive on Network and Information
Security (NIS I1), which came into force
in January 2023. The report also high-
lights the importance of cybersecurity,
noting the introduction of the Cyber
Resilience Act and the Cyber Solidarity
Act to enhance the EU's cybersecurity
framework and response capabilities.
» Fighting terrorism and radicalisation

The EU has strengthened its ability
to combat terrorism through various
initiatives. The EU Agenda on Coun-
ter-Terrorism, adopted in 2020, has
equipped the EU to better anticipate,
prevent, protect, and respond to terror-
ist threats. The Directive on combat-
ing terrorism, implemented across all
Member States, criminalizes actions
such as training and financing terror-
ism. However, the report also notes the
ongoing challenge of foreign terrorist
fighters returning to the EU, with signifi-
cant efforts being made to address this
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issue, including systematic checks in
the Schengen Information System.

Protecting public spaces from ter-
rorist threats remains a priority. The
EU Protective Security Advisor Pro-
gramme has mobilized experts to as-
sess and enhance the security of pub-
lic spaces, high-risk events, and critical
infrastructures. The EU has also in-
creased funding for protecting places
of worship, particularly in response to
rising antisemitism.

Preventing radicalisation is seen
as the first step in preventing terror-
ist attacks. The Radicalisation Aware-
ness Network (RAN) plays a crucial
role in bringing together policymak-
ers, law enforcement, and researchers
to develop best practices to address
violent extremism. The creation of the
EU Knowledge Hub for the Prevention
of Radicalisation in June 2024 is ex-
pected to further enhance collabora-
tion among stakeholders. The EU has
also established the EU Centre of ex-
pertise for victims of terrorism, which
provides guidance and support to na-
tional authorities and victim support
organisations. This center ensures
that EU rules on victims of terrorism
are correctly applied and promotes the
exchange of best practices.

» Combating organised crime

Significant progress in the fight
against organised crime has been
made with the launch of initiatives
such as the EU Strategy to Tackle Or-
ganised Crime 2021-2025 and the
EU Drugs Strategy 2021-2025. New
measures have been introduced to
fight drug trafficking, enhance law en-
forcement cooperation, and improve
cybersecurity. The European Public
Prosecutor's Office has also been in-
strumental in investigating organised
crimes affecting the EU budget.

» Enhancing law enforcement and
judicial cooperation

The Commission has strengthened
tools for cross-border cooperation,
including the legal framework on po-
lice cooperation adopted in 2024. It

includes new rules on information
exchange, the revision of the Prim
framework, and new regulations for
handling electronic evidence in crimi-
nal cases. These efforts aim to en-
hance the EU’s capacity to prevent,
detect, and prosecute serious crimes.
The EU has emphasized strengthen-
ing the tools available for effective co-
operation and information exchange
among police and judicial authorities
across EU Member States, which is
crucial for maintaining security and
managing migration effectively.

To further strengthen cooperation,
a new regulation has established a
platform for joint investigation teams,
providing secure means of communi-
cation and information exchange. The
introduction of new rules on the trans-
fer of proceedings in criminal matters
will help avoid duplication and ensure
that cases are prosecuted effectively
across borders. Finally, the Digital
Justice Package will enable secure
and efficient communication between
courts, facilitating better judicial coop-
eration and the fight against crime in
the EU.
» Enhancing security cooperation
with international partners

The EU’s swift response to internal
security threats from Russia’s inva-
sion of Ukraine included establishing
structured dialogues on internal se-
curity with Ukraine and Moldova and
strengthening cooperation on cyber re-
silience and border management. The
EU has also intensified its cooperation
with the Western Balkans, especially
in counter-terrorism, and has engaged
in dialogues with the Middle East, Af-
ghanistan, Central Asia, and other re-
gions to address security challenges.
Cooperation with NATO has intensi-
fied, focusing on resilience, critical
infrastructure, and countering hybrid
threats. The EU has also enhanced its
cybersecurity efforts, launching dia-
logues with the USA, Japan, India, and
the United Kingdom. Additionally, the
EU has reinforced its commitment to
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counter-terrorism and organised crime
through multilateral cooperation with
organisations like the UN, NATO, and
the Global Coalition against Da'esh.
The EU also took steps to protect its
internal security from foreign inter-
ference, particularly in the context of
the European elections, and has ad-
dressed the growing impact of climate
change on peace and security. The
Defence of Democracy package, intro-
duced in December 2023, aims to pro-
tect EU democracies from covert inter-
ference and to tackle disinformation.
> Implementing the Security Union

The report notes that implemen-
tation by Member States of EU leg-
islation in the Security Union area is
mostly satisfactory, however, the Com-
mission has been vigilant with regard
to gaps that triggered infringement
proceedings.

The report emphasizes the essen-
tial role of EU agencies and bodies,
such as Europol, Eurojust, ENISA, and
Frontex, in implementing the EU’s se-
curity policies. These agencies have
expanded their roles and capabilities
in recent years. For example, ENISA
has bolstered the EU's cybersecu-
rity efforts, while Europol’s reinforced
mandate now allows it to better sup-
port Member States in combating ter-
rorism and organised crime, including
the direct receipt of data from private
parties. Eurojust has enhanced its ca-
pacity to coordinate terrorism inves-
tigations across Member States and
third countries. Frontex, in coopera-
tion with Europol and other agencies,
continues to play a significant role in
managing EU borders and dealing with
cross-border crimes such as migrant
smuggling.

» Outlook

The report concludes that the con-
cept of security is no longer centred
on military and home affairs anymore;,
security aspects must be embedded
in all EU policies and decision-making
processes. Economic security will be a
key element in the future. In addition,

future reflections on security will need
to explore how law enforcement can
make use of digital technologies, while
ensuring that fundamental rights are
fully respected when it comes to ac-
cess to data in areas such as quantum
communication infrastructure, Artifi-
cial Intelligence and advanced surveil-
lance technologies.

Finally, the report states that the
Commission has delivered on all com-
mitments under the Security Union
Strategy 2020-2025. Four years into
its implementation, the Strategy has
consolidated the EU’s security toolbox
and now provides a powerful founda-
tion for the protection of Europeans in
the future. (AP) H

Schengen

First Report of ETIAS Fundamental
Rights Guidance Board Available

The Fundamental Rights Guidance
Board of the European Travel Informa-
tion and Authorisation System (in short:
the ETIAS Fundamental Rights Guid-
ance Board) is composed of the Fun-
damental Rights Officer of Frontex, the
Consultative Forum on Fundamental
Rights of Frontex, the European Data
Protection Supervisor (EDPS), the Euro-
pean Data Protection Board (EDPB), and
the European Union Agency for Funda-
mental Rights (FRA). With regard to fun-
damental rights issues - in particular to
privacy, protection of personal data, and
non-discrimination — the ETIAS Fun-
damental Rights Guidance Board has
the task of performing regular apprais-
als, making recommendations to the
ETIAS Screening Board, and, when con-
sulted, of supporting the ETIAS Screen-
ing Board in the execution of its tasks
(—eucrim 3/2018, 149).

On 14 August 2024, the ETIAS Fun-
damental Rights Guidance Board pub-
lished its first Annual Report providing
an overview of its composition and
organisation, its work programme, and
its main areas of focus in 2023.

In 2023, the work programme of the
Board focused on building internal ca-
pacity and supporting the initial tech-
nical and organisational implementa-
tion of ETIAS, including developing the
screening rules, establishing the ETIAS
watchlist, and providing procedures
for processing applications. Meet-
ings and consultations took place to
set up the ETIAS Screening Board, the
Working Group on Risk Screening Op-
erations, the ETIAS National Units, and
the ETIAS Central Unit. In its capacity
as a member of the ETIAS Fundamen-
tal Rights Advisory Board, the Funda-
mental Rights Agency presented its
project on the risk of discrimination
in the ETIAS risk screening algorithm.
It also presented its training activities
on ETIAS and fundamental rights dur-
ing the training sessions organised by
Frontex for the ETIAS National Units.

Starting in mid-2025, individuals
from more than 60 visa-free countries
will be required to obtain an authorisa-
tion before travelling to Europe for a
short stay. The authorisation will be
processed through the European Travel
Information and Authorisation System
(ETIAS). The aim of ETIAS is to carry
out a pre-travel screening of visa-free
travellers to determine whether they
pose a security, illegal immigration, or
public health risk (—eucrim 2/2018,
82). While the ETIAS Central Unit is
hosted by Frontex, the ETIAS National
Units are located in 30 European coun-
tries. The ETIAS information system is
developed and maintained by eu-LISA.
The ETIAS Screening Board, which is
composed of representatives of the
ETIAS National Units, Frontex and Eu-
ropol, plays an advisory role. (CR)

Ukraine Conflict

CJEU: Recent Rulings on EU’s
Restrictive Measures against Russia

In September/October 2024, the Court
of Justice of the European Union is-
sued several judgments on the inter-
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pretation of the EU’s legal regime of
restrictive measures in response to
Russia's war in Ukraine. The follow-
ing overview summarises these judg-
ments in reverse chronological order:
2 October 2024: The General Court
(GC) dismisses actions for annulment
brought by several bar associations

cial protection is not called into ques-
tion. The prohibition at issue, as delim-
ited by the derogation provisions, does
pursue objectives of general interest,
without impairing the very essence of
the fundamental role of lawyers in a
democratic society. Lawyers criticise
the ruling arguing that legal advice and

against the ban to provide legal advi-
sory services to the Russian Govern-
ment and entities established in Rus-
sia. The ban was introduced by the
EU’s 8th sanctions package in October
2022 (—eucrim 3/2022,170-171). Ac-
cording to this, EU regulations prohibit
any person in a position to provide
legal advisory services (practising, in
particular, in the territory of the Euro-
pean Union) from directly or indirectly
providing such services to the Russian
Government or to legal persons, enti-
ties or bodies established in Russia.
This prohibition is not absolute: the
regulations include some exceptions
and limits, and the ban does not apply
to legal advice and legal representa-
tion in connection with judicial, ad-
ministrative or arbitral proceedings.
The applicants argued, inter alia, that
the prohibition interferes with the right
of access to legal advice from a law-
yer, as well as with legal professional
privilege and the independence of
the lawyer. Furthermore, it is dispro-
portionate and lacks legal certainty
(Cases T-797/22, Ordre néerlandais
des avocats du barreau de Bruxelles
and Others v Council; T-798/22, Ordre
des avocats a la cour de Paris and
Couturier v Council; and T-828/22, ACE
v Council —eucrim 1-2023, 9-10).
The GC rejects all these arguments.
It underlines the importance of the
fundamental right of all persons to be
advised by a lawyer for the purposes
of conducting, pre-empting or antici-
pating judicial proceedings. However,
given that the scope of application is
limited (legal advise with link to judi-
cial proceedings and vis-a-vis natural
persons still permissible), the rights of
access to a lawyer and effective judi-
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legal representation before courts and
authorities were often closely related.
Both advice and representation by a
lawyer of one’s choice should be open
to everyone, in view of the rule of law’s
requirement of access to justice. The
GC'’s judgment of 2 October 2024 can
be appealed to the Court of Justice
(ECJ).

11 September 2024: The GC dis-
misses actions brought by individuals
who sought annulment of reporting
and cooperation obligations designed
to counteract the circumvention of
restrictive measures. The applicants
were included on the lists of persons
subject to restrictive measures due
to Russia’s invasion of Ukraine. They
oppose the obligation introduced in
July 2022 by a Council Regulation that
designated persons and entities with
assets within the jurisdiction of an EU
Member State must report these as-
sets and cooperate with the competent
authority. Failure to respect this obliga-
tion would constitute a circumvention
of the freezing of assets and would
be subject to penalties in accordance
with the national law of the Member
States. The applicants argued, in es-
sence, that there had been no legal
basis for introducing such obligations
and the Council unlawfully acted as
a legal authority in criminal matters
(Cases T-635/22, Fridman and Others
v Council and T-644/22, Timchenko
and Timchenko v Council). The GC re-
jects these arguments. It first states
that the obligations are not restrictive
measures as such but measures to
ensure the effective and uniform im-
plementation of restrictive measures.
Therefore, the contested provisions
could correctly be adopted on the ba-

sis of Art. 215(2) TFEU. The GC does
also not see a violation of the funda-
mental right to privacy or a breach of
the principle of legal certainty. Second,
the GC argues that the Council did not
act as a legal authority in criminal mat-
ters because Member States retained
their power to decide about the con-
sequences of circumvention activities;
penalties could be attached as crimi-
nal, civil or administrative in nature.

11 September 2024: In the case
T-494/22, the GC dismisses an action
by the Russian non-bank financial enti-
ty NSD against its maintenance on the
Council’s list of entities which are sub-
ject to restrictive measures in respect
of actions undermining or threaten-
ing the territorial integrity, sovereignty
and independence of Ukraine. NKO AO
National Settlement Depository (NSD)
provides securities record-keeping and
custody services as a central deposi-
tory as well as other financial services,
such as bank settlement services. The
GC rules that the Council could validly
consider that, from both a quantitative
and a qualitative perspective, NSD was
significantly supporting, materially or
financially, the Russian Government,
by enabling it in its financial resources
with the aim of pursuing its actions to
destabilise Ukraine. The GC clarifies,
however, that the decisive criterion is
the material or financial support: the
finding that the applicant is under the
control of the Russian Government
cannot be decisive in justifying the
inclusion of the applicant on the lists
at issue. The GC also examines NSD’s
argument that the restrictive meas-
ures imposed on it entailed the freez-
ing of funds and economic resources
belonging to its customers — who are
not subject to those measures — and,
therefore, the infringement of their
right to property. In this context, the
GC clarifies that it has no jurisdiction
to carry out a review of the lawfulness
of decisions adopted by national au-
thorities; however, when deciding on
a request for release of frozen funds
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pursuant to the derogations laid down
in the EU regulations, the competent
national authority must ensure that
the interference with the right to prop-
erty of the customers of an undertak-
ing subject to those measures com-
plies with the Charter of Fundamental
Rights of the EU.

10 September 2024: Upon a re-
quest for preliminary ruling brought
by the Regional Court of Bucharest,
Romania, the ECJ specifies its jurisdic-
tion over decisions taken in Common
Foreign and Security Policy (CFSP)
matters and rules on the scope of the
prohibition on providing brokering ser-
vices in relation to military equipment
laid down in Art. 2(2)(a) of Decision
2014/512/CFSP. This Decision con-
cerns restrictive measures adopted by
the Council of the European Union in
view of Russia’s actions destabilising
the situation in Ukraine. The case at
issue (Case C-351/22, Neves 77 So-
lutions) arose from a lawsuit by a Ro-
manian company which opposes the
confiscation of amounts for brokering
services and a fine. It put forward that
it brokered the sale of Russian radio
sets between an Ukrainian and Indian
company, while the goods have never
been imported into the EU. The ECJ
first clarified that it has jurisdiction to
interpret a measure of general scope
of a CFSP decision which forms the
basis for national sanctions imposed
on an undertaking. Second, the ECJ
ruled that the prohibition on providing
brokering services in relation to mili-
tary equipment to an operator in Rus-
sia applies even if those goods were
never imported into a Member State.
Third, the ECJ confirms that EU law
permits the automatic confiscation of
the full amounts received in relation
to the provision of brokering services
concerning military equipment to an
operator in Russia.

5 September 2024: The ECJ rules
on the question as to whether a nota-
ry’s authentication of a contract for the
sale of immovable property belonging

to a legal person established in Russia
is covered by the ban to provide legal
advisory services as established by the
8th sanctions package (see above). In
the case at issue (C-109/23, Jemerak),

end of July 2022 to the end of Octo-
ber 2022-eucrim 3/2022, 170-171;
for the developments from Novem-
ber 2022 to December 2022 —eucrim
4/2022, 226-228; for the develop-

a German notary had refused to au-
thenticate a purchase contract for a
Berlin apartment belonging to a Rus-
sian company because he could not
rule out the possibility of violating the
ban. To clarify this question, the Berlin
Regional Court referred it to the ECJ
for a preliminary ruling. The ECJ con-
cludes that the notary does not breach
the sanctions against Russia by the
authentication. It reasons that the Ger-
man notary performs, independently
and impartially, a public function en-
trusted to him or her by the State if he/
she authenticates a contract on im-
movable property. It does not appear
to provide, beyond that authentica-
tion, legal advice intended to promote
the specific interests of the parties.
Moreover, the notary’s activities that
secure the execution of the authenti-
cated contract (e.g. the transfer of the
amount of the purchase price to the
vendor) do not constitute legal advice.
Lastly, the ECJ clarified that an inter-
preter acting in the context of notarial
authentication does not provide legal
advice, so that his/her services are
not covered by the prohibition at issue
either. (TW)

EU Reactions to Russian War against
Ukraine: Overview July — September
2024

This news item continues the report-
ing on key EU reactions following
the Russian invasion of Ukraine on
24 February 2022: the impact of the
invasion on the EU’s internal secu-
rity policy, on criminal law, and on the
protection of the EU’s financial inter-
ests. The following overview covers
the period from July 2024 to the end
of September 2024. For overviews of
the developments from February 2022
to mid-July 2022 —eucrim 2/2022,
74-80; for the developments from the

ments from January 2023 to June
2023 —eucrim 1/2023, 6-9; for the
developments from July 2023 to Sep-
tember 2023 —eucrim 2/2023, 116-
117; for the developments from Oc-
tober 2023 to January 2024 —eucrim
4/2023, 313-315; from January 2024
to June 2024 —eucrim 1/2024,9-11.

12 July 2024: Eurojust and the
United States Department of Justice
organise a key meeting that address-
es the question on the effective fight
against the illicit export of goods to
Russia in light of its ongoing war of ag-
gression against Ukraine. Participants
particularly discuss the threats posed
by the acquisition of sensitive technol-
ogy by non-allied nations.

17 July 2024: The newly elected Eu-
ropean Parliament reaffirms its strong
support for Ukraine amidst Russia's
ongoing war. In a resolution passed
on 17 July 2024, MEPs emphasised
the EU’'s commitment to providing mili-
tary support to Ukraine as long as, and
in whatever form, is necessary. The
resolution also calls for maintaining
and extending EU sanctions against
Russia and Belarus as well as system-
atically tackling the circumvention of
these sanctions by EU-based compa-
nies, third parties, and non-EU coun-
tries. MEPs welcome recent EU efforts
to use Russian assets frozen by the EU
in support of Ukraine. They call for a
“sound legal regime for the confisca-
tion of Russian state-owned assets
frozen by the EU”. The Commission is
urged to propose long-term financial
assistance for Ukraine's reconstruc-
tion, building on the experience of the
newly established Ukraine Facility. The
resolution also condemns Hungarian
Prime Minister Viktor Orban's recent
visit to Russia, labeling it a “blatant vio-
lation of the EU treaties and and com-
mon foreign policy”. According to the
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text, Hungary should face repercus-
sions for these actions.

26 July 2024: The EU gives green
light for the first payment of €1.5 bil-
lion to Ukraine that was generated
from immobilised assets of the Rus-
sian Central Bank. These extraordinary
revenues were generated by EU op-
erators and held by central securities
depositories (CSDs) from immobilised
Russian sovereign assets. They were
made available by Euroclear to the
Commission as a first instalment on
23 July. The money will now be chan-
nelled through the European Peace
Facility and to the Ukraine Facility to
support Ukraine’s military capabilities
as well as to support the country’s
reconstruction. The underlying legal
acts enabling the use of the CSDs'
profits for Ukraine were adopted by
the Council on 21 May 2024 (—~eucrim
1/2024, 9).

6 August 2024: The Council ap-
proves the first (regular) payments of
grants and loans under the EU’s Ukraine
Facility. Ukraine is now set to receive
almost €4.2 billion from the EU. The
Council concluded that Ukraine had
satisfied the necessary conditions and
reforms envisaged in the Ukraine Plan
for receiving the funds. The Ukraine
Facility was agreed upon at the begin-
ning of 2024 and foresees up to €50
billion of stable financing, in grants
and loans, to support Ukraine’s recov-
ery, reconstruction, and modernisation
for the period 2024 to 2027 (—eucrim
1/2024,9).

13 August 2024: The Commission
disburses €4.2 billion as first regular
payment under the Ukraine Facility.
The disbursement was endorsed by
the Council on 6 August (see above).
Initial payments under the Facility
were already made beforehand: €6 bil-
lion in bridge financing and €1.9 billion
in pre-financing.

24 August 2024: On occasion of
Ukraine’s independence day, the EU is
reconfirming its unwavering support to
Ukraine as it defends itself against Rus-
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sia. “Europe will always be at Ukraine’s
side, because Ukraine is Europe,” says
European Commission President Ursu-
la von der Leyen in her video message.
She also points out that the EU and
its Member States have made avail-
able €114 billion to Ukraine so far. The
Ukraine flag is unfurled in front of the
European Parliament and several EU
buildings in Brussels are illuminated in
Ukrainian colours.

10 September 2024: The seven
members of the Eurojust-supported
Joint Investigation Team (JIT) on al-
leged core international crimes com-
mitted in Ukraine (—eucrim 1/2024,
8-9) agreed to amend the JIT Agree-
ment to enhance investigations into
crimes of torture, ill-treatment, and
filtration. The JIT, which was set up in
2022, today consists of Ukraine, six EU
Member States (Lithuania, Poland, Es-
tonia, Latvia, Slovakia, and Romania),
the International Criminal Court (ICC),
and Europol. The work of the JIT is
additionally supported by the Core In-
ternational Crimes Evidence Database
(CICED), which was launched by Eu-
rojust in February 2023, and by the In-
ternational Centre for the Prosecution
of the Crime of Aggression Against
Ukraine (ICPA). So far, the CICED has
received thousands of files for preser-
vation and analysis from various coun-
tries, including Ukraine.

11 September 2024: The “United for
Justice Conference” in Kyiv discusses
the urgent need to investigate and
prosecute war crimes involving the
targeting of civil objects by Russia in
Ukraine. Participants also exchange
ideas on how to mobilise resources to
deter the commission of these crimes
and effectively deal with their conse-
quences.

19 September 2024: Considering
the latest developments of Russia’s
invasion of Ukraine, an EP resolution

and mainly addresses the EU Member
States. The EP underlines that Ukraine
must have the possibility to defend
itself fully and deplores the declin-
ing volume of bilateral military aid to
Ukraine by EU countries. EU Member
States should maintain and extend the
Council’s sanctions policy against Rus-
sia, Belarus, and non-EU countries and
entities providing Russia with military
and dual-use technologies. More Chi-
nese individuals and entities should be
added to the EU sanctions list. MEPs
reiterate their demands that tougher
measures must be taken to systemati-
cally tackle the issue of sanctions cir-
cumvention. In addition, the EU must
establish a sound legal regime for the
confiscation of Russian state-owned
assets frozen by the EU as part of ef-
forts to compensate Ukraine for the
massive damage it has suffered (see
also above).

24 September 2024: OLAF hosts a
meeting of the G7 Sub-Working Group
on Export Control Enforcement. Ex-
perts discuss the latest developments
in the fight against the circumvention
of sanctions and export controls that
restrict Russia's access to technolo-
gies and other materials required to
sustain its military operations. The
group agreed on a joint guidance for
industry that aims to facilitate the
identification of circumvention prac-
tices. (AP/CR/TW)

Artificial Intelligence

Final Approval and Publication

of the Al Act

After the Council’s final green light on
21 May 2024, the pioneering Artificial
Intelligence (Al) Act, establishing the
first comprehensive global regulatory
framework for Al, was published in the
EU's Official Journal on 12 July 2024

calls on EU Member States to continue
their financial and military support to
Ukraine. The resolution follows the
resolution of 17 July 2024 (see above)

(Regulation (EU) 2024/1689). The Al
Act prohibits certain Al practices and
sets forth regulations pertaining to
“high-risk” Al systems, Al systems that
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pose transparency risks, and general-
purpose Al (GPAI) models. For the
agreement between the EP and Coun-
cil »eucrim 4/2023,316—-317.

The regulations set forth in the Al
Act will be implemented in stages. The
regulations pertaining to prohibited
practices will take effect in February
2025, while those concerning obliga-
tions on GPAI models will become
applicable in August 2025. Finally,
the regulations pertaining to transpar-
ency obligations and those concerning
high-risk Al systems will come into ef-
fect in August 2026.

It should be noted, however, that ex-
ceptions have been made for high-risk
Al systems and GPAI models that have
already been placed on the market.
With regard to high-risk Al systems
that will have been placed on the mar-
ket or put into service in the EU prior to
August 2026, the Al Act will only apply
in the event of “significant changes” to
their design after that date. Similarly,
with respect to GPAI models that will
have been placed on the market in the
EU prior to August 2025, the Al Act’s
rules will not apply to them until Au-
gust 2027.

The Al act is designed to be key for
the EU’s policy to foster the develop-
ment and uptake across the single
market of safe and lawful Al that, at
the same time, respects fundamental
rights. (AP)

EUls Using Generative Al Systems:
EDPS Guidelines

On 3 June 2024, the EDPS published
guidelines on generative Artificial Intel-
ligence and personal data for EU insti-
tutions, bodies, offices and agencies
(EUls). When using or developing gen-
erative Al tools, the guidelines will help
EUls comply with the data protection
obligations set out in Regulation (EU)
2018/1725 on the protection of natural
persons with regard to the processing
of personal data by the Union institu-
tions, bodies, offices and agencies and
on the free movement of such data

(EUDPR). The guidelines address the
following questions:

What is generative Al?

Can generative Al be used by EUIs?

What is the role of DPOs in the pro-
cess of developing or deploying a gen-
erative Al system?

Is there a need to conduct a data
protection impact assessment (DPIA)?

What constitutes the lawfulness of
processing personal data during the
design, development, and validation of
generative Al systems and automated
decision-making?

How can the principles of data mini-
malism, data accuracy, fair process-
ing, data security, information and
transparency policies be ensured?

How can individual rights be exer-
cised in the use of generative Al sys-
tems?

Overall, the EDPS does not oppose
the use of generative Al technologies
by EUls but emphasises the need to
carefully consider when and how gen-
erative Al can be used responsibly and
beneficially for the public good:

All stages of the generative Al so-
lution lifecycle should operate in ac-
cordance with the applicable legal
frameworks, including the GDPR, when
the system involves the processing of
personal data;

The development and deployment
of a generative Al system should in-
volve all stakeholders throughout its
lifecycle;

Regular, systematic, and continu-
ous monitoring are crucial for the use
of generative Al systems;

Throughout the lifecycle of the gen-
erative Al systems, EUls should care-
fully assess the accuracy of the data
and reconsider the use of such sys-
tems if the accuracy cannot be main-
tained.

The processing of personal data in
the context of generative Al systems
requires a solid legal basis in line with
the EUDPR. Regular monitoring and
the implementation of controls at all
stages can help verify that there is no

processing of personal data where it
is not intended by the model. When
using generative Al systems that pro-
cess personal data, EUls must provide
individuals with all the information re-
quired by the EUDPR and GDPR. The
information made available to individ-
uals must be updated as necessary to
ensure that the data subjects are prop-
erly informed and remain in control
of their own data. Ultimately, where
generative Al systems are to support
decision-making processes, EUls will
need to carefully consider whether to
deploy them - in respect of both their
legality and their potential to produce
unfair, unethical, or discriminatory de-
cisions. (CR)

Digital Space Regulation

New Report on Encryption
by EU Innovation Hub

At the beginning of June 2024,
m the EU Innovation Hub for In-

ternal Security published its
first Report on Encryption. The report
analyses the topic of encryption from
legislative, technical, and developmen-
tal points of view.

Against the background of the ever-
increasing presence of encrypted data
in criminal investigations, access to
such information by law enforcement
authorities has been the subject of a
long-standing discussion about how
the privacy rights of individuals and
collective security must be balanced:
how can lawful interception coexist
with encryption without undermining
cybersecurity and/or privacy?

According to the report, a framework
to access encrypted communications
is steadily taking shape in the EU. Al-
though the newly adopted e-evidence
package (—eucrim 2/2023, 165-168)
is a step in the right direction, namely
towards enhancing law enforcement
access to electronic evidence, many
questions remain concerning the ad-
missibility of evidence gathered from
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encrypted communication channels
and the challenges arising from vari-
ous technologies. Next to the national,
European, and international legislation
on encryption, the report also looks at
encryption challenges and opportuni-
ties in relation to, for instance, quan-
tum computing, cryptocurrencies,
biometric data, the Domain Name Sys-
tem (DNS), telecommunication tech-
nologies, artificial intelligence (Al), and
large language models (LLMs). The re-
port draws the following conclusions:

Some EU Member States have re-
cently made amendments to existing
national legislation in areas relevant
for bypassing encryption. Extended
search capabilities and means for tar-
geted lawful access could be benefi-
cial in capturing encrypted data.

Differences in data retention peri-
ods between the EU Member States
(which the report estimates as prob-
lematically short in some cases) might
be slightly outbalanced by the possibil-
ities to transmit requested data faster
under the new EU e-evidence package.

A wider debate on the introduction/
use of alternative means of bypassing
encryption (e.g. client-side scanning)
is necessary.

The problems created by home rout-
ing in 4G and 5G networks (individuals
within national borders that use a for-
eign SIM card cannot be intercepted
unless the foreign service provider co-
operates with the domestic provider),
may — for the moment — require that
privacy-enhancing technologies be
disabled in home routing.

Interception technologies for user
identification should be a legal require-
ment for the next generation of mobile
networks (5G and 6G).

From a technical perspective, there
is a need for further research toreach a
solution where both individual privacy
and lawful interception are respected.

In order to identify criminals using
cryptocurrencies, collaboration with
academia and private industry is need-
ed, so that technological trends can
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be monitored and novel tools can be
created.

There is a need for DNS encryption,
which, if implemented, would allow
law enforcement to access and pro-
cess suspects’ DNS traffic.

The need exists for a legal frame-
work on the use of artificial intelli-
gence and large language models,
underpinned by robust and adequate
data protection safeguards, in which
law enforcement authorities can lever-
age the same modern technologies as
other stakeholders in the private sec-
tor and academia.

Quantum computing can signifi-
cantly improve the investigative capa-
bilities of law enforcement.

Ultimately, relevant stakeholders in
the JHA domain must be made aware
of these developments and be pro-
vided with the means to stay on top of
these technological advancements.

The encryption report was pro-
duced by the following members of
the EU Innovation Hub for Internal
Security: Europol, Eurojust, the Euro-
pean Commission’s Directorate-Gen-
eral for Migration and Home Affairs
(DG HOME), the European Commis-
sion’s Joint Research Center (JRC),
the European Council's Counter-Ter-
rorism Coordinator, and the European
Union Agency for the Operational
Management of Large-Scale IT Sys-
tems in the Area of Freedom, Secu-
rity and Justice (EU-LISA). Hosted
at Europol, the Hub is a network that
works on innovative tools and effec-
tive solutions to support internal se-
curity actors in the EU and its Member
States. The Hub team is composed of
staff from different EU Agencies and
Member States. Work on encryption/
decryption technologies is one of the
Hub's top priorities. (CR) [ |

Overview of the Latest Developments
Regarding the Digital Services Act

Eucrim has regularly reported on the
EU’'s new major legislation regulating
the digital space, i.e., the Digital Ser-

vices Act and the Digital Markets Act
(—eucrim 1/2024, 12-13 with further
references). The Digital Services Act
(DSA) is designed to foster a safer,
fairer, and more transparent online
environment (—eucrim 4/2022, 228-
230). It establishes new obligations
for online platforms, thereby ensuring
that EU users are safeguarded against
the dissemination of illicit goods and
content and that their rights are re-
spected when they engage in interac-
tions, share information, or make pur-
chases online. The DSA is also highly
relevant for law enforcement purposes
(—eucrim 1/2024, 13). This news item
continues the reporting on the latest
developments concerning the DSA in
the form of a chronological overview.

21/23 April 2024: Adult entertain-
ment platforms Pornhub, Stripchat,
and XVideos have been designated
Very Large Online Platforms (VLOPs)
and now face the strictest obligations
under the Digital Services Act (DSA).
These platforms must submit risk
assessment reports to the Commis-
sion, implement measures to mitigate
systemic risks associated with their
services, comply with enhanced trans-
parency obligations, including those
related to ads, and provide data ac-
cess for researchers.

26 April 2024: The Commission has
designated Shein, a prominent online
fashion retailer, as a Very Large Online
Platform (VLOP) under the DSA, based
on the company’s average of over 45
million monthly users in the EU. This
designation necessitates that Shein
comply with rigorous regulations
within four months. These regulations
focus on enhanced user protection,
particularly for minors, and diligent
oversight of illegal products. Conse-
quently, Shein is required to evaluate
and mitigate the risks associated with
the sale of illicit products, including
counterfeit items, and to enhance its
moderation processes and algorithms
to prevent the promotion of prohibited
items. Next to addressing risks to con-
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sumer health and safety, Shein must
also undergo annual independent au-
dits, publish repositories of advertise-
ments served on its interface, provide
data access to researchers, and issue
transparency reports every six months.

30 April 2024: The Commission initi-
ates formal proceedings against Meta,
the parent company of Facebook
and Instagram, to assess whether it
violates the DSA. The investigation
focuses on several suspected infringe-
ments, including Meta’'s handling of
deceptive advertisements, disinforma-
tion, and political content. Additionally,
the Commission is concerned about
Meta’s decision to phase out its real-
time election-monitoring tool, Crowd-
Tangle, without providing an adequate
replacement, potentially jeopardizing
the transparency of civic discourse
and electoral processes. The Commis-
sion also questions the adequacy of
Meta’s mechanisms for flagging illegal
content and handling user complaints.
If these suspicions are confirmed,
Meta could be found in breach of mul-
tiple DSA articles, leading to potential
penalties.

31 May 2024: The Commission
designates Temu as a VLOP under the
DSA. Temu is a Chinese online mar-
ketplace with over 45 million monthly
users in the EU. The company is now
obligated to comply with the strictest
DSA rules within four months. These
obligations include thorough risk as-
sessments and measures to address
the sale of illegal or unsafe products,
particularly those that might harm mi-
nors. Temu is to enhance consumer
protection by adjusting its platform'’s
design and algorithms. Additionally,
the company must ensure transpar-
ency and accountability through an-
nual independent audits, regular risk
assessments, and public reporting
on content moderation and systemic
risks.

7 June 2024: The European Com-
mission acknowledges LinkedIn’s de-
cision to fully disable the functional-

ity that allowed advertisers to target
users based on their membership in
LinkedIn Groups within the EU Single
Market. This change follows a request
for information from the Commission
after a complaint from civil society
organisations. They raised concerns
about the business and employment-
focused social media platform Linked-
In potentially enabling advertisers to
target users based on sensitive per-
sonal data, such as racial or ethnic ori-
gin, political opinions, religious beliefs,
or trade union membership - in viola-
tion of the DSA.

10 July 2024: The Commission des-
ignates XNXX as VLOP under the DSA.
XNXX is a pornographic video shar-
ing and viewing website with over 45
million monthly users in the EU; thus,
XNXX surpasses the DSA threshold
for this designation. As a VLOP, XNXX
must comply with the strictest DSA
rules (see also above) within four
months, by mid-November 2024.

12 July 2024: The Commission
informs X (formerly Twitter) of its
preliminary view that it breaches the
DSA in areas related to dark patterns,
advertising transparency, and data ac-
cess for researchers (for the opening
of the investigation —eucrim 3/2023,
245-246). Following an in-depth in-
vestigation, the Commission found
first that X designs and operates its
interface for “verified accounts” with
the “blue checkmark” in a way that
deviates from industry practice and
deceives users. Since anyone can
subscribe to obtain this “verified” sta-
tus, it negatively impacts users’ ability
to make free and informed decisions
about the authenticity of accounts and
content. Malicious actors are abus-
ing the “verified account” to deceive
users. Second, X does not meet the
required transparency on advertising,
as it fails to provide a searchable and
reliable advertisement repository. In-
stead, it implements design features
and access barriers that render the
repository unfit for transparency pur-

poses. This design flaw hinders the
required supervision and research into
emerging risks associated with online
advertising. Third, X fails to provide
researchers with access to its public
data, as required by the DSA. Specifi-
cally, X prohibits eligible researchers
from independently accessing public
data, such as by scraping, as outlined
in its terms of service. Additionally,
X’s process for granting access to its
application programming interface
(API) discourages researchers from
pursuing their projects or forces them
to pay disproportionately high fees. X
now has the opportunity to exercise
its right of defense by reviewing the
Commission’s investigation file and
responding in writing to these prelimi-
nary findings. The European Board for
Digital Services will also be consulted.

5 August 2024: The Commission
makes legally binding TikTok’s com-
mitment to permanently withdraw the
TikTok Lite Rewards programme from
the EU and not to launch any other
programme that would circumvent
this withdrawal. This commitment ad-
dresses concerns raised by the Com-
mission in formal proceedings initiated
on 22 April 2024, ensuring compliance
with the DSA. Any breach would im-
mediately constitute a violation of the
DSA, potentially leading to fines. This
case marks the first instance where
the Commission accepts commit-
ments from a designated online plat-
form under the DSA and closes formal
proceedings as a result. Another pro-
ceeding against TikTok under the DSA
(opened in February 2024) linked to
the protection of minors, advertising
transparency, and data access for re-
searchers is ongoing. (AP)

DMA: Bytedance (TikTok) Remains

a Gatekeeper

In the case of Bytedance (TikTok) v.
Commission (Case T1077/23), the
General Court (GC) dismissed the ac-
tion brought by Bytedance, the com-
pany behind TikTok, challenging the
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European Commission’s decision to
designate it a “gatekeeper” under the
Digital Markets Act (DMA). The Com-
mission had made this designation
on 5 September 2023, and Bytedance
sought to have the decision annulled
in November 2023. The Court adjudi-
cated the case via an expedited pro-
cedure, delivering its judgment eight
months later on 17 July 2024.

The DMA aims to contribute to a
contestable and fair market in the digi-
tal sector. It, inter alia, establishes obli-
gations and limits powers of undertak-
ings providing core platform services
(“gatekeepers”). Non-compliance with
the DMA's obligations can lead to
fines and periodic penalty payments
(—eucrim 4/2022, 228-230).

The GC upheld the Commission’s
assessment of Bytedance as a gate-
keeper, observing that the company
satisfied the quantitative criteria set
forth in the DMA, including its sub-
stantial global market value and the
considerable number of TikTok users
in the EU. The arguments presented by
Bytedance were deemed inadequate
to challenge the presumption of its
considerable influence on the internal
market, the pivotal role of TikTok as
a conduit for business users, and the
company’s well-established and en-
during position.

The Court rejected Bytedance's
claims that its global market value,
which is primarily driven by activities
in China, indicated a lack of significant
impact on the EU market. Furthermore,
the judges in Luxembourg rejected the
argument that TikTok’s comparatively
limited scale and the absence of an
ecosystem or network effects meant
it was not a crucial gateway for busi-
nesses. They emphasised the rapid
growth and high engagement rates
among users in the EU, particularly
young people, of the platform known
as TikTok.

Moreover, the GC rejected Byted-
ance’s assertion that it did not occupy
an entrenched and durable market po-
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sition. Despite competition from simi-
lar services, such as Reels and Shorts,
launched by Meta and Alphabet, Tik-
Tok has consolidated and strength-
ened its position.

In conclusion, the GC determined
that the Commission’s standard of
proof was appropriate and that any
errors made in assessing Bytedance’s
arguments did not affect the legality
of the decision. Furthermore, Byted-
ance’s claims of infringement of its
rights of defence and unequal treat-
ment were rejected.

The GC’s decision is subject to an ap-
peal, limited to points of law, that may
be brought before the Court of Justice
(ECJ). Bytedance lodged this appeal on
26 September 2024. The appeal is reg-
istered under Case C-627/24 P. (AP)

Legislation

New Pact on Migration and Asylum
After three years of hard and complex
negotiations, the European Parliament
and the Council formally adopted the
new Pact on Migration and Asylum in
May 2024. It is one of the most impor-
tant EU legislations in the area of home
affairs in the recent years. The Pact
consists of a set of new rules concern-
ing the management of migration, the
security at the EU’s external borders
and the EU’s common asylum system.
In detail, the legal acts (all published
in the EU’s Official Journal of 22 May
2024) are as follows:

The Asylum and Migration Manage-
ment Regulation (AMMR) replacing
the current “Dublin Il Regulation”;

The Asylum Procedure Regulation
and the Return Border Procedure Reg-
ulation;

The Crisis and Force Majeure Regu-
lation;

The recast of the Eurodac Regula-
tion;

The new Screening Regulation;

The Qualification Regulation replac-
ing the Qualification Directive;

The revised Reception Conditions
Directive;

The Union Resettlement and Hu-
manitarian Admission Framework
Regulation.

The Pact follows a holistic ap-
proach: introducing a new legislative
framework on migration and asylum
while supporting Member States
through operational and targeted ac-
tions. It also focuses on working with
partner countries to address the root
causes of migration/migrant smug-
gling and to promote legal pathways.

In order to manage migration at the
EU’s borders, the Pact introduces new
procedures and reforms existing pro-
cedures in four categories:

Robust screening;

The Eurodac asylum and migration
database;

Border procedure and return;

Crisis protocols and action against
instrumentalisation.

In the area of robust screening, the
new rules aim to ensure that those not
fulfilling the conditions to enter the EU
will be registered and subject to iden-
tification, security, and health checks.
Through a reform of the Eurodac
Regulation, the Eurodac asylum and
migration database (the EU's biom-
etric information system for the iden-
tification of asylum seekers and illegal
border-crossers) will be turned into a
full-fledged asylum and migration da-
tabase, ensuring clear identifications.
In the field of border procedure and
return, a mandatory border procedure
will apply for asylum applicants who
are unlikely to need protection, mislead
the authorities, or present a security
risk. Efficient returns with reintegration
support will apply for those not eligible
for international protection. Lastly, the
Crisis Regulation will provide quick cri-
sis protocols, with operational support
and funding, in emergency situations.

In order to ensure fast and efficient
procedures, the Pact builds on the fol-
lowing measures:

Clear asylum rules;
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Guaranteeing people’s rights;

EU standards for refugee status
qualifications;

Preventing abuses.

The Asylum Migration Management
Regulation aims to ensure effective
determination of which EU country is
to be responsible for handling an ap-
plication for asylum. The Reception
Conditions Directive will establish
harmonised standards across the EU,
ensuring adequate living conditions
for asylum seekers, while strengthen-
ing safeguards and guarantees and
improving integration processes. The
Qualification Regulation shall strength-
en and harmonise criteria for interna-
tional protection and clarify the rights
and obligations of beneficiaries. To
prevent abuse, the Asylum Procedure
Regulation sets out clear obligations
of cooperation for asylum seekers,
providing for consequences in cases
of non-compliance.

Another objective of the Pact is to
establish an effective system of soli-
darity and responsibility. As a result, a
permanent solidarity framework must
be created to ensure that EU countries
receive the solidarity needed. Underthe
framework, EU countries can choose
how they will participate: relocations,
financial contributions, operational
support, request deductions, and “re-
sponsibility offsets”. In order to ensure
operational and financial support, EU
countries will be supported by the rel-
evant EU Agencies and dedicated EU
funds. Clearer rules on responsibility
for asylum applications are to enhance
the criteria determining the EU country
responsible for assessing an asylum
application. Lastly, to prevent second-
ary movements, asylum seekers must
apply for international protection in the
EU country of first entry and remain
there until the country responsible for
their application is determined.

To embed migration in international
partnerships, the Pact foresees meas-
ures to prevent irregular departures
by, for instance, strengthening the

capacities of border management au-
thorities in priority partner countries.
To fight migrant smuggling, dedicated
and tailor-made Anti-Smuggling Op-
erational Partnerships with partner
countries and UN agencies are being
established, tackling smuggling in key
locations. Cooperation on return and
readmission shall go hand in hand
with the development of legal migra-
tion. To promote legal pathways, an
EU Talent Pool will be established as
the first EU-wide platform to facilitate
international recruitment and Talent
Partnerships will allow non-EU citizens
to work, study, and train in the EU.

Following the Pact’s entry into force
on 11 June 2024, the European Com-
mission adopted a Common Imple-
mentation Plan for the Pact on Mi-
gration and Asylum on 12 June 2024,
setting out the key actions required to
translate the new rules on migration
into practice. These key actions are
grouped into 10 building blocks cover-
ing the following areas:

A common migration and asylum
information system;

A new system to manage arrivals at
the EU’s external borders;

Rethinking reception;

Streamlining the decision-making
process on asylum applications at the
EU level;

Expediting return processes;

Activating the new responsibility
criteria;

Enforcing solidarity;

Reducing the risks of crisis situa-
tions;

Protecting the right to asylum and
human dignity;

Resettlement, inclusion, and inte-
gration.

As a next step, the EU Member
States shall prepare their National
Implementation Plans by December
2024. Ultimately, the new migration
and asylum legal framework shall en-
ter into force by mid-2026.

Looking at its role within the frame-
work of the new Pact on Migration and

Asylum, Frontex identified two main
areas of action regarding the building
blocks of a new system to manage
arrivals and expedite return process-
es. For the new screening procedure
(which shall include a preliminary vul-
nerability check, verification of iden-
tity, the collection and transmission of
biometric data, a security check, and
filling out a screening form), Frontex
will deploy trained border guards to
support Member States. Frontex also
wants to play a crucial role in the train-
ing of the border and coast guard com-
munity, spreading the best practices
on how to manage external borders in
respect of fundamental rights. To guar-
antee efficient and fair returns, Frontex
will cooperate closely with EU Member
States in order to facilitate returns as
well as reintegration in the country of
origin. The Agency should offer sup-
port in all return phases, including in
identification and return counselling,
as well as through the EU Reintegra-
tion Programme. (CR)

Institutions

Council

Programme of the Hungarian Council
Presidency

Under the motto “Make Europe Great
Again”, Hungary assumed the Presi-
dency of the Council of the EU for the
period from 1 July 2023 to 31 Decem-
ber 2024.

A special feature of the Hungarian
Presidency is the timeframe that coin-
cided with the start of a newly estab-
lished European Parliament and Euro-
pean Commission as well as the start
of the implementation of the Strate-
gic Agenda 2024-2029 (—news item
above, p. 85), setting out the long-term
guidelines for the EU’s future work.

In its programme, Hungary defined
the following priorities for its Presi-
dency:
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Adopting a new European Competi-
tiveness Deal;

Reinforcing European defence policy;

Stemming illegal migration;

Shaping the future of cohesion
policy;

Addressing demographic challeng-
es;

A farmer-oriented EU agricultural
policy;

A consistent and merit-based en-
largement policy.

In the domain of Justice and Home
Affairs, a focus of the Hungarian Presi-
dency is, inter alia, on strong European
borders with a crisis-resilient system
and a secure Europe.

The Presidency’s aim is to strength-
en the resilience of the Schengen Area
to crises and to facilitate the finalisa-
tion of the Schengen enlargement
process. It wishes to improve the resil-
ience of the Common European Asy-
lum System and to encourage Member
States to exchange views on innova-
tive solutions in the field of asylum. It
also envisages stepping up measures
for the effective implementation of re-
turns. It further aims to continue leg-
islative negotiations on revision of the
visa suspension mechanism and to
initiate a comprehensive review of the
European visa waiver regime.

To ensure a secure Europe, the Hun-
garian Presidency is paying particular
attention to the fight against terrorism
and organised crime and to opera-
tional law enforcement cooperation.
It is committed to strengthening law
enforcement and judicial cooperation
in the prevention, detection, and inves-
tigation of smuggling and trafficking of
human beings (THB) and to increasing
the effectiveness of information ex-
change.

Next to THB, the Presidency is fo-
cusing on the fight against drug traf-
ficking: it will promote the implemen-
tation of the EU Drugs Strategy and
Action Plan and the EU Roadmap for
combating drug trafficking and organ-
ised crime.
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Other priorities of the Presidency
include the fight against illicit traffick-
ing of cultural goods and environmen-
tal crime. Regarding cybercrime, the
Hungarian Presidency is continuing
to work on a long-term legislative so-
lution to prevent and combat online
child sexual abuse and on revision of
the directive against sexual exploita-
tion of children.

In the field of criminal justice coop-
eration, the Presidency is continuing to
prioritise victim support and the fight
against corruption. The continuation
of the debate on the future of crimi-
nal law and the development of model
provisions are another priority of the
Hungarian Presidency’s term. (CR)

Court of Justice of the EU

Accession to the EU: 20th
Anniversary for Ten Member States
Celebrated at CJEU

On 1 May 2004, the EU experienced its
largest single enlargement in terms of
countries and people — with the acces-
sion of ten new Member States: Czech
Republic, Estonia, Cyprus, Latvia, Lithu-
ania, Hungary, Malta, Poland, Slovakia,
and Slovenia.

To mark the 20th anniversary of
the accession of these States, the
CJEU hosted a conference on 2-3
May 2024 in celebration of this con-
stitutional moment for Europe. The
conference looked back on the his-
tory of the enlargement, the pre-ac-
cession context, and the criteria that
candidate States had to meet. In a
next segment, the conference par-
ticipants analysed the contribution
of the 2004 enlargement to the devel-
opment of the EU as a “Union of val-
ues”. The retrospective analysis also
explored how, over the course of the
past 20 years, EU law has ensured the
cohesion and convergence of the na-
tional economies of the new Member
States in the EU — under the supervi-
sion of the EU Courts. (CR)

Reform of CJEU Statute:
Amendments to the Rules
of Procedure in Force

On 1 September 2024, following the re-
form of the Statute of the Court of Jus-
tice of the EU (—eucrim 1/2024, 16),
amendments to the respective Rules
of Procedure of the Court of Justice
and of the General Court entered into
force. The amendments modernise
and simplify the procedures before the
two courts. In particular, the provisions
lay down new rules enabling the trans-
fer of part of the jurisdiction to hand
over preliminary rulings from the Court
of Justice to the General Court. The
provisions have been applicable since
1 October 2024.

Jurisdiction is given to the General
Court of the EU in the following six
specific areas:

The common system of value add-
ed tax;

Excise duties;

The customs code;

The tariff classification of goods
under the combined nomenclature;

Compensation and assistance to
passengers in the event of denied
boarding or delay or cancellation of
transport services;

The system for greenhouse gas
emission allowance trading.

The amendments to the Rules of
Procedure of the Court of Justice lay
down detailed rules for the initial pro-
cessing of requests for a preliminary
ruling submitted to the Court of Justice
in order to determine which court has
jurisdiction to deal with them. In ad-
dition, new provisions ensure that re-
quests for a preliminary ruling — which
the General Court refers to the Court of
Justice on the ground that they require
a decision of principle likely to affect
the unity or consistency of Union law
— are dealt with swiftly. The amend-
ments also lay down detailed rules
for written observations submitted by
interested persons in preliminary rul-
ing cases that will be the subject of a
decision from 1 September 2024, un-
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less such person objects, and speci-
fies online publication within a rea-
sonable time after the closing of the
case. In this regard, the new “Practice
Directions to parties concerning cases
brought before the Court of Justice”
provide details on how to raise such
objections. Further to the new rules on
preliminary rulings, the amended Rules
of Procedure of the Court of Justice
now also include the following:

The possibility, for the parties or
their representatives, to make oral
submissions by means of videocon-
ference, in compliance with the legal
and technical requirements laid down
in the Practice Directions to Parties;

Clarified rules on the protection of
personal data and on the methods of
lodging/service of procedural docu-
ments;

A new provision setting out the ar-
rangements for the broadcasting of
hearings and for the delivery of judg-
ments and opinions before the Court
of Justice.

The amendments to the Rules of
Procedure of the General Court first
concern certain aspects of the struc-
ture and organisation of the General
Court:

They provide for the creation of
an Intermediate Chamber between
chambers of five judges and the
Grand Chamber sitting with fifteen
judges. The Intermediate Chamber is
composed of nine judges and presid-
ed over by the Vice-President of the
General Court.

Requests for a preliminary ruling
are assigned to chambers (sitting with
five judges) with particular responsibil-
ity for hearing and determining these
cases without prejudice to the possi-
bility of referring them to another court
formation, depending on the difficulty
and importance of the case.

Judges called upon to perform the
duties of an Advocate General in pre-
liminary ruling cases and those called
upon to replace them if they are pre-
vented from acting are elected by the

General Court. They assist the court
formation responsible in all prelimi-
nary ruling cases, mirroring the par-
ticipation of Advocates General in pro-
ceedings before the Court of Justice.

Secondly, the new rules lay down
the procedures under which requests
for a preliminary ruling transmitted
by the Court of Justice are dealt with
by the General Court. To provide the
same safeguards as those applied by
the Court of Justice, the General Court
has largely reproduced the relevant
provisions of the Rules of Procedure
of the Court of Justice.

Additionally, further amendments to
the Rules of Procedure of the General
Court include the following:

Removal of registry charges for ex-
tracts from the register of the Registry,
copies of procedural documents, and
authenticated copies of orders and
judgments;

Modernisation of the rules concern-
ing the methods of lodging/service of
procedural documents;

Possibility to proceed via simple
decision in order to take procedural
measures, which hitherto required the
adoption of an order (reopening of
oral part and joinder of cases in the
absence of a request for confidential
treatment);

Limitation period for lodging a modi-
fication of the application where the an-
nulment of a measure is sought or it is
replaced or amended by another meas-
ure with the same subject matter;

Possibility of a direct measure of
inquiry requesting information or the
production of material without prior
adoption of a measure of organisation
of procedure;

Clarification and streamlining of the
rules on assignment to a court forma-
tion regarding ancillary claims (recti-
fication, failure to adjudicate, setting
aside judgments by default, third-party
proceedings, interpretation, revision,
dispute on costs);

Broadcasting of hearings before the
General Court, which will be possible

only after the entry into force of an im-
plementing decision.

Lastly, the new Rules of Procedures
are accompanied by new Practice
Rules of the General Court that explain
and detail the provisions of the Rules
of Procedure of the General Court as
regards, inter alia, the handling of pre-
liminary ruling requests before the
General Court, the protection of per-
sonal data, the confidential treatment
of certain data in direct actions, the
submission of procedural documents
and their annexes, and participation
in hearings, including per videoconfer-
ence. (CR)

OLAF

OLAF’s 25th Anniversary

On 1 June 2024, OLAF celebrated its
25th anniversary. On 1 June 1999,
Regulations (EC) No 1073/1999 and
(Euratom) No 1074/1999 concerning
investigations conducted by the Eu-
ropean Anti-Fraud Office entered into
force. They created a new independ-
ent body with strengthened powers
to investigate fraud and irregulari-
ties damaging the EU budget. OLAF
replaced UCLAF — a unit within the
Secretariat-General of the European
Commission. UCLAF worked along-
side national anti-fraud departments
and provided the coordination and
assistance needed to tackle transna-
tional organised fraud. The need for a
new institutional architecture in com-
bating and preventing fraud at the EU
level emanated from the resignation
of the Santer Commission which was
confronted with corruption allega-
tions.

Over the past 25 years, OLAF has
closed a total of over 6000 investiga-
tions and uncovered around €16 mil-
lion of irregularities and fraud. OLAF's
main activities include:

Detecting smuggling networks that
evade customs duties and VAT or cir-
cumvent EU anti-dumping duties;
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Tracing fraudsters in a wide range
of areas, such as agriculture, infra-
structure, health, education, research,
energy, the environment and digitisa-
tion;

Tracking down counterfeit prod-
ucts, including toys, medicines, food
and beverages, and cigarettes causing
harm to European consumers;

Uncovering scams in relation to the
COVID-19 pandemic;

Investigating misconduct by EU
staff or MEPs thus ensuring account-
ability and trust in the European insti-
tutions;

Issuing recommendations in view
of the recovery of money, the launch of
criminal proceedings, and the initiation
of disciplinary actions;

Giving expertise on anti-fraud legis-
lation and strategies;

Developing policies for the preven-
tion of fraud.

On the occasion of the Office’s 25th
anniversary, OLAF Director-General
Ville Itdld emphasised that OLAF was
the first central entity in Brussels that
has succeeded in establishing net-
works with authorities in the EU Mem-
ber States and third countries and
building up close cooperative relation-
ships with international agencies and
other relevant EU bodies and agencies,
thus hampering criminals to operate
across borders. He also said:

“Today is both a moment to glance
back with pride at our achievements
and a time to look forward into the
future. We have shown that invest-
ing in the fight against fraud pays off
- for every euro that OLAF's opera-
tions cost, we tracked down at least
10 euro to be recovered to the EU's
budget. And this is without counting
all the money that we have prevented
from being diverted in the first place.
[..] It is our job to keep up even as we
face the challenge of matching a more
complex, increased workload with the
same resources. | want the key words
for OLAF's future to be: enhanced in-
vestigations through data analysis and
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artificial intelligence, targeted fraud
prevention and strong cooperation.”

A dedicated website on OLAF's
25 anniversary provides an overview
of the key milestones in the Office’s
development and the Union's fight
against fraud. For the 10th anniver-
sary of OLAF —special eucrim issue
3-4/2008. (TW)

The OLAF Report 2023

In 2023, OLAF recommended the re-
covery of €1.04 billion to the EU budget
and prevented €209.4 million from be-
ing unduly spent from the EU budget.
The Office closed 265 investigations
and issued 309 recommendations for
follow-up to the relevant national and
EU authorities. In addition, 190 new in-
vestigations were opened after having
analysed nearly 1180 reports on fraud
and irregularities. Cooperation with
the EPPO resulted in 79 cases that
OLAF reported as they may give rise
to criminal prosecutions. These are
the key figures of OLAF's annual report
for the year 2023 which was presented
on 18 June 2024. The report informs
about the following issues:

OLAF's investigative performance
and fraud trends in 2023 with regard to
both EU expenditure and revenue;

Impact of OLAF investigations;

Anti-fraud policies;

Cooperation with partners and com-
munication;

Human resources, staff manage-
ment and budget.

The report is accompanied by sta-
tistical data that include developments
in the period 2019-2023.

In 2023, OLAF started first inves-
tigations into fraud in relation to the
Recovery and Resilience Facility (RRF)
that saw distributions of €300 billion
to the Member States. Russia’s ag-
gression against Ukraine further deter-
mines OLAF’s activities: OLAF contin-
ued to support the Member States in
detecting and investigating attempts
to circumvent the EU sanctions. The
Office also took several efforts in pro-

tecting the assistance to Ukraine that
amounted to €19.5 billion in 2023.
OLAF provided training for Ukrainian
anti-fraud authorities and carried out
some investigations in Ukraine into
potential fraud involving EU funds.

Trends from previous years became
apparent in 2023: More fraud and ir-
regularities are committed digitally
and fraudsters increasingly abuse cus-
toms transit procedures by artificially
creating cross-border situations and
undervaluing goods.

Looking at anti-fraud policy, OLAF
coordinated the new action plan of the
European Commission’s Anti-Fraud
Strategy in 2023. OLAF’s network ex-
panded as well: new agreements were
signed in 2023 with authorities in the
U.S., in Ukraine, and with the World
Bank Group.

As regards the publication format,
OLAF continued the approach that
started in 2022: the full report is pro-
vided in digital format and a short
version is provided in pdf format at
OLAF's website. (TW)

General Court Ruled on Irregularities
by Former EU Auditor

On 11 September 2024, the General
Court (GC) ruled for the first time on
the legality of procedures of the Eu-
ropean Court of Auditors (ECA) and
OLAF vis-a-vis alleged irregularities
committed by a former ECA member.

The GC largely upheld the ECA's
decision on the recovery of undue ex-
penditure and also backed OLAF's in-
vestigations in the case at issue (Case
T-389/19, CQ v Court of Auditors — full
judgment only in French, press release
also in English).

The case concerned several seri-
ous irregularities attributed to the for-
mer ECA member (CQ) for potentially
undue expenditure being charged to
the EU budget. Indeed, an OLAF in-
vestigation found that there had been
a certain number of abuses of the
ECA's resources in the context of ac-
tivities unrelated to CQ's functions,
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that confidential information had been
transmitted and that there had been a
conflict of interests. The ECA ordered
the recovery of the undue amounts.
CQ paid the amount claimed by the
ECA, whilst bringing an action before
the GC for annulment of that decision
and making a claim for compensation
for the non-material damage which he
claimed to have suffered.

The GC largely dismissed CQ's argu-
ments and claims. It concluded, inter
alia, that OLAF neither unlawfully ex-
tended the subject matter of the inves-
tigation initially opened nor infringed
the defendant's right to respect his
private life and the right of defence.
In addition, the GC ruled that ECA’s
decision to recover certain amounts
was sufficiently reasoned and largely
well founded. However, the GC an-
nuls the recovery decision insofar as
first, a very limited number of claims
were time-barred and, second, certain
expenses were legitimate. Lastly, the
GC dismissed CQ'’s claim for compen-
sation in respect of the non-material
damage because CQ did not establish
that the alleged damage was the direct
consequence of an act attributable to
the ECA. (TW)

OLAF’s Operational Work July -
September 2024

This news item summarises OLAF's
operational work between 1 July and
30 September 2024 in reverse chron-
ological order. It follows the reports
on operations supported by OLAF in
—eucrim 1/2024,17-18.

24 September 2024: Experts from
G7 countries and OLAF investigators
discuss the latest developments in
the fight against the circumvention of
sanctions and export controls that re-
strict Russia’s access to technologies
and other materials required to sus-
tain its military operations. The group
updated and published a guidance

carried out by a global export coalition.
The guidance paper contains a list of
items which pose a heightened risk
of being diverted to Russia, updated
red flag indicators of potential export
control and/or sanctions evasion,
best practices for industry to address
these red flags, and screening tools
and resources to assist with due dili-
gence.

12 August 2024: A joint operation
led by OLAF, the Spanish National Po-
lice, the Spanish Tax Agency Customs
Surveillance and the Italian Guardia di
Finanza leads to the seizure of over
900,000 counterfeit razor blades of a
well-know brand. A criminal network
imported the counterfeit products
from Chinese suppliers and distrib-
uted them to wholesalers in Spain and
Italy who sold the goods as genuine
products of the brand. OLAF support-
ed the operation inter alia by tracking
the suspicious shipments, identifying
the recipient companies across the
EU, informing the involved countries,
and coordinating the investigations re-
lated to the case.

1 August 2024: OLAF informs about
the preliminary results of customs op-
erations against counterfeit products
related to the EURO 2024 Football
Championship in Germany and the
Olympic Games in Paris. Concerted
actions led by OLAF, the French cus-
toms and the German Customs Inves-
tigation Office (ZKA) have already led
to over 630,000 items seized, including
sportswear, sports shoes, toys, and
sporting equipment. As a result, not
only illegitimate businesses but also
dangers to the citizens’ health and
safety could be avoided.

17 July 2024: An OLAF investiga-
tion leads to the successful disman-
tlement of a criminal network that
established a large-scale smuggling
scheme with counterfeit premium
vodka and whisky. Almost 400,000

paper for industry that aims to assist
industry in identifying Russian evasion
practices and complying with controls

bottles with an estimated value of €14
million were seized. OLAF acted as the
main coordination point for exchange

of information among various EU and
non-EU authorities, collected, analysed
and disseminated critical operational
intelligence related to the smuggling
network, and provided specialised
knowledge and technical assistance.

4 July 2024: OLAF supports “Opera-
tion Dashboard”. The Operation target-
ed a criminal network that imported
scrap vehicles from the United King-
dom to Spain by circumventing the EU
rules on hazardous waste. The crimi-
nal activities also involved Germany
and France. The operation, executed
by the Spanish Guardia Civil, led to
seven detainees and five individuals
under investigation for charges that
include alleged crimes against natural
resources and the environment, fal-
sification of certificates, money laun-
dering, tax fraud, and membership in
a criminal group. It is estimated that
over 600,000 kilo of scrap has been il-
legally imported into the EU since Jan-
uary 2021. OLAF joined the dots and
brought the national law enforcement
authorities of the involved countries
together. (TW)

European Public Prosecutor’s Office

Sweden Joins EPPO

On 16 July 2025, the Commission ad-
opted the decision confirming Swe-
den’s participation in the European
Public Prosecutor’s Office (EPPO). The
EPPO will be operational in Sweden
20 days after the appointment of the
European Prosecutor from Sweden,
which is expected in autumn 2024.
Sweden had formally notified the Com-
mission of its intention to join the Eu-
ropean Public Prosecutor’s Office on 5
June 2024.

On 29 February 2024, the Commis-
sion formally confirmed Poland’s par-
ticipation in the enhanced cooperation
scheme of the EPPO (—eucrim 1/2024,
18). Hence, by the end of 2024, the
EPPO will be able to investigate and
prosecute fraud affecting Union funds
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in 24 EU countries. At this stage, only
Denmark, Ireland, and Hungary do not
participate in the EPPO. (CR)

European Chief Prosecutor Criticised
Amendment of Austrian Criminal
Procedure Code

On 14 June 2024, in the aftermath of
a ruling by the Austrian Constitutional
Court, the Austrian Ministry of Justice
proposed an amendment to the Austri-
an code of criminal procedure making
the seizure of data and data storage
devices a prerogative of the police. At
the end of June 2024, European Chief
Prosecutor Laura Kovesi published
a statement on the proposal for the
amendment to the Austrian code of
criminal procedure.

According to the EPPO, the envis-
aged change in Austria would under-
mine the competences of the Europe-
an Delegated Prosecutors as outlined
in the EPPO Regulation. Under the
EPPO Regulation, European Delegated
Prosecutors must be able to undertake
investigative measures themselves
or to instruct the competent national
authorities accordingly. For offences
with a maximum penalty of at least
four years of imprisonment, European
Delegated Prosecutors themselves
must be able to order searches of
computer systems as well as obtain
the production of stored computer
data in their original or another speci-
fied form or request such investigative
measures from the court. In her state-
ment, Kévesi emphasized that altera-
tions to this competence would have
a negative impact on the independ-
ence, effectiveness, and expediency of
EPPO investigations in Austria as well
as on cross-border investigations in-
volving Austria. The entire EPPO zone
would be affected. (CR)

Overview of Convictions in EPPO
Cases: April — June 2024

The following overview highlights
court verdicts and alternative resolu-
tions in EPPO cases. It breaks down
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the EPPQ’s news reports from April to
June 2024 and continues the overview
published in —eucrim 1/2024, 20-21.
The overview is in reverse chronologi-
cal order.

20 June 2024: The Regional Court
of Vilnius (Lithuania) convicts a former
director of the National Food and Vet-
erinary Risk Assessment Institute of
Lithuania. The court found him guilty
of bribery, money laundering, illegal en-
richment, document forgery, and fraud-
ulent financial accounting. According to
the court, the former director accepted
bribes in return for granting public
procurement contracts — financed by
EU and national funds - by using a
company established by himself and
his wife, together with 15 other related
companies. His sentence comprises
two years of imprisonment, a fine of
€18,000 and a ban on holding public
service positions for five years.

19 June 2024: The Berlin Regional
Court (Germany) convicts five individu-
als of serious VAT fraud, commercial
document forgery, and aiding and
abetting tax fraud (—eucrim 2/2023,
pp. 124-128), with sentences ranging
from two to ten years. It additionally
issues confiscation orders for the pro-
ceeds derived from the crimes - total-
ling €27.4 million. This conviction is al-
ready the second in a series of several
similar convictions in relation to a ma-
jor VAT fraud scheme having involved
luxury cars and medical face masks
as part of a criminal organisation.
The first conviction was handed down
against a former notary on 2 February
2024 (—eucrim 1/2024, 20).

17 June 2024: Based on a plea
agreement, the Specialised Criminal
Court in Bratislava (Slovakia) convicts
two individuals to three years of impris-
onment (with a probationary period of
three years) for EU funding fraud to the
detriment of the European Regional
Development Fund (ERDF). Addition-
ally, the two convicted persons are pro-
hibited from participating in subsidy
procedures for three years. The com-

pany is fined €5000 and banned from
receiving EU subsidies for four years.

11 April 2024: The Correctional
Chamber of the Court of First Instance
in Antwerp (Belgium) finds one person
and two companies guilty of evading
customs duties on imported e-bikes.
According to the Court, the defend-
ants are guilty of presenting incorrect
customs declarations with the aim
of evading anti-dumping and coun-
tervailing duties. Alongside a prison
sentence (suspended on probation)
and fine issued for the individual, the
Antwerp court orders the French and
Belgium companies to pay the value
of the imported goods (approximately
€4.4 million) as well as the taxes and
duties evaded (amounting to a total of
€3.1 million). (CR)

EPPO's Operational Activities: April -
June 2024

This news item provides an overview
of the EPPQ’s main operational activi-
ties from 1 April to 31 June 2024. It
continues the periodic reports of pre-
vious issues —eucrim 1/2024, 20-21
and is in reverse chronological order.

28 June 2024: An investigation by
the EPPO in Brussels (Belgium) into
a customs fraud case involving bio-
diesel imports of US origin into the EU,
while fraudulently declaring their origin
as Morocco, leads to the arrest of two
suspected ringleaders. The biofuel
was being transited via non-EU coun-
tries to avoid the application of anti-
dumping duties that apply to the im-
portation of biodiesel produced in the
USA. As the EU applies a preferential
tariff to goods originating from Moroc-
co, the biodiesel was ostensibly being
imported from there at a preferential
import duty rate of 0%. The estimated
damage amounts to €3.1 million.

26 June 2024: The EPPO in Paris
(France) investigates complex cus-
toms fraud involving the importation
of eyeglasses from China into several
EU countries. The eyeglasses were be-
ing sold online at a lower market price
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on a massive scale within the EU. The
fraud allegedly consisted of illicitly
undervaluing the price of the glasses
to avoid paying import taxes. Conse-
quently, the scheme led to savings in
customs duties and taxes and allowed
the glasses to be sold at a lower mar-
ket price, which is unfair to market
competitors.

24 June 2024: As part of an ongo-
ing investigation reported to the EPPO
by OLAF, the European Investment
Bank (EIB) accepts the request of the
EPPO to lift the immunity of two of its
former employees and the inviolability
of its premises, buildings, and archives
in Luxembourg. The individuals are
suspected of corruption and abuse of
influence as well as the misappropria-
tion of EU funds.

18 June 2024: The investigation
code-named “Stop the Carousel” by

liath has been supported by Europol,
German tax agencies, and several na-
tional police forces stretching across
Denmark, France, Germany, Hungary,
Lithuania, the Netherlands, Sweden,
and Switzerland.

7 June 2024: An investigation by
the EPPO in Bucharest (Romania) con-
cerning procurement fraud involving
EU funds for the modernisation of wa-
ter infrastructure and the improvement
of energy efficiency leads to searches
in Romania and Spain. To compen-
sate the damage to the EU budget, the
EPPO also ordered the seizure of as-
sets worth up to €10 million.

6 June 2024: The EPPO in Bologna
(ltaly) requests the freezing of over
€6.8 million against four individuals
and one company suspected of VAT
fraud relating to the illegal importation
of fabric from China. The investiga-

the EPPO in Bologna (ltaly) leads to
the arrest of three suspected ringlead-
ers of a criminal organisation created
to obtain funds — mostly through let-
terbox companies - from the Re-
covery and Resilience Facility (RRF).
The investigation uncovered at least
15 instances of aggravated fraud
to obtain public funds, involving re-
quests for public funding amounting
to €15 million.

10 June 2024: The EPPO in Ham-
burg (Germany) informs the public
that its investigation “Goliath” led to
the arrest of a suspected ringleader
of an €85 million VAT fraud in Nairobi
(Kenya) end of May 2024. The arrest
took place after police surveillance
over six months enabling to find out
the location of the suspect. The Dan-
ish citizen is the second ringleader
arrested after an action targeting an
international criminal ring; the action
already took place in November 2023
(—eucrimissue 4/2023, pp. 322-324).
The criminal organisation was active
in international trade with consumer
electronics (mainly AirPods) and sus-
pected of evading tax by means of a
VAT carousel fraud. Investigation Go-

tion, under which searches were al-
ready conducted in April, targets eight
individuals and seven companies sus-
pected of evading VAT on the import
of over 13,600 tonnes of textiles, worth
around €63 million, from China into the
EU. This scheme caused an estimated
VAT loss of over €13 million, leading to
the freezing of assets worth €7.3 mil-
lion in April and €6.8 million in June
2024.

3 June 2024: An investigation by the
EPPO in Rome (ltaly) concerning VAT
fraud involving the trade of alcoholic
and non-alcoholic beverages leads to
the arrest of seven individuals for par-
ticipation in a criminal organisation,
VAT fraud, and self-money laundering.
The individuals are suspected of hav-
ing used ltalian and Bulgarian compa-
nies, the latter acting as missing trad-
ers, to evade VAT payment. By means
of forged documents, the beverages
appeared to pass through Bulgaria but
were in fact distributed directly in Italy,
resulting in VAT losses amounting to
€18 million.

24 May 2024: Investigation “King-
dom” by the EPPO in Brussels (Belgium)
leads to seven arrests in the Nether-

lands. The arrested persons allegedly
controlled a Dutch company function-
ing as a missing trader, defrauding the
Belgian Treasury of €13 million in VAT
refunds. While several luxury goods
could be seized in the Netherlands, a
substantial part of the illicit gains had
already been transferred to the United
Arab Emirates.

24 May 2024: At the request of the
EPPO in Palermo (ltaly), the judge for
preliminary investigations of the Court
of Palermo issues a freezing order for
over €15 million, real estate, and com-
pany shares together with restrictive
measures against seven individuals
and five companies suspected of de-
frauding the European Regional De-
velopment Fund (ERDF), self-money
laundering, and tax evasion. Accord-
ing to the investigation, the suspects
falsifled documents to obtain EU
funds in order to build a fuel distribu-
tion system, a farm with stables, and
a vineyard with an enclosed cellar, and
they issued and used invoices for non-
existent operations.

14 May 2024: The EPPO in Bucha-
rest (Romania) carries out searches
to investigate an €8 million fraud in-
volving EU funds for the purchase of
medical equipment (protective masks,
disinfectants, and other medical sup-
plies for hospitals, schools, and other
municipal state facilities) during the
COVID-19 pandemic. The supply of the
medical equipment was funded by the
programme Recovery Assistance for
Cohesion and the Territories of Europe
(REACT-EU). The criminal network is
suspected of having manipulated the
public procurement procedure to ben-
efit predetermined suppliers.

7 May 2024: Italian and Latvian au-
thorities arrest 14 individuals, seize
470 tonnes of lubricating oil, and ex-
ecute a freezing order of €15.4 mil-
lion against suspects in Operation
“Greasy Hands”. The operation, led
by the EPPO in Turin (Italy), targets an
international criminal network alleged
to have imported vehicle lubricants
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to the Italian market while systemati-
cally evading VAT and the payment of
excise duties. The criminal group is
further suspected of counterfeiting
motor oil brands and laundering the
illicit profits gained.

15 April 2024: The EPPO in Rome
(Italy) requests that the Italian Finan-
cial Police (Guardia di Finanza) in Bari
carry out searches in an investiga-
tion into an €8.8 million fraud in the
training sector. The suspects received
public funds under the Youth Guaran-
tee Programme to conduct training
activities, which presumably did not
take place.

4 April 2024: 22 individuals are ar-
rested in Italy, Austria, Romania, and
Slovakia. They are suspected of de-
frauding tax credits from the Italian
authorities and funding from the Ital-
ian National Recovery and Resilience
Plan (NRRP). The NRRP is part of the
EU’'s Recovery and Resilience Facility
(RRF) for Italy. The RRF is the main pil-
lar of the NextGenerationEU recovery
plan (—eucrim 1/2024, 26-27). The
investigation code-named “Resilient
Crime” pursues a criminal association
suspected of orchestrating a fraud
scheme to obtain non-refundable
funds from the Italian National Re-
covery and Resilience Plan (NRRP). A
network of accountants, service pro-
viders, and public notaries allegedly
supported the suspects in creating
false corporate balance sheets show-
ing active and profitable companies
that are, in fact, non-active and ficti-
tious. The total potential damage to
both the Italian and EU budgets is
estimated €600 million. The interna-
tional large-scale investigation is led
by the EPPO in Venice (lItaly). (CR)

Europol

25 Years of Europol

2024 marks the year in which Europol
celebrates its 25th anniversary. What
originally began as the European
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Drugs Unitin 1994 has, over the last 25
years, grown into Europol: an organisa-
tion with more than 1700 staff mem-
bers and 295 liaison officers working
at its headquarters in The Hague. Eu-
ropol Europol became operational on
1 July 1999, following the ratification
and adoption by all then EC Member
States of the legal acts provided for
in the 1995 Europol Convention. On
1 January 2010, Europol turned into an
EU agency on the basis of the Lisbon
Treaty.

Successful launches at Europol in-
clude: the European Cybercrime Cen-
tre at Europol (EC3) in 2013; the Euro-
pean Counter Terrorism Centre (ECTC)
in 2016; the European Financial and
Economic Crime Centre (EFECC) in
2020; and the Digital Forensics Unit in
2022. Other milestones include the ini-
tiation of the annual European Police
Chiefs Convention (EPCC) in 2011, the
launch of Europe’s Most Wanted Fugi-
tives website in 2016, the 2019 man-
date to create an Innovation Lab, and
the appointment of the agency'’s first
Artificial Intelligence Officer in 2024.

Over the years, Europol has support-
ed national authorities in large-scale
investigations, such as the take-down
of Sky ECC. In 2024, over 3000 law en-
forcement authorities from more than
70 countries and international entities
were connected to Europol through the
Secure Information Exchange Network
Application (SIENA).

As part of its silver jubilee, the agen-
cy will be offering numerous events
and activities throughout the vyear,
which started with a conference enti-
tled EU Versus Crime that took place
on 28 May 2024. (CR)

Europol and New Zealand:
Cooperation Agreement Applies

On 15 August 2024, the agreement be-
tween the EU and New Zealand on the
exchange of personal data between
Europol and New Zealand authorities
entered into application. For the way to
the agreement —eucrim 3/2019, 165,

—eucrim 2/2022, 100, and —eucrim
1/2023, 22). The agreement aims to
enhance the parties’ abilities to com-
bat serious organised crime and ter-
rorism. It extends the existing Work-
ing Arrangement of 2019 (—eucrim
2/2019, 89), and it is the first agree-
ment that allows Europol to transfer
personal data to an authority of a third
country on the basis of an internation-
al agreement pursuant to the 2016 Eu-
ropol Regulation.

The EU-New Zealand cooperation
agreement includes provisions on the
following:

The exchange of information and
data protection;

The rights of data subjects;

The establishment of a supervisory
authority;

Administrative and judicial redress.

Cooperation between Europol and
the New Zealand police has been
intensified in the aftermath of the
Christchurch attacks in 2019. New
Zealand has access to Europol’s se-
cure communication channel and has
a Liaison Officer stationed at Europol’s
headquarters in The Hague. (CR)

Eurojust

Eurojust Annual Report 2023

At the end of May 2024, Eurojust
published its Annual Report for the
year 2023. In a year 2023 marked by
responses to the continuing war of
aggression against Ukraine, Eurojust
provided support in a record number
of 13,164 cases and hosted 577 coor-
dination meetings on ongoing inves-
tigations. Other important issues of
Eurojust’s work in 2023 include:

The Core International Crimes Evi-
dence Database (CICED) and the In-
ternational Centre for the Prosecution
of the Crime of Aggression against
Ukraine (ICPA) were launched to fur-
ther respond to the continuous war of
aggression against Ukraine (—eucrim
2/2023,116);
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The total number of cases receiving
agency support increased 14% com-
pared to the previous year: 5710 cases
were new and 7454 were ongoing cas-
es from previous years;

As in previous years, the majority of
new cases concerned swindling and
fraud (1734), drug trafficking (1137),
and money laundering (835);

Eurojust contributed to the arrest
of more than 4000 suspects, the sei-
zure and/or freezing of criminal assets
worth almost €1.1 billion, and the sei-
zure of drugs worth almost €25,6 bil-
lion;

Eurojust provided assistance in
3743 mutual legal assistance cases;

The agency provided operational
guidance on the application of EU ju-
dicial cooperation instruments, par-
ticularly with regard to the European
Arrest Warrant (1252 cases) and the
European Investigation Order (6299
cases);

It assisted 288 Joint Investigation
Teams (JITs) and provided €1.94 mil-
lion in JIT funding;

It also continued its efforts in setting
up the JITs collaboration platform to
facilitate the coordination and manage-
ment of a JIT (—eucim 2/2023, 164);

In 2023, the agency held interna-
tional/cooperation agreements with
13 third countries and was actively
connected with over 70 jurisdictions
worldwide. A prosecutor from the Re-
public of Moldova joined the network
of liaison prosecutors from third coun-
tries. In May 2023, the Western Bal-
kans Criminal Justice (WBCJ) Project
was launched (—eucrim news of 2
June 2023).

The agency also actively cooperat-
ed with players in the EU criminal jus-
tice area, such as Europol, OLAF, EPPO,
eu-LISA, FRA, EUIPO, and the ICC;

The agency made progress towards
digitalisation by launching its Digital
Criminal Justice (DCJ) programme to
further strengthen operational efficien-
cy and support to Eurojust’s National
Desks;

Eurojust published several reports
such as its first Report on the transfer
of proceedings in the European Union
(—eucrim 1/2023, 40-41);

Overall, Eurojust continued to an-
chor the rights of victims in all its op-
erational casework and helped deliver
justice to more than 375,000 victims
of all forms of serious, cross-border
crime.

Eurojust’s annual report 2023 is
published both as a pdf version for
download and as an online version.
(CR)

European Judicial Organised Crime
Network Launched

Figures show that 76% of criminal
groups in the EU are active in two to
seven countries. Their profits from il-
licit activities are estimated at around
€139 billion annually. To enhance the
fight against organised crime, a new
network was launched at the begin-
ning of September 2024. The Europe-
an Judicial Organised Crime Network
(EJOCN), hosted at Eurojust, is man-
dated to combat organised crime by
strategically focusing on horizontal
issues that arise in the investigation
and prosecution of high-risk criminal
networks. The network is composed
of specialised prosecutors from all
27 EU Member States. Given the in-
creasing availability of illicit drugs
and the fact that 70% of drug seizures
carried out by customs take place in
ports, the EJOCN will put its focus on
combatting drug-related organised
crime connected to European ports
and other logistic hubs as a first step.
(CR)

Sweden and Hungary: New National
Members Appointed at Eurojust

In May 2024, two new National Mem-
bers were appointed at Eurojust. They
represent Sweden and Hungary.

Mr Erik Fagelsbo was formally ap-
pointed for a five-year term as new Na-
tional Member for Sweden, a position
he had already been holding as acting

National Member since July 2023. His
long-standing career in international
judicial cooperation comprised vari-
ous positions, the last one as tempo-
rary judge in the Svea Court of Appeal
in Stockholm. Prior to that, he repre-
sented Sweden to the EU in Brussels
and served as legal advisor to the
Swedish Ministry for Justice, as sec-
onded national expert and assistant
to the National Member for Sweden
at Eurojust, and as public prosecutor
in the Swedish National Unit Against
Corruption. Mr Fagelsbo succeeds Ms
Marie Lind Thomsen.

Ms Eszter Mdria Képf was appoint-
ed new National Member for Hunga-
ry. Prior to joining Eurojust, Ms Kopf
served as head of the division for in-
ternational legal assistance cases of
the Hungarian Office of the Prosecu-
tor General. She started her career in
the Hungarian prosecution service in
1996. She succeeds Mr Ldszlé Venc-
zl who has worked at Eurojust since
2012. (CR)

New Swiss Liaison Prosecutor

at Eurojust

On 2 September 2024, Mr Philip Schot-
land took up his duties as the new
Liaison Prosecutor for Switzerland at
Eurojust. Prior to taking on this posi-
tion, Mr Schotland served as Deputy
Liaison Prosecutor (since July 2022).
Before that, he was a public prosecu-
tor in Basel-City, specialising in serious
crimes and investigations into organ-
ised crime groups. Mr Schotland suc-
ceeds Mr Sébastien Fetter. (CR)

Frontex

Frontex Annual Risk Analysis
2024/2025

In its Annual Risk Analysis for the
years 2024/2025 (released on 18 July
2024), Frontex looks at the evolving
risks and challenges at the EU’s ex-
ternal borders. The report is intended
to serve as a strategic guide for poli-
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cymakers, operational leaders, and
partners both inside and outside the
EU (for reports relating to previous
years —eucrim 2/2023, 132-133 and
eucrim 3/2022, 181). The 2024/2025
issue focuses exclusively on risks
that may arise upon entry to the EU
within one year. It concludes with an
analysis of overarching risks. The
report also provides a comprehen-
sive picture of future challenges and
threats, including cross-border crime
and terrorism, which could affect the
security and functioning of the EU’s
external borders.

The strongest determinant of mi-
gration is at the eastern borders,
where threats to European Integrated
Border Management (EIBM) are high-
ly unpredictable, reflecting opaque
decision-making at the political lev-
el. At the south-eastern border, the
Western Balkan migration route will
continue to largely reflect develop-
ments in the Eastern Mediterranean,
as non-regional migrants are mostly
unable to enter the Western Balkan
region by air. On the Eastern Mediter-
ranean route, host country pressures
on Afghan and Syrian migrant popu-
lations, the risk of regional escalation
of the conflict in Gaza, and protracted
conflicts and economic downturns in
neighbouring regions are likely to be
the main drivers of migration. At the
southern borders, the Central Medi-
terranean route will be affected by
several large-scale displacements in
the sub-Saharan region. Finally, on the
south-western borders, the prevention
efforts of the North African partners
and the prosecution of smugglers
are keeping migration pressure in
the Western Mediterranean moderate
and stable. However, adverse develop-
ments in the Sahel are likely to lead to
further peaks in migrant arrivals along
the West African route.

Key findings of the report include
the following:

Irregular migration will continue to
be the main risk, given geopolitical
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developments in Europe’s immediate
neighbourhood with potential impli-
cations for European border manage-
ment, particularly on the eastern and
southern borders;

In times of polarisation of European
societies, high-risk individuals pose an
increasing threat of terrorism;

Efforts to improve the security of
the green borders as well as the intro-
duction of the Entry/Exit System (EES)
and the subsequent European Travel
Information and Authorisation System
(ETIAS) may divert pressure to border
crossing points and increase clandes-
tine entry attempts;

Cross-border crime is driven by
market forces, with organised crime
groups showing flexibility in matching
supply and demand across borders.

The report concludes by stressing
the need for effective international co-
operation, the signing of agreements
with major transit countries, and pre-
vention activities. Adequate resources
and border control capacities as well
as a well-trained European Border and
Coast Guard are also key to border
management. (CR)

2023 Annual Report of the Frontex
Fundamental Rights Officer

On 10 July 2024, the Frontex Funda-
mental Rights Officer released its An-
nual Report for the year 2023.

In the first chapter, the report pre-
sents the main findings of the Funda-
mental Rights Officer’s monitoring of
Frontex in different thematic areas,
e.g., return operations. In 2023, the
Fundamental Rights Office conducted
in excess of 1,600 days in the field,
visited 24 countries and monitored
almost 50 return operations — an in-
crease of more than 70% compared to
2022. The Office played an important
role in monitoring the pilot project on
the new chain of command (—eucrim
2/2023,133).

The second chapter examines the
reporting and accountability mecha-
nisms and fundamental rights safe-

guards that guide the work of the Fun-
damental Rights Office. It also provides
a statistical overview of the number
and type of serious incident reports and
complaints received. In 2023, out of
a total of 217 reported incidents of al-
leged violations of fundamental rights,
55 serious incident investigations were
launched, the maijority in Greece. The
main types of alleged violations of
fundamental rights were related to
collective expulsions and to inhuman
and degrading treatment. Challenges
related to the submission and follow-
up of serious incident reports included
the reluctance of national authorities
to provide access to relevant data for
the purpose of investigations and the
default denial of any involvement in
fundamental rights violations as well
as reluctance to investigate or follow
up cases. The Office also observed a
significant underreporting of cases
due to lack of awareness or knowl-
edge, peer pressure, or fear of retalia-
tion. The limited presence of Frontex in
certain locations may also contribute
to underreporting of possible funda-
mental rights violations.

Lastly, the report looks at the Of-
fice’s policy, strategy, and capacity
building during the past year. It sum-
marises the recommendations made
by the Fundamental Rights Office to
the European Border and Coast Guard
Community on rights-based border
management, including those made
in the past by the European Ombuds-
man, the European Parliament’s Fron-
tex Working Group (FSWG), and the
Working Group on Fundamental Rights
and Legal and Operational Aspects of
Operations (FRa-LO). The setting of
the Office’s priorities for the year 2024
is also documented. (CR)

Frontex Consultative Forum Annual
Report 2023

On 23 May 2024, the Frontex Consul-
tative Forum on Fundamental Rights
published its annual report for the
year 2023. It outlines the Forum’s main
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observations and recommendations
shared with Frontex and its Manage-
ment Board, with the aim of strength-
ening fundamental rights protection in
Frontex activities. As a novelty, the 2023
report also contains an overview of the
Frontex-related case law of the CJEU,
decisions adopted by the European Om-
budsman in relation to Frontex’s activi-
ties, and the activities of the Frontex
Scrutiny Working Group (FSWG). Key
activities of the Consultative Forum in
2023 included the following:

The submission of an opinion to the
European Commission concerning the
2022-2023 evaluation of the Europe-
an Border and Coast Guard Regulation;

Advice on the identification of vul-
nerable persons in Frontex’s VEGA op-
erations;

Visits to Frontex operations in Italy
and Serbia;

Fundamental rights advice on the
European Travel Information and Au-
thorisation System (ETIAS). (CR)

European Guidelines for Border
Surveillance
In May 2024, Frontex published Guide-
lines for European Common Minimum
Standards for Border Surveillance
(CMS). The guidelines have identified
commonalities concerning air, land,
and maritime border surveillance; they
address the main process phases -
preparedness, prevention, and reaction
- that make up border surveillance in
the Member States. The Guidelines
are designed to support the harmoni-
sation of border surveillance practices
within EU Member States and Schen-
gen Associated Countries. In this way,
the CMS will contribute to the develop-
ment of standards and concepts for
border surveillance for Member States
to consider in the following areas:
Border surveillance capabilities;
Border surveillance capacities;
Principles and mechanisms of na-
tional border surveillance strategies;
Intra-service, intra-agency, and inter-
national cooperation;

National operational models includ-
ing practices regarding data manage-
ment, risk analysis, crisis manage-
ment, security, asset management,
and patrolling.

With these guidelines, Frontex is
fulfilling a mandate under Art. 10(1)
lit. z) of Regulation (EU) 2019/1896 on
the European Border and Coast Guard.
(CR)

European Data Protection Supervisor
(EDPS)

EDPS Celebrates 20th Anniversary
This year, the European Data Protec-
tion Supervisor (EDPS) celebrates its
20th anniversary. Throughout the year,
different events and activities have
been marking this event.

One key undertaking is the release
of 20 initiatives in 2024 in the form of
commitments and actions to promote
new approaches and innovations that
will bolster individuals’ rights to priva-
cy and data protection:

A concept paper on the essence of
fundamental rights to privacy and the
protection of personal data;

The EDPS becoming a leading em-
ployer for talents in the EU;

An initiative introducing the public
to the faces behind the EDPS: “Meet
Team EDPS”;

The launch of a pilot campaign to
improve privacy on EU institutions’
websites;

Orientations on “Generative Artifi-
cial Intelligence and personal data pro-
tection”;

A concept paper on the use of Ar-
tificial Intelligence (Al) in the field of
criminal justice and law enforcement
in the EU;

The launch of a Data Protection Of-
ficer Certification Course for EU Insti-
tutions, Bodies, Offices and Agencies
(EUIs);

A campaign to raise EUIs’ aware-
ness of how to manage personal data
breaches;

A position paper on the future of
cross-regulatory cooperation;

A series of five videos: “Data Protec-
tion ExPLAINed”;

A compendium of major EDPS inter-
ventions before the Court of Justice of
the EU (CJEU);

Expansion of the EDPS’ capabilities
in technology monitoring and foresight;

Improved public access to the
EDPS’ data protection audit and in-
spection reports;

Evaluation and disclosure of previ-
ously unreleased documents from the
last two decades;

Co-hosting the 2024 edition of the
International Organisations Workshop
on Data Protection;

Strengthened  data  protection
through stronger cooperation between
the Data Protection Officers (DPOs) of
the European institutions, bodies, of-
fices and agencies (EUIs);

Stronger supervision of the jus-
tice and home affairs interoperability
framework;

Guidance for co-legislators on key
elements of legislative proposals;

A call for applications to support
independent research projects on pri-
vacy and data protection;

A more transparent window into
data protection complaints and reso-
lutions.

Another key event in the anniversary
year was the European Data Protec-
tion Summit organised by the EDPS in
Brussels on 20 June 2024. It brought
together privacy experts, technology
specialists, policymakers, and other
influential voices to discuss how data
protection can safeguard democratic
society. Under the title “Rethinking
Data in a Democratic Society”, the
summit discussed the role of data pro-
tection, its possibilities and limitations
as well as its successes and missed
opportunities in contributing to the
development of the foundations of
democratic societies.The debate was
steered by five concept questions on
modern data protection. (CR)
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Agency for Fundamental Rights (FRA)

FRA Fundamental Rights Report 2024
The FRA's most recent Fundamental
Rights Report (published in June 2024)
analyses last year's developments in
fundamental rights. True to its name
“Towards a democracy anchored in
fundamental rights”, the report focus-
es on key developments and shortfalls
of fundamental rights protection in
2023. In addition, the report explores
the application and implementation of
the EU Charter of Fundamental Rights.

According to the report, develop-
ments and shortfalls in the EU include
the impact of the cost-of-living crises
and rising poverty in the EU, threats to
democracy and civic space, rising anti-
semitism, increasing intolerance, wider
digital divides, and — despite stronger
rights protection at EU borders — new
risks in the wake of new migration rules.

In a second part, the report contains
a series of FRA opinions related to the
key developments and shortfalls iden-
tified. The opinions outline evidence-
based, timely, and practical actions
for consideration by EU bodies and
national governments. These include
the following:

Cost-of-Living crisis and poverty:
Ensuring that poverty and energy re-
duction measures, including social
and housing assistance, reach disad-
vantaged groups;

Migration:  Strengthening funda-
mental rights safeguards at borders
by, for instance, improving search and
rescue practices to save lives at sea;
by providing safer conditions for pro-
cessing new arrivals; and by establish-
ing independent rights monitoring at
the EU’s external borders;

Addressing threats to democracy
and civic space: Monitoring and re-
cording civic space restrictions; taking
action to protect human rights defend-
ers and media freedom; systematically
calling on civil society expertise; allow-
ing meaningful time for effective con-
sultation;
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Confronting racism and forms of in-
tolerance: Taking a firm stand against
all forms of racism and related intoler-
ance: acknowledging and countering
systemic and deeply rooted racism
and related intolerance in our socie-
ties; continuing to monitor and col-
lect evidence-based data to feed into
EU and national anti-racism and anti-
semitism laws and policies; providing
a safer online space for everyone and
acting against online hatred.

When presenting the report on
5 June 2024, FRA Director Sirpa Rau-
tio said: “Polarisation across Europe
is leading to widespread intolerance,
creating divided societies with many
groups suffering. Rising poverty and
democratic threats are further fuelling
uncertainty and societal tensions. But
Europe also has a strong foundation in
human rights which can guide our ac-
tions. We should all pull together and
work to our strengths to ensure a se-
cure and inclusive future that respects
the rights of all where everybody feels
safe to be who they are.” (CR)

Specific Areas of Crime

Protection of Financial Interests

35th Annual PIF Report
On 25 July 2024, the European
Commission adopted the 35th
Annual Report on the protec-

Member States’ measures to pro-
tect the EU’s financial interests;

Data on and the main analytical
findings of the fight against fraud, cor-
ruption, conflicts of interest and other
irregularities that affect the EU budget,
including information on investiga-
tions conducted by the European Anti-
Fraud Office (OLAF) and the European
Public Prosecutor’s Office (EPPO);

Conclusions and recommenda-
tions.

The report also outlines the similari-
ties and differences between the vari-
ous existing reports addressing the
protection of the EU’s financial inter-
ests, i.e., the Commission’s PIF report,
the OLAF annual report and the EPPQO’s
annual report.

As regards the key measures at the
EU level in 2023, the report highlights
the Commission’s legislative package
on various anti-corruption measures
(—eucrim 2/2023, 139-141) and the
political agreement on the recast of
the Financial Regulation (which aims
at strengthening transparency in the
use of the EU funds, digitalisation of
the fight against fraud and fraud risk
management). The PIF Report also
points out the new 2023 action plan to
implement the EU anti-fraud strategy
of 2019 with a focus on the use of IT
tools for preventing and fighting fraud.
Moreover, the Commission stressed
the importance of the Whistleblower
Protection Directive (—eucrim 4/2019,
238-239) where 24 Member States

tion of the European Union’s financial
interests and the fight against fraud in
2023 (PIF Report). The report fulfils the
obligation laid down in Art. 325(5) TFEU
that the Commission, in cooperation
with Member States, shall each year
submit to the European Parliament and
to the Council a report on the measures
taken to counter fraud and any other
illegal activities affecting the financial
interests of the Union. In detail, the PIF
report provides information on:

The key measures to prevent and
fight fraud at the EU level;

notified transposition into their legisla-
tions by the end of 2023.

Looking at anti-fraud measures tak-
en atthe nationallevelin 2023, 21 out of
27 Member States indicated that they
have an anti-fraud strategy in place for
the protection of the EU’s financial in-
terests. However, the approach taken
by the 21 Member States varied widely,
with 10 countries adopting a national
anti-fraud strategy and the others rely-
ing on other types of strategies (secto-
ral, regional, programme-related). The
Commission also acknowledged that
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Member States have made progress
with regard to the three main recom-
mendations from the 2022 PIF report,
i.e., (1) the improvement of detection,
reporting and follow-up of suspected
fraud; (2) the need to digitalise the
fight against fraud; and (3) the rein-
forcement of anti-fraud governance.

From an operational point of view,
the Commission reports that the num-
ber of cases of fraud and irregularities
reported by the competent EU and
national authorities — 13,563 in total —
increased in 2023 compared to 2022
(+8.9%); the irregular amounts related
to these cases increased to €585.8
million (+103% compared to 2022,
which is mainly due to individual large-
scale fraud cases).

In its conclusion, the PIF Report
stresses that the fraud landscape con-
stantly evolves and new challenges
emerge, which is why also the EU’s re-
sponse needs to be adapted continu-
ously. Pivotal are seen the following
three recommendations:

Improving the data quality (data on
fraud and irregularities must be com-
plete, reliable and up-to-date);

Accelerating the digitalisation of the
fight against fraud, including the fur-
ther development of the Commission’s
risk scoring and data mining tool;

Reinforcing anti-fraud governance
in the Member States, including the
adoption of all necessary strategies to
fight fraud.

As in the previous years, the annual
report on the protection of the EU’s
financial interests is accompanied by
several other documents addressing
specific issues of the PIF report in
more detail:

Annex with the number of non-
fraudulent and fraudulent irregulari-
ties reported by each Member State in
2023;

Annual overview with information
on the results of the Union anti-fraud
programme in 2023;

Commission Anti-Fraud Strategy
(CAFS) Action Plan implementation

monitoring (state of play 31 May
2024);

Early-Detection and Exclusion Sys-
tem (EDES) — Panel referred to in Arti-
cle 143 of the Financial Regulation;

Follow-up by Member States to the
recommendations of the PIF Report
2022;

Measures adopted by the Member
States to protect the EU’s financial in-
terests (implementation of Article 325
TFEU);

National  anti-fraud  strategies
(NAFS): state of play and assessment;

Statistical evaluation of irregulari-
ties reported for 2023: own resources,
agriculture, cohesion and fisheries
policies, pre-accession and direct ex-
penditure.

For the annual reports of previ-
ous years —eucrim 2/2023, 135 with
further references. The PIF Report is
designed to allow assessment on the
areas that are most at risk of fraud,
so that action at both EU and national
level can be better streamlined. On the
basis of the report, the European Par-
liament adopts its annual motion for a
resolution on the protection of the EU’s
financial interests and the fight against
fraud (for 2022 —eucrim 1/2024, 27~
28). (TW) [ |

ECJ Clarifies Member States’
Obligation to Establish EU's Own
Resource Entitlements

On 5 September 2024, the Court of
Justice of the European Union (ECJ)
delivered an important judgment on
the obligations of EU Member States
to pay own resources to the European
Union (Case C-494/22 P, European
Commission v Czech Republic).
» Background of the case

The case refers back to an OLAF
investigation into the circumvention of
anti-dumping duties against China by
a Laotian company importing pocket
lighters into the EU. The investigation
included an external mission in Laos
and Thailand by OLAF, with customs
officers from the Czech Republic, the

United Kingdom, and Germany (the
three EU Member States mainly con-
cerned by the illicit traffic). The Czech
Republic claimed before the European
courts that it was exempt from paying
certain amounts of own resources to
the Commission’s account. The Czech
Republic argued that it had proven im-
possible to recover the customs duties
from the Laotian company (because
the OLAF report including recommen-
dations for recovery and follow-up
measures came too late), and the Lao-
tian company had ceased its activity in
the Czech Republic in the meantime.

While the General Court upheld,
in part, the Czech Republic’s action
against the Commission for unjust en-
richment (Case T-151/20, judgment of
11 May 2022), the ECJ dismissed the
action upon appeal by the Commis-
sion. The Commission put forward two
grounds of appeal:

» Obligation to establish the
Union’s entitlements (time limits and
exemptions)

The ECJ first interpreted the EU law
on own resources, in particular Arts.
2, 6(3)(b) and 17(2) of Council Regu-
lation 1150/2000 (valid at the time of
the events). It stressed that, as EU law
currently stands, the management of
the system of own resources of the
EU is entrusted to the EU Member
States and is their responsibility alone.
Hence, Member States are, in princi-
ple, obliged to make own resources
available to the Commission.

The time limit for the entry of estab-
lished entitlements in the accounts
for own resources is to be assessed
from the date on which the entitle-
ments must or should have been es-
tablished, under Art. 2 of Regulation
1150/2000, and not (as the General
Court found) from the date on which
the entitlements have actually been
established.

The conditions under which a Mem-
ber State shall be released from the ob-
ligation to place at the disposal of the
Commission the amounts correspond-
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ing to established entitlements that
prove irrecoverable (Art. 17(2) of Regu-
lation 1150/2000) must be interpreted
narrowly. In the present case, the Czech
Republic did not demonstrate that its
late entry of the entitlements in the ac-
counts was in line with the Regulation,
and therefore the country must pay
the own resources due by the Laotian
company to the Commission.

» Obligation to request evidence soon

Second, the ECJ dealt with the
Czech Republic's argument that it was
late in establishing and entering the EU
entitlements, in the particular circum-
stances of this case, because it waited
for OLAF’s mission report.

The ECJ found that a Member
State, which is aware of a serious risk
of fraud concerning specific imports,
cannot limit itself to waiting for sev-
eral months for the release of OLAF's
final report. In particular, the Czech
representative of the EU mission to
Laos was obliged to request the prior
communication of gathered evidence
during the mission, because OLAF is
obliged to respond to such requests
under the OLAF Regulation. In sum, it
is up to the Member State to take all ef-
fective measures to enable it to gather
the information needed to fulfil the Un-
ion’s rights at issue.

As a consequence, the General
Court’s judgment under appeal must
be set aside. The Czech Republic owes
the Commission the (non-recovered)
own resources of the customs duties.
(TW)

ECA: Achievements of Recovery and
Resilience Facility at Risk

In a special report on the Recovery
and Resilience Facility (RRF), the Euro-
pean Court of Auditors (ECA) warned
that EU Member States might not be
able to draw down or absorb the funds
in time and complete their planned
measures before the RRF expires in
August 2026. As a result, the expected
economic and social benefits might
not be achieved.
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The RRF is a novel method of fi-
nancing EU Member States with EU
money. It was designed to overcome
the negative economic and social con-
sequences following the COVID-19
pandemic and has a total of nearly
€724 billion (in current prices). The
spending is based on the achievement
of milestones and targets based on
national recovery and resilience plans
by the Member States. These plans are
evaluated and approved by the EU in-
stitutions (—eucrim 1/2021, 151).

In its Special Report no. 13/2024,
which was presented on 2 September
2024, the ECA assessed whether RRF
funds had been disbursed as planned;
the actions taken by the Member States
and the European Commission have
ensured that funds were absorbed as
planned; and there are inherent risks
with regards to absorption and comple-
tion of measures in the second half of
the RRF's implementation.

The ECA found that the absorption
of funds is progressing with delays.
The key findings include the following:

By the end of 2023, only €213 billion
had been disbursed from the Commis-
sion to the Member States;

Almost half of the RRF funds dis-
bursed to 15 Member States had not
yet reached final recipients, such as
private businesses, public energy com-
panies, and schools;

Seven Member States had not re-
ceived any funds for the satisfactory
fulfillment of milestones and targets
from the RRF by the end of 2023.

The reasons for the delays are
manifold and vary among the Member
States. The most common ones are
changes in external circumstances
(e.g. inflation or supply shortages),
underestimation of the time needed to
implement measures, uncertainties re-
garding specific RRF implementation
rules (e.g. environmental rules), and
insufficient administrative capacity in
the Member States.

The ECA acknowledged that the
Commission and Member States took

actions to address the delays in 2023;
however, it is too early to assess their
positive impact. It is stressed that sev-
eral challenges remain: A significant
number of milestones and targets re-
main to be fulfilled and they may be
more difficult to achieve. In addition,
the shift from reforms to investments
is likely to further increase the risk of
delays. Lastly, the ECA criticised that
there is no provision on whether funds
can be recovered if measures are not
completed even though milestones
and targets are already fulfilled.
Against this background, the ECA
makes recommendations to the Com-
mission, inter alia:
Providing Member States with addi-
tional guidance and support;
Monitoring and mitigating the risks
of non-completion of measures and
the financial consequences;
Strengthening the design of future
similar instruments regarding absorp-
tion. (TW)

ECA: EU's Control System on
Cohesion Spending Is Not Working

In a report, published on 8 July 2024,
the European Court of Auditors (ECA)
found that the EU’s control system
on cohesion spending is not working.
Based on audits carried out during the
2014-2022 programming period and
on information made available by the
Commission, the ECA reviewed the
management and control mechanism
for cohesion spending. Cohesion pol-
icy is the major spending area in the
EU accounting for more than a third of
the EU budget. The aim of cohesion
policy is to reduce economic and so-
cial disparities between EU countries
and regions.

Since the cohesion spending is
jointly managed by the Commission
and the Member States, the EU es-
tablished a pyramid control system.
However, according to the EU audi-
tors, shortcomings exist at all layers
of the control system, i.e., the Mem-
ber States’ managing authorities, the
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Member States’ audit bodies and the
European Commission.

Most cohesion spending errors have
resulted from ineligible expenditure
and projects, followed by non-compli-
ance on the part of funding recipients
with state aid and procurement rules.
The main three root causes of errors
are: (1) Member States’ inadequate
administration, including inappropriate
decision-making and inefficient veri-
fications by managing authorities; (2)
negligence or (suspected) intentional
non-compliance by beneficiaries; and
(3) issues with interpreting the rules.

The ECA stated that its audit results
have consistently shown error levels
above the 2 % materiality threshold,
both annually and from a multian-
nual perspective (with a recent peak
of 6.7% in 2022). As a consequence,
there is a pressing need to strength-
en the way the assurance framework
for 2021-2027 cohesion spending is
implemented. This process must be
steered by the Commission given that
it is ultimately responsible for imple-
menting the EU budget. (TW)

ECA: Recovery in EU Should be Faster
In its Special Report 07/2024, the Euro-
pean Court of Auditors (ECA) blamed
that recovery of misspent EU money
takes too long and deficiencies exist
in some areas, such as expenditure for
external action.

The ECA examined how the recov-
ery process of misspent EU funding
is managed and how effective it is. It
found that getting back money which
was irregularly spent could be faster
and more effective. At the same time,
the ECA acknowledged that the accu-
rate and prompt recording of irregular
expenditure (under direct and indirect
management) by the European Com-
mission is good.

The EU auditors noted that it typi-
cally takes 14-23 months from the
end of the funded activities until a re-
payment request is even issued, and a
further 3—-5 months before the funds

are retrieved. 1-8% of the funds are
simply waived. Hence, the long delay
between the identification of a finan-
cial irregularity and the issuance of a
recovery order is one of the reasons of
the deficiencies. Problematic is also
the recovery in the field of external
actions where the Commission does
not follow up potentially systemic ir-
regular expenditure in the same way
as it does for internal policies. In addi-
tion, information that the Commission
provides on irregular expenditure and
subsequent corrective measures is
not always complete and consistently
presented which diminishes the use-
fulness of the information.

Considering that the rate of mis-
spending increased from 3% to 4.2%
of the budget between 2021 and 2022,
the ECA stressed that the effective re-
covery of EU funds is an increasingly
pressing need. The ECA makes the fol-
lowing recommendations to the Com-
mission in order to make the recovery
of misspent EU funds more effective:

Examining the financial impact of
systemic irregularities in the area of
external actions;

Improving the planning of audit
work in the area of external actions to
reduce the time taken to establish ir-
regular expenditure;

Assessing the need for additional
incentives for Member States to im-
prove the rates of recovery of irregular
expenditure in agriculture;

Providing complete information on
established irregular expenditure and
corrective measures taken. (TW)

Corruption

New Ethics Body Set Up to Develop
Common Ethics Culture in EU
Institutions

On 15 May 2024, eight EU insti-
tutions signed an agreement
that sets up an EU ethics body.
The agreement is designed to foster
cooperation on ethical standards for

the members of the parties to the
agreement and to develop a common
culture of integrity and ethics for the
European Union’s institutions. It is also
seen as a step to avoid corruption
scandals, such as Qatargate (—eucrim
4/2022,242-243).

> Parties

Parties to the Agreement are: the
European Parliament, the Council of
the EU, the European Commission, the
Court of Justice of the EU, the Europe-
an Central Bank, the European Court of
Auditors, the European Economic and
Social Committee, and the European
Committee of the Regions. The Euro-
pean Investment Bank has the oppor-
tunity to join the agreement upon its
request.

Union bodies, offices or agencies,
other than the parties to the Agree-
ment, may voluntarily choose to apply
the entire set of common minimum
standards developed and to be devel-
oped by the Ethics Body, in relation to
staff members, who hold a function
similar to those of the members of the
parties to this Agreement.

The European Council does not
participate in the Agreement. Further-
more, with regard to the Council of the
EU, Member States declared that they
do not see a legal basis in the Trea-
ties allowing the Council to establish
a harmonised set of rules on ethical
behaviour of the representatives of
Member States within the Council. As
a consequence, the representatives
of the Member States’ governments
cannot be subject to the common ethi-
cal standards to be developed by the
interinstitutional body. However, each
Member State may, by means of vol-
untary and individual national declara-
tions, make publicly available on the
website of the interinstitutional body,
during their term of office as Presiden-
cy of the Council and in the six months
preceding and following this term, the
information on either their national
rules, standards or practices on ethi-
cal behaviour for the members of their
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governments which are relevant for
the exercise of their role as Presidency
of the Council. The Belgian Council
Presidency agreed on this commit-
ment and published the Belgian ethical
framework on 15 May 2024.

» Structure

The interinstitutional Ethics Body
will be structured as follows: The
participating institutions will each be
represented by one senior member.
The position of chair will rotate every
year between the institutions. Five in-
dependent experts will support the
body’s work and can be consulted by
any party to the agreement on declara-
tions of interest or other standardised
written declarations.
> Tasks and powers

The Ethics Body is mandated to
promote a common culture of ethics
and transparency amongst the parties,
in particular by developing common
minimum standards and by fostering
the exchange of best practices on the
matter. Its tasks shall be as follows:

Developing common minimum
standards for the conduct of the mem-
bers of the parties in certain areas,
such as financial and non-financial
interests to be declared, external ac-
tivities during the terms of office, and
acceptance of gifts/awards;

Updating the common minimum
standards;

Holding an exchange of views on
the basis of each Party’s self-assess-
ment or the self-assessment of a vol-
untarily involved Union body, office or
agency as regards the alignment of its
own internal rules with the common
minimum standards;

Providing the parties with an ab-
stract interpretation of common mini-
mum standards;

Promoting cooperation among the
parties and with any other relevant
European, national or international or-
ganisation;

Issuing an annual report.

A critical point during the negotia-
tions was whether the Ethics Body can

112 | eucrim 2/2024

(also) examine individual cases and
potential breaches of ethical rules as
well as recommend sanctions. The
compromise now found is that each
party may, if deemed relevant, consult
the individual experts and pose spe-
cific questions to them; the experts
can respond by confidential and non-
binding written opinions.

> History

Discussions on an ethics body at
the EU level go back to 2019 when the
European Court of Auditors pushed for
a better interinstitutional ethics frame-
work. In 2021, the European Parliament
underlined its plea for a powerful, sin-
gle and independent EU ethics body.
In June 2023, the Commission tabled
a proposal for the establishment of
an interinstitutional ethics body which
was, however, criticised by some insti-
tutions as being too unambitious.

» Statements

German MEP Daniel Freund
(Greens/EFA) who was one of the
main initiators of the interinstitutional
ethics body from the part of the Euro-
pean Parliament commented on occa-
sion of the EP’s vote in favour of the
agreement: “Today, we are creating
more transparency, laying the founda-
tion for greater citizen confidence in
European democracy”.

President of the European Court of
Auditors, Tony Murphy, said: “The prin-
ciples of accountability, transparency
and ethics stand as indispensable pil-
lars of our Union, and are essential to
its democratic, legitimate, and effec-
tive governance. This interinstitutional
initiative demonstrates that there is a
commitment to work together towards
a common culture on ethics, which will
also further increase citizens' trust in
the EU institutions.”

By contrast, Shari Hinds from Trans-
parency International EU criticised that
the new body is “without the neces-
sary powers to address existing loop-
holes in the integrity systems of the
European institutions. [It] is an ethics
body in name only.” (TW) P

Eurobarometer: Citizens and
Businesses Remain Concerned
over Corruption

On 24 July 2024, in parallel to its 2024
Rule of Law Report (—see above p.
82), the Commission released the re-
sults of two Eurobarometer surveys on
the perception of corruption in the EU:

Special Eurobarometer 548 - Citi-
zens' attitudes towards corruption in
the EU (2024);

Flash Eurobarometer 543 - Busi-
nesses’ attitudes towards corruption
in the EU (2024).

The first survey found that Europe-
an citizens remain sceptical about na-
tional governments’ efforts to address
corruption: 65% of citizens believe that
high-level corruption cases are not suf-
ficiently pursued, and only 57% think
that government efforts to combat cor-
ruption are ineffective. 68% of citizens
consider corruption to be widespread
in their Member States. However, re-
sponses widely differ from country to
country. Whereas 98% of Greeks con-
sider corruption to be widespread in
their country, only 18% of Finns do so.
A majority of Europeans (61%) contin-
ue to view corruption as unacceptable,
although this represents a decline of
3% compared to the survey conducted
in 2023. A growing number of citizens
believe that there is a lack of protec-
tion for whistleblowers.

The second survey on businesses’
attitudes found that 51% of EU-based
companies think that people or busi-
nesses engaging in corrupt practices
are caught by or reported to the au-
thorities. Of these companies, more
than three quarters think that too
close links between business and poli-
tics lead to corruption (79%) and that
favouritism and corruption undermine
business competition (74%). 64% of
EU-based companies consider corrup-
tion to be widespread in their Member
States. More than half of the respond-
ents view corruption as prevalent in
public procurement, with 27% stating
that it has prevented them from se-
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curing contracts. Over 50% doubt the
effectiveness of corruption investiga-
tions and sanctions.

The annual Eurobarometer surveys
feeds the Commission’s rule of law re-
port. They also serve the Commission
for identifying specific anti-corruption
support needs at national level. (TW)

Money Laundering

Comprehensive AML/CFT Reform
Finalised

On 19 June 2024, several piec-

es of legislation with new rules

fighting money laundering (ML)
and the financing of terrorism (FT) were
published in the Official Journal of the
EU. The new rules follow the proposals
tabled by the Commission in 2021
(—eucrim 3/2021, 153-156). The over-
all aim of the general overhaul of the
EU’s legal framework on anti-money
laundering (AML) and countering fi-
nancing of terrorism (CFT) was to es-
tablish a robust and future-proof en-
forcement system, which will improve
detection of money laundering and ter-
rorism financing in the EU and close ex-
isting loopholes that are used by crimi-
nals to launder illicit proceeds of crime.

The European Parliament and the
Council reached provisional agree-
ment on the contents of the proposed
laws in January/February 2024 and
adopted the legal acts in April 2024.
The AML/CFT package published now
consists of the following acts:

A Regulation establishing the EU
Authority for Anti-Money Laundering
and Countering the Financing of Ter-
rorism (AMLA);

A new Regulation on the prevention
of the use of the financial system for
the purposes of money laundering or
terrorist financing (“the Single Rule-
book Regulation”);

The Sixth Anti-Money Launder-
ing Directive replacing the existing
AML Directive (Directive 2015/849 as
amended by Directive 2018/843);

A Directive regulating access by
competent authorities to centralised
bank account registries.

These acts will be presented in de-
tail in separate news below.

The package is complemented
by the recast of the 2015 Regulation
on information accompanying trans-
fers of funds. This new Regulation
(2023/1113) was already passed in
May 2023. It lays down rules on the
information on payers and payees ac-
companying transfers of funds, in any
currency, and on the information on
originators and beneficiaries accom-
panying transfers of crypto assets,
along with rules on internal policies,
procedures and controls to ensure im-
plementation of restrictive measures
(—eucrim 2/2023, 143).

In sum, the reform will bring about
the following novelties:

AML/CFT obligations for the pri-
vate sector are shifted from the AML/
CFT Directive to the directly applicable
AML/CFT Single Rulebook Regulation,
such as due diligence obligations and
beneficial ownership transparency re-
quirements;

The AML Directive from now on will
only deal with issues requiring trans-
position, particularly the organisation
of national competent authorities
fighting against money laundering and
countering the financing of terrorism;

New sectors are brought into the
scope of the AML/CFT framework, in
particular crypto-asset service pro-
viders, residence scheme operators,
crowdfunding operators, football clubs
and football agents;

The monitoring of crypto-asset
service providers is significantly en-
hanced in alignment with the MiCA
Regulation (—eucrim 2/2023, 143);

Tighter due diligence requirements
for all obliged entities, and improved
harmonised approach to identification
of beneficial ownership;

Strengthened requirements for the
organisation of national anti-money
laundering systems, including clearer

rules on how financial intelligence
units (FIUs — the national bodies which
collect information on suspicious or
unusual financial activity in Member
States) and supervisors work together;

Harmonisation of the set of infor-
mation to which all FIUs should have
access as well as establishment of
joint FIU analyses;

A new European Authority for Anti-
Money Laundering and Countering
the Financing of Terrorism (AMLA) es-
tablished in Frankfurt a.M. (Germany)
with direct and indirect supervisory
powers over high-risk obliged entities
in the financial sector and with the
power to impose pecuniary sanctions
on selected obliged entities;

Creation of AML/CFT supervisory
colleges;

Harmonisation of bank statement
formats;

Obligation for Member States to
make available information from cen-
tralised bank account registers — con-
taining data on who has which bank
account and where —through a single
access point that will provide access
to both FIUs and national law enforce-
ment authorities.

The application of the new rules will
be progressive. The AML Regulation
will, in principle, apply from 10 July
2027. Member States will have two
years to transpose some parts of the
AML directive and three years for oth-
ers. The establishment of the AMLA
already started. It is planned that the
new EU body will be operational by
mid-2025. (TW) |

Tasks, Powers and Structures of the
New EU Authority for Anti-Money
Laundering and Countering the
Financing of Terrorism (AMLA)

After having reached a provi-
E sional agreement on the tasks,
powers and structure of the
new Authority for Anti-Money Launder-
ing and Countering the Financing of

Terrorism (AMLA) in December 2023,
the final text of Regulation (EU)
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2024/1620 establishing the Authority
was published in the EU'’s Official Jour-
nal of 19 June 2024. On 22 February
2024, the European Parliament and the
Council selected Frankfurt am Main,
Germany, as the seat of the new EU
body.

The AMLA Regulation is part of a
comprehensive overhaul of the EU’s
anti-money laundering rules and a cen-
trepiece of the Commission’s propos-
als for this reform tabled in July 2021
(—eucrim 3/2021, 153-154). The new
authority is designed to overcome the
existing deficiencies in the quality and
effectiveness of AML/CFT supervision
in the EU and contribute to better con-
vergence of high supervisory stand-
ards. It will also be responsible for
contributing to the implementation of
the newly created harmonised AML/
CFT rules through the Single Rulebook
(—following news item).
> AMLA’s tasks:

AMLA’s tasks are basically twofold:
AML/CFT supervision and support of
the Member States’ Financial Intelli-
gence Units (FIUs).

Supervisory tasks include direct and
indirect supervisory competences. Di-
rect supervision is limited to selected
obliged entities in the financial sector
that are exposed to high risk of money
laundering and terrorism financing. In
addition, the AMLA will be responsible
for ensuring supervisory convergence
and creating a common supervisory
culture, and it will have a coordination
and convergence role in the non-finan-
cial sector.

Concerning its support function, the
AMLA will facilitate cooperation, infor-
mation exchange and identification of
best practices among FlUs. It will also
have several tasks in setting technical
and methodical standards.
> Size of the Authority

It is envisaged that the AMLA will
reach over 430 staff members over a
horizon of four years. Of these, over
200 staff members will work on direct
supervision of certain obliged enti-
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ties. They will work in joint supervisory
teams that will include staff of the
relevant national supervisors of these
entities.

» The supervisory system

The Regulation establishes an inte-
grated AML/CFT supervisory system.
This means that national supervisors
(and FIUs) will remain in place as key
elements of the EU's AML/CFT en-
forcement system but will closely work
together with the AMLA. The AMLA
will ensure the effective and consist-
ent functioning of the system. It will
only replace national supervisors for a
limited number of cross-border finan-
cial sector entities in the highest risk
category (see above). Apart from this,
the AMLA primarily fulfils coordination
and supporting functions. In order to
effectively implement these functions,
the supervisory authorities must, at
the request of the AMLA, provide the
Authority with all information concern-
ing obliged entities that remain directly
supervised at national level and they
must provide information on specifici-
ties of their respective national legal
framework.

In cooperation with the supervisory
authorities, the AMLA will develop and
maintain an up-to-date and harmon-
ised AML/CFT supervisory methodol-
ogy detailing the risk-based approach
to supervision of obliged entities in
the Union. That methodology will com-
prise guidelines, recommendations,
opinions and other measures and in-
struments as appropriate, including in
particular regulatory and implement-
ing technical standards.

The integrated supervisory system
includes several forms of mutual as-
sistance. If, for instance, a supervisory
authority faces specific challenges vis-
a-vis an enhanced ML/TF risk or due to
a lack of resources, it can seek assis-
tance from the staff of the Authority,
the staff of one or more supervisory
authorities, or a combination thereof.
Mutual assistance also includes ex-
change and secondments of person-

nel, training activities and exchanges
of best practices.

An important tool within the super-
visory system will be a central data-
base established and kept up by the
AMLA that collects a number of AML/
CFT-related information, e.g., on super-
visory actions and measures, statis-
tics, assessments of ML/FT risks etc.
Information from the database will be
made available to any supervisory au-
thority and non-AML/CFT authority on
a “need-to-know basis”".
> Direct supervision by the AMLA

With the objective of ensuring more
effective and less fragmented protec-
tion of the Union’s financial framework,
a limited number of the riskiest obliged
entities operating in the financial sec-
tor will be directly supervised by the
AMLA. Direct supervision can be trig-
gered in three ways:

The AMLA itself selects credit insti-
tutions and financial institutions being
active in at least six Member States
and having been qualified, on the basis
of a harmonised (yet to be developed)
methodology, as having a high ML/TF
risk profile. The list will be reviewed
periodically every three years. The first
selection process will be carried out in
2027, with the selected entities trans-
ferred to EU-level supervision as of
2028. In this first phase, the AMLA will
not supervise more than 40 entities.

The AMLA can request a Com-
mission decision to place a financial
sector obliged entity under its direct
supervision for a limited period of
time, irrespective of the objective cri-
teria under the methodology described
above. This request can be made, for
instance, if an entity is systematically
failing to meet the AML/CFT require-
ments or if a national supervisor is un-
able to implement recommendations
made by the AMLA against the entity.

A national financial supervisor can
request the transfer of supervision to
the AMLA in exceptional circumstanc-
es. In this case, it is for the AMLA to
decide on the necessity of the transfer
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and assume direct supervision of the
obliged entity, e.g., if the integrity of
the AML/CFT system so require.

Direct supervision is carried out by
Joint Supervisory Teams (JSTs) led by
a staff member of the AMLA (“JST co-
ordinator”) and including staff of the
relevant national supervisors. AMLA’s
powers in the context of direct supervi-
sion include the following:

The AMLA can require internal doc-
uments and all necessary information
from selected obliged entities, natu-
ral persons employed by it, legal per-
sons belonging to it and third parties
to whom the selected obliged entities
have outsourced operational functions
or activities.

The AMLA can conduct all neces-
sary investigations, i.e., require the sub-
mission of documents; examine the
books and records of the persons con-
cerned; obtain access to internal audit
reports, and any software, databases,
IT tools or other electronic means of
recording information; obtain access
to documents and information relating
to decision-making processes, includ-
ing those developed by algorithms or
other digital processes; obtain written
or oral explanations from any person
referred to above; interview any other
person who consents to being inter-
viewed for the purpose of collecting in-
formation relating to the subject mat-
ter of an investigation.

The AMLA can conduct all neces-
sary on-site inspections at the busi-
ness premises of the natural and legal
persons concerned; it is also empow-
ered to apply for judicial authorisation
if the national law of the Member State
concerned so requires.

If the selected obliged entity is found
to be in breach of the Union AML/CFT
rules, the AMLA has sufficient and
demonstrable indications that the se-
lected obliged entity is likely to breach
them, or the AMLA determines that the
internal policies, procedures and con-
trols in place in the selected obliged
entity are not commensurate to the

risks of money laundering, its predi-
cate offences or terrorist financing to
which the selected obliged entity is
exposed, the AMLA can take various
administrative measures. These meas-
ures include:

Ordering obliged entities to comply
and to implement specific corrective
measures;

Restricting or limiting the business,
operations or network of institutions
comprising the selected obliged entity;

Requiring changes in the govern-
ance structure (including removal of
member of the management body).

In addition to these administrative
measures, the AMLA can impose pecu-
niary sanctions for serious, repeated or
systematic breach of directly applica-
ble requirements of the AML/CFT legal
framework by the selected obliged enti-
ties. The Regulation lays down the ba-
sic amount of the pecuniary sanctions
taking into account the nature of the
requirements that have been breached.
For example, basic amounts can be
up to €2 million or 1% of the annual
turnover (whichever is higher) for seri-
ous, repeated or systematic breaches
of one or more requirements related
to customer due diligence, group-wide
policies, procedures and controls or re-
porting obligations that have been iden-
tified in two or more Member States
where a selected obliged entity oper-
ates. Adjustments to the basic amount
will be made in consideration of aggra-
vating or mitigating circumstances.

The Executive Board of the AMLA an
also adopt periodic penalty payments
if an obliged entity fails to comply with
certain administrative measures or a
person fails to cooperate. The Regula-
tion further details the publication of
administrative measures, pecuniary
sanctions and periodic penalty pay-
ments, the enforcement of pecuniary
sanctions and periodic penalty pay-
ments, and procedural rules for taking
supervisory measures and imposing
pecuniary sanctions and periodic pen-
alty payments.

The CJEU will have unlimited ju-
risdiction to review decisions of the
Authority imposing a pecuniary sanc-
tion or a periodic penalty payment. It
may annul, or reduce or increase the
amount of, the pecuniary sanction or
periodic penalty payment imposed.
> Indirect supervision

For non-selected obliged entities
in the financial sector, the AML/CFT
supervision remains primarily at na-
tional level, i.e., direct supervision is
exercised by competent national au-
thorities in their full responsibility and
accountability. However, the Union
legislator entrusted the AMLA with
various indirect supervisory powers to
ensure consistency and high quality of
supervisory actions across the Union.
These powers include:

The AMLA will perform periodic as-
sessments of some or all of the activi-
ties of one, several, or all financial su-
pervisors, as well as of their tools and
resources. These “assessments of
the state of supervisory convergence”
will be carried out in cycles on the ba-
sis of a uniform (yet to be developed)
method that allows for a consistent
assessment of, and comparison be-
tween, the financial supervisors re-
viewed. The AMLA can adopt follow-
up measures in the form of guidelines
and recommendations, including indi-
vidual recommendations addressed
to financial supervisors as a result of
the assessment. Financial supervisors
“shall make every effort to comply with
the specific follow-up measures ad-
dressed to them”.

The AMLA will also be able to set-
tle disagreements between financial
supervisors concerning the measures
taken against a non-selected obliged
entity. The AMLA can adopt binding
decisions requiring supervisors to take
specific action or to refrain from cer-
tain action if an agreement failed dur-
ing a conciliation phase.

If there are indications of serious,
repeated or systematic breaches of
AML/CFT requirements by a non-se-
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lected obliged entity, the AMLA can re-
quest the local financial supervisor to
take specific measures, including the
imposition of financial sanctions or
other coercive measures. The local su-
pervisor must comply with any request
addressed to it and must inform the
AMLA at the latest within 10 working
days of the day of the notification of
such request, of the steps it has taken
or intends to take to comply with that
request. If the supervisor fails to react
adequately, the AMLA may request the
Commission to grant transfer of super-
vision to it for a limited period of time
(see also above).

The AMLA can investigate system-
atic failures of supervision if financial
supervisors do not or improperly ap-
ply the Union's AML/CFT law. In this
scenario, the AMLA can issue a rec-
ommendation to a supervisor, setting
out the action necessary to comply
with Union law. If the supervisor does
not comply with the recommendation
within one month, the Commission
can issue a formal opinion requiring
the supervisor to comply.

» Oversight of the non-financial sector

In the non-financial sector, AMLA’s
supervisory powers are less far-
reaching:

In order to strengthen consistency
and effectiveness in supervisory out-
comes, the AMLA will carry out peri-
odical peer reviews of non-financial
supervisors, which will include peer re-
views of public authorities overseeing
self-regulatory bodies.

The AMLA can investigate possible
breaches or incorrect application of
AML/CFT requirements by supervisors
in the non-financial sector or public
authorities overseeing self-regulatory
bodies. If the AMLA establishes that a
breach exists, it can address a recom-
mendation to the supervisor or public
authority concerned setting out the
action necessary to remedy the iden-
tified breach. If no appropriate action
has been taken within one month, the
AMLA can issue a warning to the rel-
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evant counterparties of the supervisor
or public authority. This power to issue
warnings exists alongside the Com-
mission’s power to launch infringe-
ment procedures against Member
States for not or poorly having imple-
mented Union AML/CFT law.

Similar to indirect supervision in the
financial sector, the AMLA can settle
disagreements between non-financial
supervisors concerning measures to
be taken in relation to an obliged entity
in the non-financial sector. By contrast
to the financial sector, the AMLA can
only issue an “opinion” (not a binding
decision) on how to settle the disa-
greement if the conflict could not be
resolved during a conciliation phase.
» Support and coordination
mechanisms for FIUs

The AMLA is not a “European central
FIU". It rather has a support and coordi-
nation role within the network of FlUs.
This role consists of the following:

The AMLA supports and coordi-
nates joint analyses of cross-border
suspicious transactions or activities.
It cannot force a FIU to participate in
a joint analysis, but the FIU concerned
must explain the reasons to the AMLA
if it refuses. In the course of joint anal-
yses, the staff of the AMLA is author-
ized to cross-match, on a hit/no-hit ba-
sis, the data of the participating FIUs
with the information made available by
other FIUs and Union bodies, offices
and agencies, such as Europol. In the
case of a hit, the AMLA shares the in-
formation that generated a hit with the
FIUs involved and the Union body, of-
fice and agency that triggered the hit.

The FIUs support the AMLA by del-
egating one or more staff members to
AMLA's central office in Frankfurt.

Other than joint analyses, the AMLA
encourages and facilitates various
forms of mutual assistance between
FIUs, such as training and staff ex-
changes.

The AMLA will manage, host, main-
tain and keep up-to-date the FlU.net -
a decentralized system by which FlUs

share information and analyses in an
anonymized form. The AMLA ensures
that the most advanced and secure
technology available is used for FIU.net,
subject to a cost-benefit analysis.

The AMLA will set up a peer review
process of the activities of FIUs.

» Governance

The AMLA’s administrative and
management structure comprises:

A General Board;

An Executive Board;

A Chair of the Authority;

An Executive Director;

An Administrative Board of Review.

The Executive Director will be re-
sponsible for the day-to-day manage-
ment of the Authority and ensures the
functioning of the body, e.g., budget
implementation and administration of
resources, staff, and procurement.

The Chair will represent the Author-
ity and runs the two collegial bodies:
the General Board and the Executive
Board.

The General Board has two alterna-
tive compositions:

A supervisory composition with
heads of the supervisory authorities of
obliged entities in each Member State;

A FIU composition with heads of
FIUs in the Member States.

The General Board in supervisory
composition takes all decisions in re-
lation to the AML/CFT supervisory
system. It decides on draft regulatory
and implementing technical stand-
ards, guidelines and similar measures
for obliged entities. It also provides
its opinion to the Executive Board on
draft decision in relation to individual
selected obliged entities proposed by
the Joint Supervisory Teams.

The General Board in FIU composi-
tion adopts acts relevant for FIUs, such
as draft regulatory and implementing
technical standards, guidelines and
similar measures for FIUs.

The Executive Board is composed
of the Chair of the Authority and five
permanent independent members ap-
pointed by the European Parliament



and the Council. The Executive Board
is in charge of the planning and execu-
tion of all tasks of the AMLA (if specif-
ic decisions are not expressly allocat-
ed to the General Board) and takes all
binding decisions towards individual
obliged entities or individual supervi-
sory authorities.

The Executive Board also desig-
nates a Fundamental Rights Officer
who advises the Authority and its
staff on compliance with fundamental
rights.

Natural and legal persons against
whom decision under the direct super-
vision powers conferred on the AMLA
were taken or which concern them di-
rectly and individually can request an
internal administrative review. For this
purpose, the Administrative Board of
Review is established which is com-
posed of five independent and suitably
qualified persons. If the Board holds
the request for review admissible, it
can adopt opinions and remit the case
for preparation of a new decision to
the Executive Board.

» Cooperation with other Union
bodies, offices and agencies

The AMLA will have to be integrated
in the existing security and law en-
forcement structure both at the Union
and national levels. The Regulation
provides for the framework in which
the AMLA should cooperate in the fu-
ture. This includes the possibility to
conclude agreements or memoranda
of understanding with the European
Supervisory Authorities (ESAs) and
with other national authorities and
bodies competent for ensuring com-
pliance with AML/CFT rules.

Conclusion of specific working
arrangements or memoranda of un-
derstandings is also foreseen with
regard to OLAF, Europol, Eurojust and
the EPPO. With these bodies close
relationships should be established
and maintained. The Regulation spe-
cifically foresees that results of joint
analyses of cross-border cases are
reported to the EPPO and OLAF where

the results indicate offences/fraud
within the remit of the EPPO or OLAF.
The AMLA is also enabled to exchange
strategic information, such as typolo-
gies and risk indicators, with the EPPO,
OLAF, Europol, and Eurojust.
» External cooperation

The AMLA will also take an active
role in external cooperation. Specifi-
cally, the Authority is empowered to
develop contacts and enter into ad-
ministrative arrangements with au-
thorities in third countries that have
regulatory, supervisory and FlU-related
competences.
» Timing

After the publication of the Regula-
tion in the Official Journal, the AMLA is
established in the course of 2024. The
aim is that the Authority can start most
of its activities in mid-2025. Full staff-
ing is to be reached in 2027. Direct su-
pervision of certain high-risk financial
entities should begin in 2028. (TW) M

The EU’'s New AML Single Rulebook
Regulation

Obligations for private entities

to prevent the use of the finan-

cial system from money laun-
dering and terrorist financing are now
prescribed in a directly applicable Reg-
ulation. Regulation (EU) 2024/1624,
published in the Official Journal of the
EU of 19 June 2024. It replaces the
system to date that has regulated said
obligations in Directives. These direc-
tives evolved over three decades but
the directive-led approach has had the
disadvantage of having produced di-
verging results after transposition into
the national laws of the Member
States, thus leading to inconsistent ap-
plication of anti-money laundering
(AML) and countering the financing of
terrorism (CFT) rules. The last one of
these so-called Anti-Money Launder-
ing Directives (AMLDs) is the fourth
AMLD of 2015 as amended by the fifth
AMLD of 2018.

The sixth AMLD, which was adopted

in parallel to the AML Regulation, now

only deals with organisational and in-
stitutional issues that require transpo-
sition at the national level (—following
news item). Therefore, the bulk for the
preventive AML/CFT framework is set
out in the Regulation (also called the
“single rulebook” Regulation).

The comprehensive reform aim-
ing at establishing a single rulebook
on AML/CFT was proposed by the
Commission in July 2021 (—eucrim
3/2021, 154-155)

The Regulation lays down rules con-
cerning:

The measures to be applied by
obliged entities to prevent money laun-
dering and terrorist financing;

Beneficial ownership transparency
requirements for legal entities, express
trusts and similar legal arrangements;

Measures to limit the misuse of
anonymous instruments.

The main novelties of the Regula-
tion compared to the current AMLD
include the following:

» Extension of the list of obliged
entities

Obliged entities are required to put
in place internal policies, procedures
and controls to mitigate and manage
effectively the risks of money launder-
ing and terrorist financing identified,
they must carry out customer due
diligence on clients, and report suspi-
cions to FlUs. They are the gatekeep-
ers in the AML/CFT framework as they
have a privileged position to detect
suspicious activities. In addition to the
current list, which includes almost all
financial institutions and various types
of non-financial entities and operators
(e.g., lawyers, accountants, reals es-
tate agents, casinos, and certain types
of crypto-asset service providers), the
Regulation takes up new bodies:

All types and categories of crypto-
asset service providers — crypto-asset
service providers will be considered as
financial institutions with the same ob-
ligations;

Crowdfunding platforms;

Mortgage credit intermediaries and
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consumer credit providers that are not
financial institutions;

Operators working on behalf of third
country nationals to obtain a residence
permit to live in an EU country;

Traders of high-value goods, such
as jewelers, horologists and traders
of luxury cars, airplanes and yachts as
well as cultural goods (like artworks);

Professional football clubs and
agents if they carry out certain trans-
actions (whereby the Member States
also have the possibility to remove
football clubs with low risk from the
list).

» Strengthened AML/CFT rules

The Regulation introduces specific
enhanced due diligence measures for
cross-border correspondent relation-
ships for crypto-asset service provid-
ers. Furthermore, credit and financial
institutions must undertake enhanced
due diligence measures when busi-
ness relationships with very wealthy
(high net-worth) individuals involve the
handling of a large amount of assets.
There will also be an EU-wide maxi-
mum limit of €10,000 for cash pay-
ments.

» Beneficial ownership

The obligation to identify and report
beneficial owners - i.e., persons who
actually control or enjoy the benefits of
a legal entity, a trust or similar legal ar-
rangement, although the title or proper-
ty is in another name - was introduced
by the 2015 AMLD. The Regulation in-
cludes more detailed and harmonised
rules in this regard. It clarifies that ben-
eficial ownership can be based on two
components — ownership interest and
control — which must be assessed in-
dependently and in parallel. Identifica-
tion of ownerships in multi-layered or
complex structures are made easier.
Legal entities established outside the
EU are required to register their benefi-
cial ownership in the central registers
when they have a link with the EU, e.g.,
if they own real estate in the Union;
registration is required retroactively
until 1 January 2014.
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» High-risk third countries

The Regulation further harmonises
the EU's approach towards external
threats to the Union’s financial sys-
tem. The definition of consequences
attached to listed countries on a risk-
sensitive basis is now more granu-
lated. The Commission will make an
assessment of the risk emanating
from third-countries’ legal and institu-
tional systems, taking into account as
a baseline the assessments made by
the Financial Action Task Force (FATF)
as international standard setter in
AML. However, the Commission can
also make autonomous assessments.

Third countries that are “subject to
a call for action” by the FATF are likely
to pose a high risk to the Union’s finan-
cial system (“black listed countries”).
Obliged entities are required to apply
the whole set of available enhanced
due diligence measures to occasional
transactions and business relation-
ships involving those high-risk third
countries to manage and mitigate the
underlying risks. Furthermore, the high
level of risk justifies the application of
additional specific countermeasures,
whether at the level of obliged entities
or by the Member States.

Third countries that are subject to
“increased monitoring” by the FATF
have compliance weaknesses that jus-
tify a less severe response (grey list).
Here, obliged entities should apply en-
hanced due diligence measures to oc-
casional transactions and business re-
lationships when dealing with natural
persons or legal entities established in
those third countries that are tailored
to the specific weaknesses identified
in each third country. Beyond that, the
AMLA will identify ML/TF risks, trends
and methods at global level and will is-
sue guidelines to inform obliged enti-
ties about these risks.

» Timing

The single rulebook Regulation will
apply from 10 July 2027, except for the
provisions which include football clubs
and agents into scope as obliged enti-

ties — those provisions will apply from
10 July 2029. (TW) [

New Anti-Money Laundering

Directive (AMLD 6)

Next to the anti-money laundering
Regulation (—preceding news item),
the sixth anti-money laundering Direc-
tive (AMLD 6) is another important
building block in the new AML/CFT
legal framework of the EU. “Directive
(EU) 2024/1640 of 31 May 2024 on
the mechanisms to be put in place by
Member States for the prevention of
the use of the financial system for the
purposes of money laundering or ter-
rorist financing” was published in the
Official Journal of the EU of 19 June
2024. While the directly applicable
Regulation contains the obligations for
obliged entities in the private sector to
take appropriate measures preventing
money laundering and terrorist financ-
ing detrimental to the EU’s financial
system, the Directive mainly deals
with organisational and institutional
issues of the preventive framework
that are addressed respectively to
the Member States, their supervisory
authorities, and Financial Intelligence
Units. For the Commission’s proposal
on AMLD 6 —eucrim 3/2021, 155.

AMLD 6 lays down rules which need
transposition at the national level on
the following issues:

The measures applicable to sectors
exposed to money laundering and ter-
rorist financing, at national level;

The requirements in relation to
registration of, identification of, and
checks on, senior management and
beneficial owners of obliged entities;

The identification of money launder-
ing and terrorist financing risks at Un-
ion and Member State level;

The set-up of and access to ben-
eficial ownership and bank account
registers and access to real estate in-
formation;

The responsibilities and tasks of Fi-
nancial Intelligence Units (FIUs);

The responsibilities and tasks of
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bodies involved in the supervision of
obliged entities;

Cooperation between competent au-
thorities and cooperation with authori-
ties covered by other Union legal acts.

Key issues regulated in AMLD 6 are
as follows:

» Beneficial ownership registers

A major revision was made in rela-
tion to central registers holding data
on beneficial ownership. The new
rules aim to ensure that information
submitted to the central registers is
more adequate, accurate and up-to-
date. Entities in charge of the central
register are empowered to verify the
data, including the power to carry out
inspections at the premises of legal
entities in case of doubts regarding
the accuracy of the information in their
possession.

Competent authorities, including
the EPPO and OLAF, will have immedi-
ate, unfiltered, direct and free access
to registers across the Union. In addi-
tion, persons of the public with legiti-
mate interest can access this informa-
tion as well. Such persons include,
for instance, journalists, civil society
organisations, and third country com-
petent authorities. The rules on access
to persons of the public implement the
CJEU judgment of 22 November 2022
in Joined Cases C-37/20 and C-601/20
(WM and Sovim SA v Luxembourg
Business Registers —eucrim 4/2022,
144-145.
> Real estate registers

Member States will also be obliged
to make accessible real estate regis-
ters to FIUs and other competent au-
thorities through a single access point.
The registers must contain data on the
property, the ownership (including the
price at which the property has been
acquired), the history of the property
and encumbrances like mortgages, ju-
dicial restrictions and property rights.
> FlUs

The new rules aim to improve the
use of financial intelligence to pre-
vent and combat money laundering,

its predicate offences and terrorist
financing. The analytical capabilities
of FIUs will be broadened. It must be
ensured that they have immediate
and direct access to a wide range of
administrative, financial and law en-
forcement information, such as tax
information, information on funds and
other assets frozen pursuant to target-
ed financial sanctions, information on
transfers of funds and crypto-assets,
national motor vehicles registers, cus-
toms data, and national weapons and
arms registers.

The Directive also clarifies the pro-
vision of information by FIUs to inves-
tigative authorities and supervisors.
FIUs will have new powers, such as
to timely stop illicit flows, e.g., to sus-
pend a business transaction or alert
obliged entities of information relevant
for the performance of customer due
diligence.

Cooperation among FIUs across
the EU will be strengthened by setting
deadlines for replying to information
requests, establishing a clear legal ba-
sis for the functioning of the FIU.net
system which will also be upgraded
to ensure fast dissemination of cross-
border reports. In addition, joint analy-
ses in cross-border cases is enabled
- an area where the new AMLA will
provide crucial operational support
(=news item above, p. 113 ff.).

Fundamental rights should become
an integral part of FIU's work and deci-
sion-making processes. The Directive
obliges that FIU's have a Fundamen-
tal Rights Officer who will be tasked
with monitoring and promoting the
FIU's compliance with fundamental
rights, providing advice and guidance
to the FIU on fundamental rights im-
plications of its policies and practices,
scrutinising the lawfulness and ethics
of the FIU’s activities and issuing non-
binding opinions.

» Supervisors

A major part of AMLD 6 is dedicat-
ed to AML supervision. Each Member
States must ensure that all obliged

entities established in its territory is
subject to adequate and effective su-
pervision by one or more supervisors.
Supervisors must report suspicions to
the FlUs.

Cross-border cooperation between
national supervisors is strengthened.
The Directive enables the set-up of su-
pervisory colleges in both the financial
and non-financial sector, e.g., for joint
supervision of obliged entities operat-
ing in several Member States or as a
cross-border group. Further support
for supervisory colleges is provided
by the AMLA which will develop regu-
latory technical standards for proper
functioning of the colleges.
> Risk assessment

The Directive includes clearer rules
for the risk-based approach to prevent
money laundering and terrorist financ-
ing. It is acknowledged that this is to
be done at both the EU and national
levels. At the EU level, the Commission
will conduct an assessment of ML/TF
risks and draw up recommendations
to Member States on measures they
should follow. At national level, Mem-
ber States need to carry out own risk
assessments and commit to effec-
tively mitigating the risks identified in
the national risk assessment. Member
States must also assess the potential
to bring additional sectors in the scope
of the AML Regulation.

» Timing

The provisions of the Directive must
be transposed by different dates de-
pending on the issue in question. In
general, Member States must trans-
pose the Directive by 10 July 2027.
At this stage AMLD 4 as amended by
AMLD 5 will be repealed. Comprehen-
sive access to information of benefi-
cial ownership of legal entities, trusts
or similar arrangements (including ac-
cess by persons with a legitimate inter-
est) must be guaranteed already by 10
July 2025. Related provisions on the
further development of beneficial own-
ership registers must be transposed
by 10 July 2026. The requirements for
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a single access point to real estate
information must be transposed by
10 July 2029. (TW)

New Directive: Access of National
Authorities to Future Interconnection
System of Bank Account Information

Directive 2024/1654 is the fourth legal
act in the EU's AML/CFT package that
was published in the Official Journal of
19 June 2024. The Directive comple-
ments the Anti-Money Laundering Di-
rective (Directive 2024/1620 [AMLD 6]
—preceding news item). It ensures that
designated national authorities com-
petent for the prevention, detection, in-
vestigation or prosecution of criminal
offences are enabled to access and
search the bank account registers’ in-
terconnection system (BARIS). BARIS
is regulated in AMLD 6, which not only
expands the scope of information to
be included in the centralised bank ac-
count mechanisms but also lays down
the obligation to interconnect those
centralised automated mechanisms.
BARIS will be developed and operated
by the European Commission and has
to be established two years after the
Directive’'s transposition deadline, i.e.,
by mid-2029.

AMLD 6 only confers access to BA-
RIS to the FIUs of the Member States,
the national AML/CFT supervisory
authorities and the future AMLA (for
the purpose of joint analysis and di-
rect supervision —news item above,
p. 113 f.). Directive 2024/1654 revises
Directive 2019/1153 and thus ensures
that national authorities with com-
petencies in the fight against serious
crime have the power to directly ac-
cess and search the centralised bank
account registries of other Member
States through the BARIS.

In addition, Directive 2024/1654
sets out measures to ensure that fi-
nancial institutions and credit insti-
tutions across the Union, including
crypto-asset service providers, provide
transaction records in a uniform for-
mat that is easy for competent authori-
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ties to process and analyse. The exact
format will be set out in a delegated/
implementing act.

The Directive was proposed by the
Commission on 20 July 2021 and im-
plements the EU’s strategy for investi-
gators having swift access to financial
information as key element to conduct
effective financial investigations and
successfully tracing and confiscating
the instrumentalities and proceeds of
crime. (TW)

EBA: New Guidelines on “Travel Rule”
to Tackle Money Laundering

The European Banking Authority (EBA)
has published new guidelines on 4
July 2024 pertaining to the “travel
rule”, i.e. the information that should
accompany transfers of funds and cer-
tain crypto assets. The rule aims to en-
hance the detection and prevention of
money laundering and terrorist financ-
ing in the context of financial transfers
and certain crypto assets.

The guidelines follow the enforce-
ment of Regulation (EU) 2023/1113
in June 2023 (—eucrim 2/2023, 143).
This Regulation aligns the EU’s legal
framework with the standards set
by the Financial Action Task Force
(FATF) by extending the obligation to
include information about the origi-
nator and beneficiary to crypto-asset
service providers (CASPs). Further-
more, the regulation subjects CASPs
to the same anti-money laundering
and counter-terrorism financing (AML/
CFT) requirements as other financial
institutions.

The objective of the new guidelines
is to establish a consistent approach
across the EU, thereby facilitating the
tracing of transfers when necessary in
order to prevent, detect, or investigate
money laundering and terrorist financ-
ing. The guidelines elucidate the in-
formation that must accompany such
transfers and delineate the measures
that payment service providers (PSPs),
intermediary PSPs, CASPs, and inter-
mediary CASPs must undertake to

detect and address any deficiencies
in the information provided in these
transfers.

The guidelines will come into force
on 30 December 2024. Competent
authorities are required to submit a
report on compliance within a period
of two months following the publica-
tion of the official EU language transla-
tions.

In addition to the guidelines on the
“travel rule”, the EBA has released ad-
ditional guidelines for AML/CFT super-
visors of CASPs and is currently final-
ising guidelines on internal policies for
CASPs and other financial institutions
to comply with restrictive measures.
(AP)

Tax Evasion

ECJ Ruled on Reporting Obligations
for Aggressive Tax Planning
In its judgment of 29 July 2024, the
ECJ upheld the EU's system on re-
porting obligations for intermediaries
to inform tax authorities of certain
cross-border arrangements that could
potentially be used for aggressive tax
planning. The ECJ particularly did not
consider that the underlying EU legisla-
tion is invalid.
» Questions referred

The case (C-623/22, Belgian Asso-
ciation of Tax Lawyers and Others) was
referred by the Belgian Constitutional
Court. Before this court, a number of
associations and professionals, ac-
tive in the field of legal, tax or consul-
tancy services request annulment of
the Belgian law implementing the EU
rules due to lack of precision and the
unlimited effects of the obligations.
Insofar as the contested national pro-
visions have their origin in EU legisla-
tion, the Belgian Constitutional Court
posed several questions on the validity
of the reporting system, as laid down
in Directive 2011/16 on administrative
cooperation in the field of taxation as
amended by Directive 2018/822 (here-
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inafter DAC-6). It was doubted that the
Directive is in line with the fundamen-
tal rights of the Charter and other prin-
ciples of EU law.

» Infringement of equal treatment?

First, the referring court asked
whether the principles of equal treat-
ment and non-discrimination are in-
fringed, in so far as DAC-6 does not
limit the reporting obligation to corpo-
ration tax, but makes it applicable to all
taxes falling within its scope.

The ECJ found that the reference
point for an assessment of a possible
breach of these principles is that of the
risk of aggressive tax planning and of
tax avoidance and evasion in the in-
ternal market. The different tax types
subject to the reporting obligations fall
within comparable situations in the
light of these objectives and the legis-
lation is not manifestly inappropriate.
» Infringement of legal certainty?

Second, the referring court doubted
that the terminology and concepts
used in DAC-6 (e.g., “arrangement’,
“intermediary”, “participant” etc.),
which determine the scope and reach
of the reporting obligation, as well as
the starting point of the 30-day period
prescribed for fulfilling the reporting
obligation are not sufficiently clear
and precise and thus infringe the prin-
ciple of legal certainty, the principle of
legality in criminal matters (Art. 49(1)
of the Charter) and the right to respect
for private life (Art. 7 of the Charter).

By defining the requirements of said
principles and fundamental rights from
the case law of the European courts
and by examining the various aspects
of the concepts used in DAC-6, the ECJ
held that the degree of precision and
clarity does not call into question the
validity of DAC-6.

» Breach of legal professional
privilege?

Third, the ECJ had to clarify the
scope of its judgement of 8 Decem-
ber 2022 in Case C-694/20 (Orde van
Vlaamse Balies and Others) on exemp-
tions from notifying others from the re-

porting obligation. The dispute refers
to the scheme that Member States
may grant intermediaries a waiver
from the obligation to report aggres-
sive cross-border tax planning where
it would breach legal professional
privilege protected under its national
law. In such circumstances, lawyer-
intermediaries are however required
to notify without delay any other inter-
mediary, or the relevant taxpayer, of
their reporting obligations vis-a-vis the
competent authorities (subsidiary ob-
ligation), and thus third parties, such
as tax authorities, would gain the infor-
mation (Art. 8a(5) DAC-6).

In the 2022 judgment, the ECJ ruled
that the notification obligation on a
lawyer subject to legal professional
privilege is not necessary and infring-
es the right to respect for communica-
tions with his or her client (Art. 7 of the
Charter).

In the present case, the Belgian
Constitutional Court asked the ECJ
whether this case law also applies to
intermediaries who are not a lawyer
but authorised to ensure legal repre-
sentation, such as tax consultants or
university professors in certain Mem-
ber States.

The ECJ clarified now that the solu-
tion adopted in the 2022 judgment ap-
plies only to persons who pursue their
professional activities under one of the
professional titles referred to in Art.
1(2)(a) of Directive 98/5, i.e., the law-
yer must have a role in collaborating in
the administration of justice. Thus, the
invalidity of the subsidiary obligation
in light of Art. 7 of the Charter does not
extend to other professionals not hav-
ing those characteristics, even though
they are authorised by the Member
States to ensure legal representation.
» Breach of the right to organise one’s
private life?

Fourth, the referring court raised
the question whether the reporting ob-
ligation for intermediaries, and, in the
absence of an intermediary subject to
the reporting obligation, the relevant

taxpayer (Art. 8a(6) and (7) DAC-6) in-
fringes the right to respect for private
life, understood as the right of every-
one to organise his or her private life
and activities. The Belgian Constitu-
tional Court in particular pointed to
situations in which an arrangement
indeed pursues a tax advantage, but in
a lawful and non-abusive manner. This
would limit the taxpayer’s freedom to
choose, and the intermediary’s free-
dom to design and advise that taxpay-
er on, the least taxed route.

The judges in Luxembourg acknowl-
edged that the reporting obligation in
respect of cross-border arrangements
constitutes an interference with the
right to respect for private life guaran-
teed in Art. 7 of the Charter, in so far as
it results in revealing to the administra-
tion the result of tax design and engi-
neering work relying on disparities be-
tween the various applicable national
rules, carried out in the context of per-
sonal, professional or business activi-
ties by the taxpayer him or herself or
by an intermediary. It is therefore liable
to deter both that taxpayer and his or
her advisers from designing and im-
plementing cross-border tax-planning
mechanisms.

However, the judges in Luxembourg
conclude that such an interference is
justified in the light of the objectives
pursued by the amended Directive
2011/16. The interference does not
adversely affect the essence of the
right to respect for private life, and it
does not outweigh the public interest
objective of combating aggressive tax
planning and preventing the risks of
tax avoidance and evasion. It follows
that the reporting obligation at issue
does not infringe the right to respect
for private life.

» Put in focus

In essence, the ECJ backs the sys-
tem of reporting potentially aggressive
tax arrangement from the part of pri-
vates to the tax administration, as in-
troduced by the EU legislature in 2018.
This also represents a kind of “para-
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digm shift”: the terms “tax evasion/
avoidance” or “aggressive tax arrange-
ment” are no longer defined per se, but
now indicators submitted by privates
are to enable tax authorities and leg-
islators to close loopholes in taxation.

Another important point of the judg-
ment is that it reiterates the specific
protection of the relationship between
a lawyer and his/her client as stated
in the 2022 judgment in Orde van
Vlaamse Balies. Clients will continue
to be able to trust that their lawyer will
not disclose to anyone without their
consent that they are being advised
by him and what the advice is about.
However, the ECJ clarified that this
comprehensible protection does not
extend to other professionals subject
to professional secrecy. It is limited to
lawyers who exercise their profession
in the general interest in the proper ad-
ministration of justice reflecting their
unique position accorded to the pro-
fession of lawyer within society.

Lastly: The case at issue is not
only closely related to the case in
Orde van Vlaamse Balies but also to
Case C-432/23 (F SCS and Ordre des
avocats du barreau de Luxembourg). In
this case, further clarifications on the
scope of the lawyer-client-privilege un-
der DAC-6 are sought. (TW)

Non-Cash Means of Payment

Large-Scale Fraudulent Investment
Scheme Taken Down

An action day on 11 June 2024 re-
sulted in the takedown of a fraudulent
pyramid scheme using an investment
model that focused on the leasing
and subleasing of cryptocurrency ma-
chines, such as exchange machines
and hardware for mining. It promised
returns of 70% before tax for the leas-
ing of (non-existing) cryptocurrency
products, involving alleged invest-
ments in server storage for internet
cloud services and the subleasing of
crypto exchange machines. Subse-
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quently, a pyramid scheme was cre-
ated, where most of the revenue for
earlier investors came from more re-
cent investors. The scheme targeted
thousands of victims, causing losses
of up to €113 million.

Authorities from Germany and
Switzerland formed a Joint Investiga-
tion Team with the support of Eurojust
as well as authorities from Austria,
Czechia, Lithuania, and Liechtenstein.
Through the action, six arrests and 29
searches were conducted as well as
evidence seized and assets frozen.
(CR)

Organised Crime

Council Sets Up European Judicial
Organised Crime Network

At its meeting on 13/14 June 2024, the
Justice and Home Affairs Council ap-
proved conclusions on “Fighting drug
trafficking in organised crime: Setting
up a European judicial organised crime
network”. The idea of such a network
was presented by the Belgian Council
Presidency at the informal JHA meet-
ing on 26 January 2024 and subse-
quently further developed (—eucrim

to organise the network. The tasks of
the network will be as follows:

Facilitating the exchange of exper-
tise, best practices and other relevant
knowledge and experience in the in-
vestigation and prosecution of organ-
ised crime, including the practical ap-
plication of current legal frameworks
and relevant case law and effective
cross-border judicial cooperation;

Exchanging information about gen-
eral developments and trends;

Exchanging non-personal informa-
tion, which can feed into and be used
in the operational activities of Euro-
just and national judicial authorities,
in particular within Joint Investigation
Teams (JITs);

Fostering dialogue among different
actors and stakeholders that have a
role in fighting organised crime, such
as Europol, Eurojust and the EPPO.

In the first operational phase, the
network should focus on hubs for il-
legal trade in drugs, in particular sea
ports and other logistic hubs used by
organised crime groups to import ille-
gal drugs and transport them through
the Union. Thus the network will com-
plement the European Ports Alliance
(—eucrim 1/2024, 30).

1/2024, 30-31). The fight against
drug trafficking and organised crime
has been one of the priorities of the
Belgian Council Presidency (—eucrim
4/2023, 317) and is in line with the
Commission’s EU Roadmap to fight
drug trafficking and organised crime
presented in October 2023 (—eucrim
3/2023, 257).

The Conclusions advocate setting
up the network that will bring together
mainly prosecutors and, depending on
the national context, investigative judg-
es and law enforcement officers who
deal with drug trafficking and organ-
ised crime. The network is designed
to be a hub of specialised national
expertise with the aim to facilitate and
enhance cooperation between compe-
tent authorities. It will operate in a con-
tinuous manner and Eurojust is invited

Member States are requested to
designate at least one expert to partic-
ipate in the network. The experts will
meet at least twice a year, with Euro-
just hosting the meetings. (TW)

Council Conclusions on
Strengthening Judicial Cooperation
with Third Countries in the Fight
against Organised Crime

At the Justice and Home Affairs Coun-
cil meeting held on 13/14 June 2024,
ministers approved conclusions on
strengthening judicial cooperation with
third countries in the fight against or-
ganised crime. The conclusions come
along with conclusions on setting up a
European judicial organised crime net-
work (—preceding news item). They
are key elements of efforts taken by
the Belgian Council Presidency in the
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justice area to step up the EU's fight
against drug trafficking and organised
crime (—eucrim 4/2023, 317).

The Council calls on Eurojust and
Member States to identify third coun-
tries with which reinforced coopera-
tion is important for the fight against
organised crime. A relevant criterion
could be the number of “high value
targets” located in third countries cov-
ered by requests for judicial coopera-
tion. Other measures should include
the following:

Sharing of expertise and best prac-
tices among experts experienced in
judicial cooperation with priority third
countries, including liaison officers, li-
aison magistrates and diplomatic rep-
resentations;

Seconding Eurojust liaison magis-
trates to third countries in select cas-
es;

Eliminating difficulties in judicial co-
operation with third countries, in par-
ticular extradition.

With regard to the latter aspect, the
Commission is invited to prepare and
regularly update a briefing package for
engagement with priority third coun-
tries, including relevant data on the
level of law enforcement and judicial
cooperation. This briefing package
can be used in diplomatic contacts
with the respective third country. In ad-
dition, the Commission and Member
States are invited to organise dedicat-
ed “Team Europe” dialogues with prior-
ity third countries, with the presence of
high-level representatives of the Com-
mission and relevant Member States,
to specifically discuss how to improve
judicial cooperation on all sides. (TW)

Cybercrime

IOCTA 2024

In July 2024, Europol published the
10th edition of its Internet Organised
Crime Threat Assessment (IOCTA).
For the 2023 report —eucrim 2/2023,
145-146.

The I0OCTA 2024 offers an in-depth
assessment of the key developments,
changes, and emerging threats in cy-
bercrime during the year 2023. The
report’s five chapters cover crypto-
currencies and the dark web, cyber-
attacks, child sexual exploitation, on-
line payments and fraud, and what to
expect in the near future.

Millions of victims across the EU are
attacked and exploited online on a dai-
ly basis, with small and medium-sized
enterprises (SMEs) being increasingly
targeted, as they tend to have fewer cy-
ber defences. According to the report,
the following were the biggest threats
over the past year:

An ever-growing volume of online
child sexual abuse material (CSAM)
including cases of Al-assisted, Al-al-
tered, and Al-generated CSAM;

Investment, business email com-
promise (BEC), and romance fraud as
well as digital skimming;

Al-based tools and services becom-
ing common tools for cybercriminals
and a prominent commodity in the
crime-as-a-service (CaaS) market,
helping fraudsters to refine their social
engineering capabilities;

Ransomware groups splitting up
and reorganising under different guis-
es.

Key enablers of cybercrime include
the dark web, cryptocurrencies and
underground banking as well as cyber-
criminal abuse of legitimate end-to-
end encryption (E2EE) messaging.

Looking at criminal actors, the re-
port finds that the number of cyber-
criminals entering the market contin-
ues to grow steadily, comprising both
lone actors and networks with vari-
ous levels of expertise and capability.
They operate from both within the EU
and from third countries. Providers of
ransomware-as-a-service (RaaS) com-
pete for the services of high-level af-
filiates and developers, with some af-
filiates beginning to develop their own
ransomware to lower their depend-
ence on RaaS providers. Notably, the

majority of criminals are young and
unaware of the legal consequences of
what they see as a mere challenge or
game, even though their crimes have
far-reaching implications for their own
futures.

The report highlights the need for
a renewed focus on offender preven-
tion that addresses cybercrime at its
core, leading to more sustainable and
long-term solutions. It therefore rec-
ommends addressing the root causes
that drive individuals to engage in cy-
bercriminal activity, such as lack of
awareness, financial incentives, and
socio-economic factors. Cyber Offend-
er Prevention (COP) is therefore seen
as a key strategy, alongside investiga-
tive measures, in effectively combat-
ting cybercrime. (CR)

Council Conclusions on the Future

of Cybersecurity

On 21 May 2024, the Council adopted
a comprehensive set of conclusions
aimed at strengthening cybersecurity
across the EU, underlining the need
for a more resilient and secure digital
landscape. Recognizing the increasing
scale, complexity, and frequency of cy-
ber threats, exacerbated by global geo-
political tensions, the Council stressed
the critical importance of cybersecu-
rity for the functioning of modern soci-
ety and the economy. The conclusions
outline the future direction for EU cy-
bersecurity, focusing on several key
areas:

Implementation and harmonisation:
The Council emphasises the need for
effective implementation of existing
cybersecurity frameworks, in particu-
lar newly established rules such as
the Directive on Network and Infor-
mation Security (NIS 1) and the Cyber
Resilience Act. Harmonised standards
and certifications are highlighted as
crucial to reducing administrative bur-
dens and ensuring consistent security
measures across Member States. The
Council cautions against the fragmen-
tation of cybersecurity rules across
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different sectors and calls for a coher-
ent and unified approach to cybersecu-
rity policy.

Support for SMEs and innovation:
Small and medium-sized enterprises
(SMEs) often lack the resources to
implement robust cybersecurity meas-
ures. The Council calls for measures to
facilitate compliance, reduce adminis-
trative burdens, and provide practical
guidance to help SMEs improve their
cybersecurity standing. In addition, the
Commission and relevant bodies are
urged to stimulate investment in cyber-
security research and development, in
particular through the European Cyber-
security Competence Centre (ECCC).

International cooperation: The Coun-
cil underscores the importance of in-
ternational cybersecurity cooperation,
in particular with third countries and
international organisations such as
NATO, the UN, and the Organisation for
Security and Co-operation in Europe
(OSCE). It points out the need for a
strong external cybersecurity policy to
complement internal efforts and em-
phasises the importance of transat-
lantic cooperation and initiatives such
as the EU-US Joint Cyber Safe Product
Action Plan. The Council also calls for
increased engagement with countries
outside the EU to combat cybercrime
and improve global cyber resilience.

Addressing emerging threats: The
conclusions acknowledge the poten-
tial benefits that technologies such
as artificial intelligence (Al), quantum
computing, and 6G technology could
bring to cybersecurity. But they also
recognise the challenges posed by
such emerging and potentially disrup-
tive technologies, namely the need
for careful risk management and the
development of concrete initiatives to
address these new threats. The tran-
sition to Post-Quantum Cryptography
(PQC) is identified as a priority in order
to protect sensitive information from
future quantum threats.

Strengthening institutional frame-
works: EU cybersecurity institutions,
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such as the European Union Agency for
Cybersecurity (ENISA), the ECCC, and
the network of Computer Emergency
Response Teams (CERTs) should be
further strengthened. Reforms should
include a clear delineation of roles and
responsibilities between these bodies
to avoid duplication and ensure effec-
tive coordination. The importance of
sufficient funding and skilled cyberse-
curity experts to support these institu-
tions is also emphasised.

Cybersecurity crisis management:
The conclusions address the need for
a robust cybersecurity crisis manage-
ment framework, building on existing
structures and ensuring seamless co-
ordination across sectors and borders.
The Commission is invited to propose
a revised Cybersecurity Blueprint that
takes into account the current com-
plex threat landscape, enhances co-
operation, and breaks down silos be-
tween organisations.

Private sector engagement: Recog-
nising the key role of the private sector
in securing digital infrastructure, the
Council calls for greater cooperation
between public authorities and private
companies. This includes promoting
information sharing, supporting SMEs,
and developing joint initiatives to miti-
gate cyber threats.

The Council’s conclusions that in-
clude important cybersecurity princi-
ples will be the basic framework for
future action with the aim of strength-
ening the EU's collective ability to
protect, detect, and respond to cyber
threats/attacks. The Council invited
the European Commission and the
High Representative to review and up-
date the 2020 EU Cybersecurity Strat-
egy to ensure that it remains fit for
purpose in light of the evolving threat
landscape. (AP)

Operation Endgame Takes Down
Droppers

Between 27 and 29 May 2024, with
the support of Europol and Eurojust,
authorities from France, Germany,

the Netherlands, and many more EU
and non-EU States as well as private
partners conducted the largest ever
operation against botnets: Operation
Endgame. The action included arrests,
suspect interviews, searches, seizures,
and takedowns of servers and do-
mains. As a result, four persons were
arrested, over 100 servers taken down
worldwide, and droppers such as Ice-
dID, SystemBC, Pikabot, Smokeloader
and Bumblebee were shut down. Sev-
eral cybercriminals were added on “Eu-
rope’s Most Wanted” list.

Malware droppers are a type of mali-
cious software designed to install other
malware onto a target system. Droppers
constitute the first step in an infection
chain entering systems through various
channels, such as email attachments,
compromised websites, or bundled with
legitimate software. The dropper subse-
quently installs the malware onto the
victim's computer. The dropper itself
is designed to avoid being detected by
security software. Having “dropped”
the malware, the dropper will either re-
main inactive or remove itself to evade
detection, leaving the payload to carry
out the intended malicious activities.

A dedicated website will continue
reporting about the results and further
actions of Operation Endgame.

The operation was part of the EM-
PACT cycle — the European permanent
platform to identify, prioritise, and ad-
dress threats posed by organised and
serious international crime (—eucrim
1/2022, 35) (CR)

Terrorism

New EU Knowledge Hub on
Prevention of Radicalisation

On 17 June 2024, the European Com-
mission launched a significant new
initiative aimed at preventing radicali-
sation: the EU Knowledge Hub on Pre-
vention of Radicalisation. The creation
of the EU Knowledge Hub was first
outlined in the EU Counter-Terrorism
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Agenda 2020. Building on the achieve-
ments of the Radicalisation Awareness
Network (RAN), the Knowledge Hub is
designed to support a wide range of
stakeholders, including policymak-
ers, practitioners, and researchers, by
providing a collaborative platform for
working together at the EU level.

The launch event was opened by
Commissioner for Home Affairs, Ylva
Johansson, and the Belgian Minister of
the Interior, Annelies Verlinden. Several
critical topics were discussed:

The challenge of addressing lone
actors dealing with mental health is-
sues, emphasizing the need for a mul-
ti-stakeholder approach;

The effect of geopolitical conflicts,
such as Russia’s war of aggression
against Ukraine and the ongoing situ-
ation in the Middle East, on European
societies;

The radicalisation of minors, with a
particular focus on the ways in which
extremist groups exploit vulnerable
youth, and the crucial role of families
and schools in fostering a sense of be-
longing and inclusion.

The EU Knowledge Hub will engage
in a range of activities that extend be-
yond mere awareness-raising. These
activities include:

Organising thematic panels for ex-
perts to collaborate on priority topics;

Facilitating project-based collabora-
tions led by Member States;

Hosting workshops, study visits,
and tailored support services;

Offering training, mentoring, and job
shadowing opportunities;

Conducting research and foresight
analysis.

The Knowledge Hub will facilitate
EU cooperation in preventing radicali-
sation, thereby providing support to
Member States and priority third coun-
tries in addressing this challenge. (AP)

Actions against Terrorist
Communication and Propaganda

In mid-June 2024, a major operation
shared between law enforcement and

judicial authorities across Europe and
in the United States led to the take-
down of numerous servers used for
terrorist communication and propa-
ganda as well as to the arrests of nine
persons. The websites and communi-
cation channels — such as radio sta-
tions, a news agency, and social media
— supported multiple media outlets
linked to the Islamic State (IS). They
were available in at least 30 languages
and had a global reach.

Europol’'s European Counter Terror-
ism Centre supported the operation
with its range of services and exper-
tise and organised several operational
meetings. Eurojust organised a dedi-
cated coordination meeting and as-
sisted with the execution of ElIOs and
MLA requests.

The joint action is the latest in a se-
ries of joint efforts, dating back to the
year 2016, which aim to disrupt the on-
line activities of the so-called Islamic
State. (CR)

Trafficking in Human Beings

New Directive to Strengthen Anti-
Human Trafficking
After negotiators from the European
Parliament and the Belgian Coun-
cil Presidency reached a provisional
agreement in January 2024, the re-
vised EU rules on preventing and com-
bating human trafficking have been
finalised: “Directive (EU) 2024/1712
of the European Parliament and of the
Council of 13 June 2024 amending
Directive 2011/36/EU on preventing
and combating trafficking in human
beings and protecting its victims” was
published in the Official Journal on 24
June 2024. The proposal to update the
EU law on the prevention and combat
of trafficking in human beings was ta-
bled by the Commission in December
2022 (—eucrim 4/2022, 249).

The Directive considerably changes
or modifies the provisions of the EU’s
2011 anti-human trafficking directive

that set minimum rules for the defini-
tion of criminal offences and sanctions
at the national level. The new rules are
designed to further reinforce the fight
against human trafficking across the
EU by broadening its scope. The key
features of Directive 2024/1712 are:

Forced marriage, illegal adoption,
and surrogacy are explicitly mentioned
as forms of exploitation falling under
the umbrella term “trafficking.” The
exploitation of women in surrogacy
arrangements (i.e. a woman agrees
to deliver a child on behalf of another
person or couple to become the child’s
parent(s) after birth), whereby they are
forced to act/misled into acting as sur-
rogates, would henceforth be subject
to penalties under EU law.

Member States are obliged to make
it a criminal offence if a person who
uses the service provided by a traffick-
ing victim knows that the person is a
victim of trafficking. The intention is
to reduce the demand that drives ex-
ploitation by holding users to account.
In such cases, Member States need to
ensure that this offence is punishable
by effective, proportionate and dissua-
sive penalties.

It is ensured that the new types of
exploitation (forced marriage, illegal
adoption and surrogacy) will fall under
the penalty thresholds defined in Direc-
tive 2011/36 (maximum of at least five
years of imprisonment and maximum
of at least ten years of imprisonment
for aggravated cases).

Member States must regard two
new situations as aggravating circum-
stances: a) the fact that the offence
was committed by public officials in
the performance of their duties; b) the
fact that the perpetrator facilitated or
committed, by means of information
and communication technologies, the
dissemination of images or videos
or similar material of a sexual nature
involving the victim (while Member
States can also define this conduct as
a separate criminal offence with more
severe penalties).
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Legal entities, such as companies,
held accountable for trafficking offenc-
es, would be subject to more stringent
penalties, including exclusion from
public tenders, grants, concessions
and licences, and the withdrawal of
permits and authorisations to pursue
activities which have resulted in com-
mitting the offence.

The possibilities of non-prosecution
of and non-application of penalties to
victims of trafficking are expanded.
Hence, victims of trafficking should
not, for instance, be held responsible
for administrative offences related to
prostitution, begging, loitering or un-
declared work. This should encourage
victims to report crimes and seek sup-
port or assistance.

The support provided to victims has
been reinforced, requiring the establish-
ment of national anti-trafficking coordi-
nators and formal referral mechanisms.
These measures would guarantee the
prompt identification of victims and the
delivery of assistance, particularly for
the most vulnerable individuals, includ-
ing women, children, and those requir-
ing international protection.

Other novel issues of the Directive
include improvements on the protec-
tion of victims of trafficking who may
be in need of international protection
and strengthened rules on the assis-
tance and support of child victims of
trafficking in human beings. Regard-
ing compensation, victims of traffick-
ing in human beings will have access
to existing schemes of compensation
to victims of violent crimes of intent.
Member States may establish a nation-
al victims fund for paying compensa-
tion to victims. As regards prevention,
Member States must take appropriate
measures, such as education, training
and campaigns, with specific attention
to the online dimension.

Directive 2024/1712 entered into
force on 14 July 2024. It is incumbent
upon Member States to transpose the
new rules into their national legisla-
tions by 15 July 2026.

126 | eucrim 2/2024

The reform of the 2011 anti-human
trafficking Directive has been one of
the key priorities for the Commis-
sion, as laid down in the EU Strategy
on Combatting Trafficking in Human
Beings in the period of 2021-2025
(—eucrim 2/2021, 92). (AP/TW)

EDPS Raises Concerns Over Planned
Police Cooperation in Migrant
Smuggling

The European Data Protection Super-
visor (EDPS) published an Opinion on
the proposed Regulation to enhance
police cooperation to prevent, detect,
and investigate the smuggling of mi-
grants and the trafficking of human
beings, and to reinforce the role of the
EU Agency for Law Enforcement Co-
operation (Europol) in preventing and
combating these crimes.

The Commission made the propos-
al on 28 November 2023 (—eucrim
3/2023,257-258); it aims to strength-
en Europol’s role in the fight against
migrant smuggling and human traf-
ficking by bolstering the European
Centre Against Migrant Smuggling at
Europol. It is part of a broader effort
by the EU to modernize its approach
to combating these crimes, given
their growing complexity and cross-
border nature.

However, while the EDPS acknowl-
edges that the fight against migrant
smuggling and trafficking in human
beings represents significant public in-
terest and justifies certain limitations
on individual rights, it emphasizes that
the necessity and proportionality of
the proposed measures must be rigor-
ously assessed.

» The EDPS’ key concerns:

Processing of biometric data and
facial recognition: The proposal in-
cludes provisions for Europol to sup-
port Member States in the effective
processing of biometric data, includ-
ing facial recognition technologies.
The EDPS raises concerns about the
expanded use of such sensitive data,
particularly in terms of ensuring the

strict necessity and proportionality
of their use. Biometric data, by its na-
ture, poses a high risk to privacy and
personal security, and the EDPS un-
derscores the need for clear, binding
safeguards to prevent misuse. This
includes mechanisms to ensure the
quality of biometric data, especially
when processed using automated sys-
tems like facial recognition, which may
involve significant risks of error and
bias.

Role of Frontex: The proposal seeks
to strengthen cooperation between
Europol and the European Border and
Coast Guard Agency (Frontex), par-
ticularly in operations against migrant
smuggling. The EDPS cautions against
blurring the lines between Frontex’s
core tasks of border management and
law enforcement activities. There is
concern that, without clearer bounda-
ries, Frontex could effectively become
a law enforcement agency, a role for
which it is not designed.

Data transfers to third coun-
tries: The proposal allows Europol to
transfer personal data to third coun-
tries under certain conditions, even
in the absence of an adequacy deci-
sion or appropriate safeguards, using
derogations. The EDPS is particularly
concerned about the risk of regular
or systemic use of such derogations,
which could undermine the protection
of personal data when shared with
countries that do not have equivalent
data protection standards.

Investigative non-coercive meas-
ures: The proposal introduces new
provisions that would allow Europol
to carry out investigative non-coercive
measures related to data processing,
particularly when providing opera-
tional support to Member States. The
EDPS stresses the importance of de-
fining clear data processing responsi-
bilities between Europol and the con-
cerned Member States.

Absence of an impact assess-
ment: One of the EDPS’s primary con-
cerns is the lack of an impact assess-
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ment accompanying the proposal.
Given the sensitive nature of the data
involved, particularly biometric data,
and the vulnerability of the individuals
affected (e.g., migrants and victims
of trafficking), the absence of such an
assessment is problematic. The EDPS
highlights that this omission makes it
difficult to fully evaluate the necessity
and proportionality of the proposed
measures.

Potential impact on fundamental
rights: The EDPS notes that the pro-
posal remains vague on the actual
impact that the new provisions may
have on fundamental rights, particu-
larly the right to privacy and data pro-
tection. Although the proposal aims
to combat serious crimes like human
trafficking and migrant smuggling, it
is essential that any measures taken
do not disproportionately infringe
upon the rights and freedoms of indi-
viduals.

» Recommendations for mitigating
data protection risks:

The EDPS offers several recommen-
dations to address the data protection
risks posed by the proposal:

Adopt clear, binding rules for bio-
metric data processing: Mechanisms
must be established to mitigate the
risks associated with processing bio-
metric data. These should include
strict rules governing the necessity,
proportionality, and quality of the data
being processed, particularly by Eu-
ropol.

Clarify Frontex’s role: The EDPS
urges that Frontex’s role in supporting
Europol and Member States in com-
bating migrant smuggling be clearly
defined to prevent mission creep and
ensure that Frontex does not become
a law enforcement body.

Limit the use of derogations for
data transfers: The EDPS recom-
mends modifying the proposal to pre-
vent the systemic use of derogations
for data transfers to third countries,
ensuring that such measures remain
the exception.

Define responsibilities for data pro-
cessing: Europol and Member States
must clearly define their respective re-
sponsibilities when Europol is involved
in operational support, ensuring ac-
countability in data protection matters.

Conduct an impact assessment: The
EDPS strongly advises that an impact
assessment be carried out to properly
evaluate the potential effects of the
proposal on fundamental rights, par-
ticularly given the sensitive nature of
the data at stake.

While the EDPS acknowledges the
importance of reinforcing Europol’s
role in combating migrant smuggling
and human trafficking, it emphasizes
that any expansion of powers must be
balanced with adequate protections
for the fundamental rights of individu-
als. The necessity and proportionality
of new measures, particularly those in-
volving biometric data processing and
cross-border data transfers, must be
carefully considered. By implementing
the recommendations provided, the
EU can ensure that its efforts to com-
bat serious crime do not come at the
expense of personal privacy and data
protection. (AP)

Procedural Law

Procedural Safeguards

ECJ: Criminally Prosecuted Minors
Must Have Lawyer’s Assistance
during First Police Questioning

In its judgment of 5 September 2024,
the ECJ ruled that several provisions
of the Polish Code of Criminal Proce-
dure and legal practices are incompat-
ible with the rights of minors charged
with a criminal offence. These rights
are mainly enshrined in Directive
2016/800 on procedural safeguards
for children who are suspects or ac-
cused persons in criminal proceed-
ings. Hence, a lawyer's assistance
must be guaranteed during the first

police hearings. The ECJ also clarified
the consequences of infringements of
rights for the criminal proceedings.

» Facts of the case and questions
referred

In the case at issue (Case C-603/22,
M.S. and Others), the District Court of
Stupsk, Poland, referred several ques-
tions on the effectiveness of proce-
dural guarantees and the conclusions
to be drawn from possible incompat-
ibility with EU rules in a criminal case
involving three minors. Polish law
enforcement authorities brought the
three minors to court charging them
with having broken into the buildings
of a disused former holiday centre. At
the material time the suspects were 17
years old. It was found that neither the
minors nor their parents had been in-
formed of the conduct of criminal pro-
ceedings, one minor only received a
document with general information on
the rights and obligation of a suspect
in criminal proceedings without spe-
cific reference to the rights of children.
The questionings by the police were
conducted in the absence of a lawyer.
The police also made no efforts to get
benefits from a court-appointed law-
yer in the pre-trial phase of the criminal
proceedings.

Against this background, the refer-
ring court asked several questions on
the correct transposition of the EU’s
procedural rights directives into Pol-
ish law, the consequences to be drawn
from the failure to implement correctly
EU law, given the direct effect of the
provision in the directives, and the
effectiveness of remedies to ensure
protection of suspected or accused
children.

» Mandatory assistance by a lawyer
during police questionings

The ECJ first examined the scope
of the guarantees for access to a law-
yer included in Art. 6(1)-(3) of Direc-
tive 2016/800. The ECJ stated the
following:

Unlike Art. 9 of Directive 2013/48,
which regulates access to lawyer by
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suspects or accused persons who are
not children, Directive 2016/800 does
not provide for the possibility for chil-
dren to waive their right to be assisted
by a lawyer;

The national law of the Member
States must ensure in relation to le-
gal aid guarantees the effective ex-
ercise of the right to be assisted by
a lawyer (Arts. 18 and 6 of Directive
2016/800);

Children who are suspects or ac-
cused persons must be afforded the
practical and effective opportunity
under national law to be assisted by a
lawyer, before they are first questioned
by the police or by another law en-
forcement or judicial authority and, at
the latest, from the time of that ques-
tioning;

A child must be entitled to a court-
appointed lawyer who assists him/her
during that questioning;

Questionings cannot be carried out
if the child concerned does not actu-
ally receive such assistance;

The questioning of the child, or oth-
er investigative or evidence-gathering
acts, must be postponed for a reason-
able period of time in order to allow for
the presence of a lawyer or, where the
child has not nominated a lawyer, to ar-
range a lawyer for the child;

Derogations from the right to be
assisted by a lawyer as provided for
in Art. 6(6)—(8) of Directive 2016/800
can only be justified if the particular
circumstances of each case are taken
into account in the best interest of the
child.

Therefore, derogations, in a gen-
eral and abstract manner, in the con-
text of national legislation, from the
right of children who are suspects or
accused persons to be assisted by a
lawyer in the pre-trial phase cannot be
permitted. Against this background,
the Polish legislation that does not
provide for the mandatory presence of
a lawyer for suspected children during
their questioning (in particular at the
pre-trial stage), foresees that children
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who are not detained must expressly
request to be assisted by a lawyer, and
allows the continuance of the ques-
tioning of children in the absence of
such a lawyer are incompatible with
Art. 6(1)-(3) of Directive 2016/800.

» Access to lawyer for children
becoming 18 years old during the
proceedings

Second, the ECJ examined the Pol-
ish court practice (based on Article
79(1)(1) of the Polish CCP) that the
participation of a lawyer in the pro-
ceedings is no longer mandatory once
the accused or suspected person has
reached the age of 18, which has the
effect of automatically releasing the
court-appointed lawyer from his or her
mandate.

The ECJ found that such an “auto-
matic loss” of the rights conferred on
minors by EU law would counter the
provisions of the Directive that ensure
that the benefits of the rights (in par-
ticular access to a lawyer) must con-
tinue if all the circumstances of the
case, including the maturity and the
vulnerability of the persons concerned,
deem this necessary. Such assess-
ment is not ensured by the Polish prac-
tice which is therefore incompatible
with Directive 2016/800.

» Right to information on lawyer’s
assistance

Third, given that Polish law does not
provide for specific rules on the infor-
mation of suspected and accused chil-
dren, the ECJ clarified the point in time,
scope, and form of information on the
rights that children who are suspects
or accused persons in criminal pro-
ceedings, and the holder of parental
responsibility, are to receive. The ECJ
noted that minors must be informed
of their procedural rights as soon as
possible, at the latest before they are
first questioned. The information must
be communicated in a simple and ac-
cessible way, adapted to their specific
needs. A standard document, intended
for adults (as done in Polish practice),
does not meet those requirements.

» Consequences of incompatibility
of the national law

After having found that the Polish
legislation does not comply with the
procedural safeguards provided for in
Directive 2016/800, the ECJ also gives
guidance to the referring court on how
it can ensure the effectiveness of the
Union law. It reiterates its general case
law that the principle of the primacy of
Union law requires, inter alia, national
courts to interpret, to the greatest
extent possible, their national law in
conformity with EU law. If it is impos-
sible to interpret national legislation in
compliance with the requirements of
EU law, the national court, if necessary,
must disapply of its own motion any
national legislation or practice, which
is contrary to a provision of EU law
with direct effect. The national court
is not obliged to request or await the
prior setting aside of such national
legislation or practice by legislative or
other constitutional means. In view of
the clear, precise and unconditional
wording of the provisions of the Direc-
tive 2016/800 relevant in the case at
issue, a direct effect can be affirmed.
» Exclusion of evidence?

Lastly, the ECJ answered the ques-
tion as to whether the Member State’s
obligation to ensure that children who
are suspects or accused persons in
criminal proceedings have an effective
remedy under national law in the event
of a breach of their rights under Direc-
tive 2016/800 (Art. 19) allows a court
to declare as inadmissible incriminat-
ing evidence contained in statements
made by a child during questioning by
the police in breach of the right of ac-
cess to a lawyer (provided for in Art. 6
of Directive 2016/800).

Having regard on its previous case
law, the ECJ stressed that the guaran-
tee of an effective remedy does not
imply exclusionary rules for evidence.
It remains for national law alone to de-
termine the rules relating to the admis-
sibility of evidence obtained in breach
of rights conferred by Union law. How-



ever, the deciding national court must
be able to give specific expression to
the fundamental rights to a fair trial
and to respect for the rights of the de-
fence; in particular, it must be able to
assess the probative value of evidence
obtained in contravention of the re-
quirements of EU law.
> Putin focus

The new judgment from Luxem-
bourg on the interpretation of the EU’s
rules conferring procedural rights
strengthens the position of lawyers in
criminal proceedings against minors.
It stresses that minors must have con-
crete and effective opportunities to be
assisted by a lawyer. Questionings by
the law enforcement authorities with-
out a lawyer are inadmissible. In addi-
tion, the protection granted by the EU’s
procedural safeguards does not end if
the person concerned reaches the age
of majority, but it is for the national
authorities to ensure assessment of
vulnerability and maturity. Lastly, the
judges in Luxembourg stressed that
minors (and their parents) must be
informed of their procedural rights
as soon as possible and at the latest
before their first questioning. The rel-
evant information must be provided
in a simple and comprehensible form
that is adapted to their specific needs.

However, the case also shows that
obvious breaches of the guarantees
conferred on children by Union law
should entail uniform consequences
in the EU. As Union law stands at the
moment, this is not the case. Hence,
the Union legislator is called upon to
reinforce plans to harmonise the rules
on the inadmissibility of evidence
(»L. Bachmaier, Mutual Admissibility
of Evidence and Electronic Evidence in
the EU — A New Try for European Mini-
mum Rules in Criminal Proceedings?
eucrim 2/2023, 223-229). (TW)

ECJ Ruled on Waiver of Right to Legal
Representation

On 14 May 2024, the Court of Justice
of the European Union (ECJ) issued a

ruling clarifying the interpretation and
application of Directive 2013/48/EU,
which deals with the right of access to
a lawyer in criminal proceedings.

The case (C-15/24 PPU, Stachev)
concerned a Bulgarian national, CH,
who had been arrested and accused of
committing violent robberies. Upon his
arrest, CH signed a statement waiving
his right to a lawyer, despite being illit-
erate and not fully informed about the
consequences of this waiver. During
subsequent police interrogations and
investigative actions, CH did not have
legal representation, which raised con-
cerns about the fairness of the pro-
ceedings.

The Sofia District Court posed sev-
eral questions to the ECJ on the com-
patibility of the waiver of the right of
access to a lawyer with the Directive
and the consequences of the waiver.
The ECJ addressed these issues as
follows:

Non-transposition of directive provi-
sions: The ECJ ruled that national au-
thorities cannot rely on Art. 3(6)(b) of
Directive 2013/48/EU, which allows for
temporary derogation from the right to
a lawyer in exceptional circumstances,
if that provision has not been properly
transposed into national law. In this
case, the Bulgarian authorities could
not invoke this derogation because it
was not part of Bulgarian law.

Validity of the waiver: The ECJ
found that CH'’s waiver of his right to
a lawyer was invalid. For a waiver to
be valid under Art. 9(1) of Directive
2013/48, the suspect must be fully
informed, in clear and understand-
able language, about the content of
the legal right and the possible conse-
quences of waiving it. Additionally, the
waiver must be documented properly.
In CH's case, these conditions had not
been met, particularly because of his
illiteracy and the lack of an adequate
explanation of the consequences.

Requirement to re-inform: The ECJ
also held that if a vulnerable person,
such as CH, waives their right to a

lawyer, authorities must remind them
of the possibility to revoke this waiver
before each significant investigative
act, particularly those that could have
a substantial impact on the person’s
rights and interests.

Assessment of evidence: The ECJ
emphasised that national courts must
have the ability to assess whether
evidence obtained in violation of the
right to a lawyer was used in the pro-
ceedings. Specifically, when a court
is deciding on the appropriateness of
a pre-trial detention measure, it must
consider whether any evidence was ob-
tained in breach of Directive 2013/48/
EU. If such evidence was obtained, the
court must ensure that the fairness of
the proceedings is not compromised.
The ECJ ruled that national case law
preventing courts from excluding evi-
dence obtained in violation of the Di-
rective is incompatible with EU law.

In conclusion, the ECJ underscored
the importance of ensuring that sus-
pects’ rights are fully protected, par-
ticularly in cases involving vulnerable
individuals, and that any procedural
breaches are appropriately addressed
in order to maintain the fairness of
criminal proceedings. (AP)

ECJ Ruled on Right to Trial
Participation via Videoconference
On 4 July 2024, the Court of Justice
of the European Union (ECJ) issued
its judgment in Case C-760/22 (FP
and Others), addressing whether the
participation of an accused person in
a criminal trial via videoconference at
his express request is precluded by EU
law, in particular Art. 8(1) of Directive
2016/343 on the presumption of inno-
cence and the right to be present at the
trial in criminal proceedings.
» Background of the case

The case arose out of criminal pro-
ceedings in Bulgaria, in which several
individuals were accused of participat-
ing in a criminal organisation involved
in tax fraud. One of the defendants par-
ticipated in the initial trial hearings via
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videoconference, because he lived and
worked in the United Kingdom. Bulgar-
ian law permitted remote participation
during the COVID-19 pandemic, but the
relevant provision had expired by the
time the defendants requested contin-
ued participation via videoconference.

The Sofia City Court referred to the
ECJ the question of whether allowing
to participate in the hearings of the tri-
al via videoconference at the accused
person’s express request is precluded
by Art. 8(1) of Directive 2016/343 which
Guarantees the right to be present at
one’s trial.

» The ECJ'’s decision

The ECJ first noted that the right to
be present at trial is a fundamental as-
pect of a fair trial, as set out in the Di-
rective and corresponding provisions
of the European Convention on Human
Rights (ECHR). The Court emphasised
that the Directive does not fully harmo-
nise all aspects of criminal procedure
throughout the EU, but instead sets
minimum standards.

Second, the ECJ clarified that, while
the Directive guarantees the right to
be physically present at trial, it does
not explicitly prohibit the use of vide-
oconferencing if the defendant so
wishes. Therefore, the Directive does
not prevent Member States from al-
lowing participation via videoconfer-
ence in accordance with national law,
provided that the fairness of the trial is
maintained.

In their reasoning, the judges in Lux-
embourg referred to the ECtHR, which
has held that videoconferencing can
be compatible with the right to a fair
trial, provided that the applicant is able
to follow the proceedings and be heard
without technical hindrance and that
effective and confidential communica-
tion with a lawyer is provided for.
> Putin focus

The ECJ concluded that Art. 8(1) of
Directive 2016/343 does not preclude
an accused person from participating
in his or her trial by videoconference
if he or she expressly requests to do

130 | eucrim 2/2024

so, provided that all necessary safe-
guards are in place to ensure that the
trial remains fair. This interpretation
allows for flexibility as to the way in
which Member States implement the
right to be present at trial — taking into
account modern technologies while
respecting fundamental rights.

The ECJ judgment reinforces the
principle that, although EU law sets
certain minimum standards for proce-
dural rights, it allows Member States
to use different methods, such as vide-
oconferencing, as long as the funda-
mental rights of the accused are pro-
tected. (AP)

ECJ: No Ruling on Defendant’s Right
to Participate via Videoconference
in Cross-Border Cases

In its judgment in the Joined Cases
C-255/23 and C-285/23 (AVVA and
Others), the ECJ clarified on 6 June
2024 that it will not rule on the question
whether Union law confers defendants
a right to participate at trial remotely
via videoconference. The requests for
a preliminary ruling stem from the Eco-
nomic court in Lativa which tries of-
fences of organised large-scale fraud
and money laundering. The court
requested interpretation of Directive
2014/41 regarding the European In-
vestigation Order (EIO) and Directive
2016/343 on the presumption of in-
nocence because defendants in the
main criminal proceedings, who reside
in Lithuania and Germany respectively,
claimed that they have a right to par-
ticipate at trial via videoconference
(without an EIO being issued).

Given that the referring court contin-
ued the hearings against the defend-
ants in the main proceedings after the
launch of the reference for preliminary
ruling, the ECJ found that there is no
need to rule on the request anymore.
After the reference for a preliminary
ruling, national courts can only con-
tinue the main proceedings to carry
out procedural acts which concern
aspects not linked to the questions re-

ferred. However, the procedural steps
taken by the Economic court at issue
have been steps that prevent the court
from complying with a possible ECJ
judgment. (TW)

Data Protection

ECJ Ruled on Data Retention
of IP Addresses in Piracy Cases

In its landmark judgment of

30 April 2024, the ECJ speci-

fied the requirements for the
access to retained identification data
on the basis of IP addresses. With this
judgment, the ECJ partly deviates from
its strict approach on data retention
and admits law enforcement access
to identity data in order to combat
criminal offences of piracy in the inter-
net. The case is officially referred as
C-470/21, La Quadrature du Net and
Others — and lutte contre la contrefa-
¢on and unofficially as “La Quadrature
du Net II".
» The complaints before the French
courts

The case relates to complaints by
four data protection associations be-
fore French courts seeking annulment
of a French decree that allows data
processing operations in favour of or
by the “Haute Autorité pour la diffu-
sion des ceuvres et la protection des
droits sur internet” (High Authority for
the dissemination of works and the
protection of rights on the internet” -
“Hadopi”). These operations are con-
sidered necessary to effectively com-
bat copyright offences committed in
the internet.

The proceedings in France have two
peculiarities: First, the data processing
operations are twofold: In a first opera-
tion, rightholder organisations collect
IP addresses which appear to have
been used on peer-to-peer websites
to commit offences against the pro-
tected works in the internet; after re-
ferral of these IP addresses to Hadopi,
Hadopi requests the internet service
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providers to match the IP addresses
with civil identity data of its holder
(second operation).

The second peculiarity is that these
identity data are used by Hadopi for a
“graduated response” in an administra-
tive procedure: Hadopi first sends “rec-
ommendations” to the copyright of-
fender (subscriber), which are similar
to warnings; in case of a repetition of
the offending conduct detected, Hado-
pi notifies the subscriber that the con-
duct is liable to constitute a copyright
offence of “gross negligence”; and
lastly, Hadopi can refer a case to the
public prosecution service of conduct
that may constitute such an offence of
counterfeiting.

It is also noted that the French de-
cree has not included a prior review by
ajudge or an authority offering guaran-
tees of independence and impartiality.
» The questions referred by the
Conseil d’Etat

The Conseil d'Etat, France, asked
the ECJ whether the data processing
operations are in line with EU law, in
particular Art. 15 of Directive 2002/58/
EC (Directive on privacy and electronic
communications/e-privacy Directive),
read in the light of the Charter of Fun-
damental Rights of the European Union
(“the Charter”). Doubts mainly arose as
to whether the French legislation falls
within one of the exceptions to the ban
of the retention of personal data in a
general and indiscriminate manner.
Such exceptions were mainly estab-
lished in the ECJ’s judgment of 6 Octo-
ber 2020 in La Quadrature du Net and
Others (—eucrim 3/2020, 184-186), in
which the ECJ decided, inter alia, that a
general and indiscriminate data reten-
tion regime relating to the civil identity
of users of electronic communications
systems for the purposes of combat-
ing crime is not precluded by EU law.

Furthermore, the Conseil d’Etat
referred to the ECJ’'s judgment in
Tele2 Sverige and Watson (—eucrim
4/2016, 164), in which a prior review
by a court or an independent admin-

istrative authority is requested for
the access of retained data by the
competent authority. However, the
French court also points out that, in
the present case, such prior review is
nearly impracticable considering the
high volume of civil identity data that
Hadopi as competent authority col-
lects each year.

» Further background of the case

For more background information,
see also the two opinions by Advo-
cate General Szpunar, summarised in
eucrim 3/2022, 190-191 and eucrim
2/2023, 150. The second opinion had
to be issued after the case was re-
ferred from the Grand Chamber to
the Full Court of the ECJ (i.e., all 27
judges) and the Full Court decided to
reopen the oral part of the procedure.
» The ECJ’s first approach in the
judgment

The ECJ, sitting as Full Court, first
reiterates its previous case law on
the retention of data relating to civil
identity and the associated IP ad-
dresses. The ECJ states that the
general and indiscriminate retention
of IP addresses does not necessar-
ily constitute, in every case, a serious
interference with the rights to respect
for private life, protection of personal
data and freedom of expression guar-
anteed by the Charter.

The obligation to ensure such re-
tention may be justified by the objec-
tive of combating criminal offences in
general, if it is genuinely ruled out that
that retention could give rise to seri-
ous interferences with the private life
of the person concerned due to the
possibility of drawing precise conclu-
sions about that person. This could
happen, inter alia, bylinking those IP
addresses with a set of traffic or loca-
tion data. Accordingly, a Member State
can impose a respective obligation of
data retention on providers of elec-
tronic communications services, but it
must implement certain arrangements
for the retention of those data ruling
out the possibility that precise conclu-

sions could be drawn about the private
lives of the persons concerned.

The judges in Luxembourg then
specify the requirements necessary
for both the retention of data and ac-
cess to data relating to civil identity
and associated IP addresses retained
by providers of electronic communica-
tions services.

» Requirements surrounding the
retention of data relating to civil
identity

With regard to the retention of data,
the ECJ requires that national rules
provide for the following:

Ensuring that each category of data,
including data relating to civil identity
and IP addresses, is kept completely
separate from the other categories of
data retained;

Ensuring, from a technical point of
view, the genuinely watertight separa-
tion of the various categories of re-
tained data, in particular data relating
to civil identity, IP addresses, the vari-
ous traffic data other than IP address-
es and the various location data, by
means of a secure and reliable com-
puter system;

Permitting the linking of the retained
IP addresses with the civil identity of
the person concerned only through the
use of an effective technical process
which does not undermine the effec-
tiveness of the watertight separation
of those categories of data;

Subjecting the reliability of the wa-
tertight separation to regular review by
a public authority other than that which
seeks to obtain access to the personal
data retained by the providers of elec-
tronic communications services.

The ECJ clarifies in this context that
in so far as the applicable national
legislation provides for such strict re-
quirements, the interference resulting
from that retention of IP addresses
cannot be categorised as “serious”.

» Requirements surrounding access
to data relating to the civil identity

As regards access to data, the ECJ
requires that the national legislation
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must prohibit the public officials hav-
ing access to the data retained in the
above-described manner to do the fol-
lowing:

No disclosure in any form whatso-
ever of information concerning the
content of the files consulted by the
IP address holders except for the sole
purpose of referring the matter to the
public prosecution service;

No tracking in any way of the click-
stream of those holders;

No use of those IP addresses for
purposes other than the adoption of
those measures.

In that context, the Court notes in-
ter alia that, even though the freedom
of expression and the confidentiality
of personal data are primary consid-
erations, those fundamental rights are
nevertheless not absolute. In balanc-
ing the rights and interests at issue,
those fundamental rights must yield
on occasion to other fundamental
rights or public-interest imperatives,
such as the maintenance of public
order and the prevention of crime or
the protection of the rights and free-
doms of others. This is notably the
case where the weight given to those
primary considerations is such as to
hinder the effectiveness of a criminal
investigation, in particular by making
it impossible or excessively difficult to
identify effectively the perpetrator of a
criminal offence and to impose a pen-
alty on him or her.

According to the Court, it is exactly
in the context of combating criminal
offences infringing copyright or related
rights committed online that access to
IP addresses may be the only means
of investigation enabling the person
concerned to be identified. This is why
the retention of and access to those
addresses is strictly necessary for the
attainment of the objective pursued
and therefore meets the requirement
of proportionality. Moreover, not to
allow such access would carry a real
risk of systemic impunity for criminal
offences committed online.
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» The question of (judicial/quasi-
judicial) control

As to the question of adequate con-
trol, the ECJ distinguishes between
(1) the requirements of a prior review
by a court or an independent adminis-
trative body before a public authority
accesses data relating to the civil iden-
tity associated with an IP address and
(2) the requirements of control against
the risks of abuse and against any un-
lawful access to / use of those data as
well as of respective substantive and
procedural safeguards.
> Prior review by court or independent
body

Looking at the prior review, the judg-
es in Luxembourg establish the follow-
ing principles with regard to civil identi-
ty data associated with an IP address:

Prior review is only necessary if ac-
cess carries the risk of a serious inter-
ference with the fundamental rights of
the person concerned; this means if a
public authority is able to draw precise
conclusions about the private life of
that person and/or to establish a de-
tailed profile of that person;

Conversely, the requirement of prior
review is not intended to apply where
the interference with fundamental
rights cannot be classified as serious;

If a retention framework is in place
that ensures a watertight separation
of the various categories of retained
data (see above), access by the pub-
lic authority to the data relating to the
civil identity associated with the IP ad-
dresses does, as a general rule, not
constitute a serious interference with
fundamental rights and is therefore
not, in principle, subject to the require-
ment of a prior review.

However, national rules must pro-
vide for a prior review if in atypical
situations there is a risk that, in the
context of a procedure, the public au-
thority may be able to draw precise
conclusions about the private life of
the person concerned.

Applying these principles to the
concrete case, the judges in Luxem-

bourg identified such a risk if Hadopi
must decide whether or not to refer
the matter to the public prosecution
service with a view to the prosecution
of that person. This concerns cases in
which a subscriber repeatedly shows
an activity of infringing copyright or re-
lated rights. This means that a review
by a court or an independent admin-
istrative body must be incorporated
at the third stage of the graduated re-
sponse procedure. By contrast, it does
not apply to the previous stages of that
procedure; this is justified, inter alia,
because of reasons of practicability.

» Manner of prior review:

no automatisation

As regards the manner in which that
prior review is to be carried out, the
ECJ clarifies that a prior review may
in no case be entirely automate. The
reason is that, in the case of a criminal
investigation, such a review requires a
balancing between, on the one hand,
the legitimate interests relating to
combating crime and, on the other
hand, respect for private life and pro-
tection of personal data. That balanc-
ing requires the intervention of a natu-
ral person, all the more so where the
automatic nature and large scale of
the data processing in question poses
privacy risks.

» Control of abuse and data
protection safeguards

As regards the means of control
of potential abuses by the public au-
thority, the ECJ requires that the data
processing system used by the public
authority must be subject, at regular
intervals, to a review by an independ-
ent body. The purpose of that control
is to verify the integrity of the system
and the reliability in detecting potential
offending conduct.

The ECJ adds that the processing in
question must comply with the specif-
ic rules for the protection of personal
data laid down by Directive 2016/680
(“the “Law Enforcement Data Pro-
tection Directive — LED"). In the pre-
sent case, even if the public authority
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(Hadopi) does not have decision-mak-
ing powers of its own in the context of
the “graduated response” procedure, it
must be classified as a “public author-
ity” involved in the prevention and de-
tection of criminal offences and there-
fore falls within the scope of the LED.
Thus, the persons involved in such
a procedure must enjoy a set of sub-
stantive and procedural safeguards
referred to in the LED. It is for the re-
ferring court to ascertain whether the
national legislation provides for those
safeguards.

> Put in focus

The ECJ seized the opportunity to
specify the admitted exceptions for
the retention of data if it comes to IP
addresses and civil identity data. The
ECJ particularly stated that IP ad-
dresses constitute traffic data for the
purposes of Directive 2002/58, but
they are distinct from other catego-
ries of traffic data and location data.
Hence, it held that data retention in
relation to IP addresses is, in princi-
ple, far less intrusive into fundamen-
tal rights than the other categories of
data. This was already indicated in
its previous judgments on data reten-
tion, in particular the first La Quadra-
ture du Net case (—eucrim 3/2020,
184-186).

However, the judges in Luxembourg
made bluntly clear that they also see
risks and strict rules must apply if the
data can be used or linked in order
to draw precise conclusions about
the private life of the persons whose
data were concerned, for example by
establishing a detailed profile of that
person. This consequently leads to
a serious interference with the fun-
damental rights enshrined in Arts. 7
and 8 of the Charter, concerning the
protection of the privacy and personal
data of those persons, and in Art. 11 of
the Charter, concerning their freedom
of expression. Here, the national leg-
islator is obliged to provide the neces-
sary arrangements to avoid that such
scenarios can emerge.

With regard to control mechanisms,
the judges in Luxembourg clarified
that a system of two layers is in prin-
ciple required: prior review by a court
or independent administrative body
and regular oversight by independent
bodies (e.g., data protection supervi-
sors) over the public law enforcement
authority with regard to integrity and
reliability of the used data process-
ing system. Problematic may be that
prior review is no longer required in
all data retention cases where the
ECJ takes account of the collection
of mass data by the French anti-piracy
authority Hadopi. Here, it follows the
AG Szpunar’s opinion who advocated
a “pragmatic adaptation” of the case
law on data retention. It remains to
be seen whether the solution found
for the French case also applies to
law enforcement authorities in other
EU Member States.

With regard to judicial control, the
judges in Luxembourg interestingly
made statements on automatization.
They deny any computer system who
takes automated decisions in a judicial
review procedure linked to criminal in-
vestigations. This can be interpreted
as a first and clear objection against
tendencies to introduce “artificial intel-
ligence judges” in standardised data
processing operations. If fundamental
rights or questions of privacy are at
stake, intervention by a natural person
(“the human judge”) is required (see
also —Marcin Gdrski, Why a Human
Court?, eucrim 1/2023, 83-88).

» Statements

Nonetheless, media and data pri-
vacy advocates reacted on the judg-
ment with disappointment. They see
in the judgment a “turning point” and
argue that the ECJ has changed its
previously fundamental rights-friendly
stance on data retention, now even al-
lowing for unprovoked surveillance in
the case of copyright infringements.

The German Bar Association (DAV)
criticised that the ECJ has now made
the access to data by law enforcement

authorities subject to a court decision
only in exceptional cases.

La Quadrature du Net, one of the
civil rights organisations that brought
the case to court, commented: “The
CJEU has considerably watered down
its previous case law, with impacts be-
yond the Hadopi case. With this new
ruling, access to IP addresses is no
longer considered a serious interfer-
ence with fundamental rights by de-
fault. As a result, the Court allows the
possibility of mass surveillance of the
Internet. [...] More generally, this de-
cision from the CJEU has, above all,
validated the end of online anonymity.”

(TW) >

ECJ: Requirements for Access to
Telephone Connection Data for the
Purpose of Identifying Offenders

In its judgment of 30 April

2024, the ECJ clarified under

which conditions law enforce-
ment authorities can have access to a
set of traffic and location data in the
context of criminal investigations. The
ECJ held that, in principle, the Italian
legislation implementing a certain lev-
el of punishment of the offence for
which access is sought compatible
with Union law.
» Facts of the case and question
referred

In the case at issue (Case C-178/22,

Procura della Repubblica presso il Tri-
bunale di Bolzano), the judge in charge
of preliminary investigations at the
District Court, Bolzano, Italy, objected
arequest by the public prosecutor who
had sought judicial authorisation to ob-
tain the records of stolen telephones
from all the telephone companies in
order to identify the thieves. The pub-
lic prosecutor qualified the criminal
investigations as “aggravated theft”
and pointed to the Italian legislation
(Article 132(3) of the Legislative De-
cree No 196, establishing the Personal
Data Protection Code) which, inter alia,
would allow access to all data con-
cerning the telephone conversations
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and communications and the connec-
tions made with those telephones if
law prescribes the penalty for the of-
fence under investigation with a maxi-
mum term of imprisonment of at least
three years.

The judge at the District court (the
referring court) argued that the Italian
legislation would allow law enforce-
ment access to personal data for of-
fences which cause only a limited
social disturbance, such as low-value
thefts like mobile phones or bicycles.
In addition, Italian courts have no mar-
gin of discretion to assess the actual
seriousness of the offence concerned
and cannot refuse authorisation under
this aspect.

Hence, the referring court doubted
compatibility of the Italian legislation
with Art. 15(1) of Directive 2002/58/
EC, read in the light of the Charter of
Fundamental Rights of the European
Union, and as interpreted by the ECJ
case law. This case law only allows ex-
ceptions from the obligation to ensure
confidentiality of electronic communi-
cations under narrow conditions.

» The ECJ’s decision: “Seriousness”
of interference affirmed

The ECJ, sitting in for the Grand
Chamber, held first that the interfer-
ence with the fundamental rights to
privacy and the protection of personal
data (Arts. 7, 8 of the Charter), caused
by access to telephone records, is
likely to be classified as serious. In
this context, neither the short periods
for data collection as requested by the
public prosecutor (for less than two
months) nor the fact that the requests
targeted not the owner of the mobile
phones but the assumed offenders are
relevant to come to an opposite as-
sessment.

» Justification: Requirements for
national law on access to retained data

Consequently, such access can be
justified only by the objectives of com-
bating serious crime or preventing se-
rious threats to public security (in ac-
cordance with previous case law).
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The ECJ clarified that it is for the
Member States to define “serious of-
fence” for the purpose of applying the
exceptions allowed by the EU Direc-
tive. Criminal legislation falls within
the competence of the Member States
in so far as the EU has not legislated
in that field.

However, Art. 15(1) of Directive
2002/58 in connection with Arts. 7,
8 and 11 and Art. 52(1) of the Char-
ter sets limits for the Member State's
discretion for definitions. In material
terms, these limits are:

The definition given in national law
cannot be so broad that access to
data (allowing precise conclusions to
be drawn concerning the private lives
of the persons concerned) becomes
the rule rather than the exception;

The Member State’'s measure must
comply with the general principles of
EU law, which include the principle of
proportionality, and ensure the funda-
mental rights of respect for private life
and protection of personal data.

In procedural terms, the ECJ re-
quires:

A court or an independent adminis-
trative body must be able to prior re-
view that there is no distortion of the
concept of “serious offence”.

» Conclusions for the “Italian” case

With regard to the concrete rules
of the Italian legislation, the ECJ ob-
served that it makes access to traffic
and location data subject to the two-
fold condition that there must be “suf-
ficient evidence of the commission
of an offence” and that those data be
“relevant to establishing the facts”.
Furthermore, the condition that access
to data by law enforcement authorities
may be granted for offences for which
the maximum term of imprisonment is
at least equal to a period determined
by law is an objective criterium that
defines the circumstances and con-
ditions. Given the concrete require-
ments of the Italian law, in particular
the minimum period fixed by reference
to a maximum term of imprisonment

of three years, do not set the “serious-
ness of the offence” to an excessive
low level and does not appear to be
disproportional.

However, the court or independent
administrative body, acting in the con-
text of a prior review carried out fol-
lowing a reasoned request for access,
must be entitled to refuse or restrict
that access where it finds that the in-
terference with fundamental rights
which such access would constitute
is serious even though it is clear that
the offence at issue does not actually
constitute serious crime. Only such a
review enables to strike a fair balance
between, on the one hand, the legiti-
mate interests relating to the needs of
the investigation in the context of com-
bating crime and, on the other hand,
the fundamental rights to privacy and
protection of personal data of the per-
sons whose data are concerned by the
access. It is finally for the Italian court
to determine whether the ltalian leg-
islation complies with these require-
ments.
> Putin focus

The judgment of 30 April 2024 fur-
ther develops the ECJ’s case law on
law enforcement access to retained
data. It clarifies two aspects of the
judgment in Prokuratuur: the concept
of “serious crime” and the scope of
the prior review that a court must carry
out under a provision of national law
that requires it to authorise access
to data retained by providers of elec-
tronic communications services. In
Prokuratuur (Case C-746/18 —eucrim
1/2021, 28-30), the ECJ held that ac-
cess to data that enables precise con-
clusions to be drawn concerning a us-
er's private life, pursuant to measures
adopted under Art. 15(1) of Directive
2002/58, constitutes a serious inter-
ference with the fundamental rights
and principles enshrined in Arts. 7, 8
and 11 and Art. 52(1) of the Charter.
Such access may not be authorised
for the purposes of the prevention,
investigation, detection and prosecu-
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tion of "criminal offences in general”.
It may be granted only in procedures
and proceedings to combat “serious
crime” and must be the subject of a
prior review by a court or independent
administrative body in order to ensure
compliance with that requirement.
Under the new case law, the ECJ
limits the Member States’ discretion
to define the “seriousness” of the of-
fence for which access to retained tel-
ecommunications data is allowed to a
minimum. Protection is rather to be as-
sured by prior court review. However,
this review is more or less seen as a
control against abuse (“ascertain that
there is no distortion of the concept of
serious offence”). (TW) |

EDPB Opinion on Facial Recognition
Technology at Airports

On 24 May 2024, the European Data
Protection Board (EDPB) issued an
opinion on the use of facial recognition
technology by airport operators and
airline companies for biometrically en-
abled authentication or identification
of passengers. The opinion assessed
the compatibility of such processing
with Art. 5(1)(e) and (f) and Arts. 25
and 32 of the General Data Protection
Regulation (GPDR) for the specific pur-
pose of streamlining the passenger
flow at airports at four specific check-
points: security checkpoints, baggage
drop-off, boarding, and access to the
passenger lounge.

There are four specific scenarios
for passenger authentication at the
above-mentioned airport checkpoints,
which involve the storage of an en-
rolled biometric template:

In the hands of the individual, for ex-
ample, on their individual device, under
their sole control in order to authenti-
cate (1:1 comparison) the passenger;

In centralised storage, within the
airport, in encrypted form with a key/
secret held solely in the passenger’s
hands (1:1 comparison). The enrol-
ment could be valid for a given period,
for example up to one year after the

last flight was taken until the passport
expiry date;

In centralised storage, within the
airport, in encrypted form under the
airport operator's control (1:N com-
parison). The storage period in this
scenario is typically 48 hours, and the
data is deleted once the plane has
taken off;

In centralised storage, in a cloud, in
encrypted form under the control of
the airline company or its cloud ser-
vice provider (1:N comparison). The
storage period in this scenario could
potentially be for as long as the cus-
tomer holds an account with the airline
company.

In its conclusion, the EDPB rejects
the last two scenarios as incompatible
with Art. 5(1)(e) and (f), and Arts. 25
and 32 GDPR. According to the board,
these scenarios go beyond what is
strictly necessary and proportionate
for processing purposes. Nonethe-
less, the EDPB holds that the forms
of processing envisaged under the
first and second scenarios could, in
principle, be considered compatible
with Arts. 5(1)(e), 5(1)(f), 25, and 32
GDPR, subject to the implementation
of appropriate safeguards. Such safe-
guards should entail, for instance, the
following:

The execution of a Data Processing
Impact Assessment (DPIA) by the con-
trollers;

Accountability
measures;

Technical safeguards for access, in-
frastructure and network, data security
and management;

Training and testing.

Safeguards that can be implement-
ed by controllers include, for example,
the following:

Human oversight and intervention
to mitigate any biases and ensure that
there is no stigmatisation or profiling
of passengers though algorithms;

Transparent processing of data;

Measures to comply with the pur-
pose limitation principle;

and compliance

No capturing of photos or videos
from individuals who do not consent
to facial recognition and viable alter-
natives or back-up solutions for such
passengers;

Deletion possibilities.

The EDPB opinion arose from a re-
quest by the French Supervisory Au-
thority. Overall, the EDPB recalled that
the use of biometric data and in par-
ticular facial recognition technology
entails heightened risks to data sub-
jects’ rights and freedoms. (CR)

GDPR in Practice: Experiences of
Data Protection Authorities

On 24 June 2024, the EU Agency for
Fundamental Rights (FRA) published a
report looking at the experiences - in
practice — of data protection authori-
ties (DPAs) with the General Data Pro-
tection Regulation (GPDR). It comes in
response to a request from the Euro-
pean Commission seeking data on im-
plementation experiences, challenges,
and practices.

For this purpose, FRA conducted
70 qualitative interviews with DPA rep-
resentatives from all 27 EU Member
States between June 2022 and June
2023. Interviewees were asked about
their experiences in areas such as DPA
independence, the institutional capaci-
ty of DPAs, modern technological chal-
lenges, raising public awareness, DPA
investigatory powers, sanctions for
GDPR violations, cooperation between
EU DPAs and the GDPR consistency
mechanism, cooperation with other
national regulators, and the protection
of personal data and competing fun-
damental rights.

Some of the key findings of the re-
port include the following points:

Inadequate resources can under-
mine the implementation of DPAs’
mandates and their independence:
While DPAs are given more tasks and
powers under the GDPR and other re-
lated EU legislation, their funding and
human resources are not increasing at
the same rate, which may hamper their
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ability to provide independent over-
sight. It also undermines their ability
to conduct investigations on their own
initiative, to properly supervise govern-
ments and public authorities acting
as data controllers, and to contribute
effectively to the European Data Pro-
tection Board (EDPB). In addition, the
recruitment of professionals with ap-
propriate legal and technical expertise
is reported to be a challenge, espe-
cially in view of competition with the
private sector for skilled personnel.

Obstacles hamper the DPA’s super-
vision: While supervision is considered
to be a core function of DPAs, there is
a need for additional tools to strength-
en their supervisory capacity.

The large number of complaints:
This is a major challenge and should
be addressed as a matter of priority.

A large number of trivial or unfound-
ed complaints: The awareness of the
general public of the existence of data
protection laws does not necessarily
mean that they are truly understood.
DPAs also receive very few requests
for consultation from data control-
lers in advance, suggesting that even
data controllers may not be aware of
data protection risks, much less fully
understand what those risks entail or
what they can do to identify and pre-
vent them.

Due to mistrust and misunderstand-
ing about the competences of DPAs,
advising and supervising public au-
thorities acting as data controllers re-
mains a challenge.

While the majority of DPAs believe
that the requirements and tools provid-
ed in the GDPR are adequate in theory,
most respondents highlighted that the
GDPR remains ill-equipped to regulate
new technologies in practice.

While the work of the EDPB is gener-
ally viewed positively, it creates addi-
tional work for the DPAs, which could
be reduced by restructuring the way in
which the EDPB works and its internal
procedures.

To address these issues, the report
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describes some promising practices
and outlines a number of views on
how the EU legislator, the European
Commission, the EU institutions, the
EU Member States, and the EDPB
could assist DPAs.

The Commission is currently pre-
paring its second evaluation report on
the GDPR. (CR)

Victim Protection

General Court Ruled on Necessary
Protective Measures for Whistle-
blower in the EP

In a judgment of 11 September 2024,
the General Court (GC) strengthened
the rights of whistleblowers who
brought to light incidents within Euro-
pean institutions. The GC clarified the
scope of protective measures to be
provided by the institution.

» Background of the case

The case (T-793/22, TU v Parlia-
ment) concerns a parliamentary as-
sistant (TU) who reported cases of
harassment involving a Member of the
European Parliament (MEP). He also
reported financial irregularities alleg-
edly committed by the same MEP to
OLAF. The European Parliament (EP)
reacted by transferring TU to another
MEP, then, following alleged retalia-
tion, he was discharged from his du-
ties. However, his contract was not re-
newed. The EP also denied his request
to extend his contract so that he can
cooperate with the EP and with OLAF
in the ongoing investigations.

TU challenged the decision not to
renew his contract and the implied
refusal to recognise his status as an
informant and to adopt protective
measures in addition to the measure
discharging him from his duties. TU
also sought compensation for the
damage suffered.

» The General Court’s decision: duties
of the institution

First of all, the GC observes that the
Parliament was not required to adopt a

decision recognising that the applicant
had the status of informant. The pro-
tection provided for in Art. 22a(3) of
the Staff Regulations is granted, with-
out any formalities, to officials who
have provided information about facts
which give rise to a presumption of the
existence of illegal activity. Hence, it
is simply by virtue of having provided
that information that staff members
must be considered as informants.
The GC further stressed that this find-
ing is, however, without prejudice to
the need for the institution to respect
the rights arising from the status of the
person concerned as an informant.

In this context, the GC establish the
principal duties for the institution vis-
a-vis the informant in accordance with
the Staff Regulation, including:

The informant must be informed of
the action taken on his reports;

The institution must demonstrate
that it fulfilled its duty to protect the in-
formant by adopting adequate meas-
ures so that he does not suffer harm
or further retaliation;

The institution must take all the
necessary measures to ensure the
applicant receives balanced and ef-
fective protection against any form of
retaliation.
> Application of the principles to the
specific case

With regard to the obligations in the
concrete case, the GC found first, that
the EP was, indeed, not obliged to re-
new the contract because MEPs can
freely choose with whom they wish to
continue to work. The GC found second,
however, that this finding has no bear-
ing effect on the EP’s duty to take the
necessary protective measures. These
were clearly insufficient in the case at is-
sue. The EP did not inform TU of actions
taken in response of his complaints. It
also failed to fulfil its duties by merely
informing TU that the discharge from
his duties was the only conceivable pro-
tective measure. The EP had been re-
quired to provide the applicant with ad-
vice and assistance, and to support him
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by attempting to help him find a solution
in addition to the discharge. Lastly, the
EP infringed its duty of confidentiality
by disclosing without permission TU's
status as an informant, thereby expos-
ing him to retaliation.
> Result

As a result, the GC annuls the EP’s
decision not to grant him a further
protective measure in addition to dis-
charging him from his duties. The GC
also awards TU compensation for
non-material damage in the amount of
€10,000. (TW)

Cooperation

Judicial Cooperation

ECJ Ruled on Fundamental Rights
Test for Surrenders to the United
Kingdom

On 29 July 2024, the ECJ, sit-

ting as Grand Chamber, deliv-

ered an important judgment
on the conditions under which surren-
der of a person can be granted by a EU
Member State to the United Kingdom
(UK). The Court interpreted the funda-
mental rights clause enshrined in the
Trade and Cooperation Agreement
(TCA) between the European Union
and the United Kingdom and held that
the surrender mechanism under the
TCA differs from the one provided by
the EU’s Framework Decision on the
European Arrest Warrant (EAW).
» Background of the case and
question referred

The case at issue (Case C-202/24,

Alchaster) concerns the execution of
arrest warrants by Irish courts against
a person suspected of having commit-
ted terrorist offences. The arrest war-
rants were issued by a district judge
of the Magistrate Court of Northern
Ireland (United Kingdom). The person
concerned argued that his surrender
would be incompatible with the prin-
ciple that offences and penalties must

be defined by law because the UK
unfavourably changed the system of
release on licence. While at the date
of the alleged commission of the of-
fences the system in place granted
automatic release on licence after half
of the sentence had been served, the
new regime provides that release on li-
cence is approved by a specialised au-
thority after having served two thirds
of the sentence.

The referring Supreme Court of Ire-
land stated that the Supreme Court of
the UK found that the change of the
system of release on licence does not
infringe the legality principle enshrined
in the European Convention on Human
Rights (Art. 7 ECHR). In addition, also
the Irish Supreme Court denied that
a risk of violation of the ECHR by the
new UK system could be a reason not
to surrender.

However, the Irish Supreme Court
wondered whether the same con-
clusion can be drawn if the legality
principle enshrined in the Charter of
Fundamental Rights of the European
Union (“the Charter”) is applied. In this
context, the Irish Supreme Court also
sought guidance on how an examina-
tion of a potential fundamental rights
risk in the requesting/issuing State
(UK) is to be carried out.
> Different fundamental rights test
in UK cases than European Arrest
Warrant cases

As a consequence, the judges in
Luxembourg had to rule whether the
same test applies for the TCA as for
the FD EAW if a person submitted that
he/she will run a real risk of a breach
of fundamental right in the request-
ing/issuing State. For the FD EAW, the
ECJ applies a very stringent two step-
test as established in Aranyosi and
Caldéraru (—eucrim 1/2016, p. 16). It
has also repeatedly stressed that re-
fusal of executing an EAW for funda-
mental rights reasons can only happen
in exceptional circumstances.

The judges in Luxembourg denied a
transfer of the rules applicable to the

FD EAW to the TCA surrender mecha-
nism. They point out essential differ-
ences between the two extradition
schemes. They argue that the TCA
does not establish a special relation-
ship between the UK and the EU which
is characteristic for the EAW, especial-
ly since the UK is not part of the Eu-
ropean area without internal borders.
The TCA does also not present coop-
eration as being based on the preser-
vation of mutual trust. And finally, the
provisions on surrender in the TCA
substantially differ from those in the
FD EAW, e.g., with regard to political
offences and the surrender of nation-
als. Similarly, in contrast to the FD
EAW, the TCA includes a fundamental
rights clause in Art. 604(c): if there are
substantial grounds for believing that
there is a real risk to the protection
of the fundamental rights of the re-
quested person, the executing judicial
authority may require, as appropriate,
additional guarantees as to the treat-
ment of the requested person after the
person’s surrender before it decides
whether to execute the arrest warrant.
» Manner of the test

As regards the manner of the test,
the ECJ clarified that the executing ju-
dicial authority must carry out a spe-
cific and precise examination of the
person’s situation, that there are valid
reasons for believing that that person
would run a real risk to the protection
of his or her fundamental rights if that
person were surrendered to the United
Kingdom. In determining such a real
risk, the executing authority must take
into account the following:

Examining all the relevant factors in
order to assess the foreseeable situa-
tion of the requested person if he/she
is surrendered to the UK;

Unlike the two-step examination for
European Arrest Warrants (see above),
the examination takes into account si-
multaneously the rules and practices
that are generally in place in the issu-
ing country, and the specific features
of the person’s individual situation;
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Carrying out an independent as-
sessment in the light of the provisions
of the Charter (without merely taking
into account the case-law of the UK
Supreme Court of the United Kingdom,
or the general guarantees provided by
the judicial system of that State);

The finding of a real risk must be
based on objective, reliable, specific
and properly updated information;

Making full use of the instruments
provided for in the TCA in order to fos-
ter cooperation, i.e., before taking the
decision on surrender, the executing
authority must seek supplementary
information from the issuing State as
well as request additional guarantees
that may rule out a possible funda-
mental rights breach.

» Breach of the legality principle?

With regard to a potential breach of
the legality principle in Art. 49(1) of the
Charter, the ECJ points out that, in par-
allel to Art. 7 ECHR, a distinction must
be made between “penalty” and “ex-
ecution/enforcement” of the penalty.
In the case of “execution” retroactive
measures do not infringe the funda-
mental rights.

The retroactive imposition of a
heavier penalty (which would be in-
compatible with the legality principle)
is regularly not the case if the measure
merely delays the eligibility threshold
for release on licence. The position
may be different, however, if the meas-
ure essentially repeals the possibility
of release on licence or if it forms part
of a series of measures which have
the effect of increasing the intrinsic
seriousness of the sentence initially
provided for. It is for the referring court
to examine the situation in the UK and
decide, on this basis, on a possible
refusal of surrender because of a vio-
lation of the fundamental right in Art.
49(1) of the Charter.

» Putin focus

The judgment in Alchaster marks
the beginning of a new chapter in the
lengthy debate on the extent to which
extraditions can be denied if the re-
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questing state does not uphold certain
fundamental rights standards (debate
on the ordre public refusal ground).
Case law by both the ECJ and ECtHR
has established very strict conditions
for the member states in the respec-
tive blocs and allows non-surrender
only in exceptional circumstances of
fundamental rights violations.

In this latest ruling, the ECJ seems
to lower the threshold for judicial co-
operation between EU Member States
and the United Kingdom. It clearly
states that the principles developed
for the EU’s surrender system based
on the European Arrest Warrant and
the underlying principles of mutual
trust and mutual recognition should
definitively not apply to other surren-
der agreements. This appears to pave
the way for a “simple” test assessing
whether a UK measure complies with
the fundamental rights of the Charter.

In consequence, the judgment rais-
es the following questions:

Is the threshold for extraditions
from the EU to the UK even lower than
stipulated by the flagrant denial test
that the ECtHR applies, for instance,
for extraditions from a Council of Eu-
rope party to the USA?

Will the ECJ test applied in Alchast-
er have an impact on other similar sur-
render arrangements, in particular the
EU’s surrender agreement with Norway
and Iceland that follows a similar mod-
el than the one with the UK (though
Norway and Iceland are members of
the Schengen free-travel zone)?

Either way, it is already clear that the
ECJ’s new judgment on extradition and
fundamental rights will spark further
debate. (TW) [ |

ECJ Ruled on Mutual Recognition
of Refugee Status in Extradition
Proceedings

On 18 June 2024, the ECJ
m ruled that an EU Member State
cannot extradite a third-coun-
try national to his country of origin if he
has been granted refugee status by an-

other EU Member State. As long as
this status has not been revoked or
withdrawn, extradition may not take
place, as this would violate the protec-
tion rights under Art. 21 of the Qualifi-
cation Directive 2011/95/EU in con-
junction with Arts. 18 and 19 (2) of the
Charter of Fundamental Rights of the
EU. Furthermore, the EU Member
States involved must cooperate.

» Background of the case and
question referred

In the case at issue (Case C-352/22,
Generalstaatsanwaltschaft Hamm (De-
mande d’extradition d’un réfugié vers la
Turquie)), a Turkish national of Kurdish
origin had been recognized as a refu-
gee by lItalian authorities in 2010. The
reason was that he was at risk of politi-
cal persecution in Turkey because of
his support of the Kurdistan Workers’
Party (PKK). He had been in Germany
since 2019. Germany received an ex-
tradition request from Turkey where he
was suspected of murder.

The referring Higher Regional Court
of Hamm, Germany, which has to de-
cide on the Turkish extradition request,
asked the ECJ whether, under EU law, it
is bound by the Italian decision grant-
ing refugee status to the person con-
cerned, so that it is obliged to refuse
the extradition sought by the country
of the refugee’s origin (Turkey).

The referring court pointed out that
interpretation of EU legislation is under
dispute in German legal literature. One
approach argues that it follows from
Art. 9(3) of the EU Asylum Procedures
Directive 2013/32 that extradition to a
third country is precluded if a person
is recognised refugee status by a fi-
nal decision in an EU Member State.
If the extradition authority granted
extradition, rules and procedures for
the cessation, exclusion and ending
of refugee status would risk being cir-
cumvented.

According to a second approach
(which is shared by the referring court),
EU legislation does not contain any
provision stipulating a binding effect
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of a Member State’s decision granting
refugee status for extradition purpos-
es. Consequently, an authority in an-
other EU Member State can make an
own assessment of the risk of political
persecution and decide independently
on granting extradition to the country
of origin.

For more background information
on the case —eucrim 3/2023, 263-
264.

» The ECJ’s approach: EU legislation
unclear

The ECJ, sitting as the Grand Cham-
ber, first pointed out that Union law is
indeed unclear: On the one hand, rec-
ognition by a Member State of refugee
status is declaratory, thus the refugee
is entitled to all the rights and benefits
laid down in Directive 2011/95. On the
other hand, the EU legislature has not
established yet a principle that Mem-
ber States are obliged to recognise
automatically the decisions granting
refugee status that have been adopt-
ed by another Member State. Fur-
thermore, Art. 9 of Directive 2013/32,
which regulates the right to remain in
the Member State, only governs cases
of extradition during the procedure for
examining an application for interna-
tional protection; the article does not,
however, govern the situation at issue,
in which extradition is sought after
such protection has been granted by a
Member State.

» ECJ: Extradition would de facto end
effective enjoyment of refugee’s rights

Therefore, the solution must be
deduced from Art. 21(1) of Directive
2011/95, which includes the Mem-
ber States’ obligation to respect the
principle of non-refoulement, as well
as from Art. 18 of the Charter, which
guarantees the right to asylum, and
Art. 19(2) of the Charter, which prohib-
its in absolute terms the removal of a
person to a State where there is a seri-
ous risk that he or she would be sub-
jected to the death penalty, torture or
other inhuman or degrading treatment
or punishment.

According to the ECJ, the Common
European Asylum System acknowl-
edges the principle of mutual trust
and includes a specific procedure for
revoking or withdrawing refugee sta-
tus. Those provisions and the proce-
dure would be circumvented if the re-
quested Member State could extradite
a third-country national who had been
granted refugee status by another
Member State to his or her country of
origin, since, de facto, such an extradi-
tion would effectively end that status
and deprive the person concerned of
the effective enjoyment of the protec-
tion afforded by Art. 18 of the Charter,
of the rights and benefits provided for
by Chapter VII of Directive 2011/95,
and of the guarantees set out in Art. 45
of Directive 2013/32.

» ECJ: Member States must
cooperate

From a procedural point of view
and considering the principle of sin-
cere cooperation, the ECJ adds that
the competent extradition authority
(here: the German judicial authorities)
must, as soon as possible, exchange
information with the authority of the
other Member State which granted
the requested individual refugee sta-
tus (here: the ltalian asylum author-
ity). On this basis, the extradition
authority is required to inform the
asylum authority of the request for
extradition relating to that individual,
to send it its opinion on that request
and to obtain from it, within a rea-
sonable period, both the information
in its possession that led to refugee
status being granted and its decision
as to whether or not it is necessary to
revoke or withdraw that individual’s
refugee status. This mechanism al-
lows both authorities to have a sound
information basis for their respective
decisions.

If the asylum authority revokes or
withdraws refugee status, the extradi-
tion authority must nevertheless itself
examine whether the person con-
cerned is no longer a refugee, because

formal recognition of refugee status is
only declaratory (see above). In addi-
tion, the extradition authority must sat-
isfy itself that there is no serious risk
that the person concerned would be
subjected to the death penalty, torture
or other inhuman or degrading treat-
ment or punishment in the requesting
country (here: Turkey).

» Put in focus

The question of the binding effect
of decisions in asylum proceedings
for extradition purposes has been the
subject of heated debate for decades.
The ECJ has now provided a clear
guideline for one constellation of cas-
es. If refugee status is recognised by
an authority of an EU Member State,
the authorities of another EU Member
State that have to decide on the extra-
dition of a fugitive must also comply
with it. Such a binding effect has so
far been rejected in German extradi-
tion practice, mainly based on a ruling
by the Federal Constitutional Court in
1979. It was merely recognised that a
positive asylum decision in another EU
Member State is a strong indication of
whether the obstacle of political perse-
cution exists, but a binding effect was
denied.

Little consideration has been given
to the fact that the EU legal situa-
tion has changed considerably in the
meantime. And the ECJ’s decision is
also based on this.

The ECJ’s decision strengthens the
position of refugees who are wanted
in their home country for criminal of-
fences. Above all, the ECJ emphasises
the effet utile of safeguards and the
idea of circumvention: the extraditing
authority would circumvent the protec-
tion and procedural rights that the asy-
lum procedure grants the individual.
The EU country that granted refugee
status is to be given the right of first re-
fusal. It must decide on the revocation
of refugee status, if necessary. This
not only recognises the binding effect
of asylum decisions of other Member
States but also establishes the princi-
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ple of mutual recognition of such deci-
sions within the bloc.

In doing so, the ECJ is deviating
from its decision in Case C-753/22,
also handed down on 18 June 2024.
This case concerned the recognition
of refugee status in two asylum proce-
dures, and the ECJ ruled that a Mem-
ber State is not obliged to automati-
cally recognise refugee status granted
in another Member State.

In practice, a distinction must there-
fore be made between two sets of
circumstances regarding the binding
effect of asylum decisions: those for
conflicts in between asylum proceed-
ings and those for conflicts between
extradition and asylum proceedings.

This is also interesting in view of the
fact that the Advocate General (AG) in
the case of the Higher Regional Court
of Hamm concurred with the opinion
that a binding effect should be reject-
ed (—eucrim 3/2023, 263-264). The
judges in Luxembourg differed from
this opinion and preferred another
reading of the relevant EU asylum
provisions. They focused more on the
implications of the guarantees in the
Charter on the individual’s situation
and the principle of non-refoulement
than the AG did.

Finally, what is interesting about
the ECJ decision is that the Luxem-
bourg judges once again emphasise
the need for cooperation between
the authorities. Similar to the case
law on the extradition of EU citizens
to third countries (key word: “Petruh-
hin” —eucrim 3/2016, 131), the ECJ
requires the authorities involved to
exchange information and discuss the
case together. In practice, this can lead
to implementation difficulties because
there is no network to facilitate coop-
eration between the law enforcement
authorities that decide on extradition
and the administrative authorities that
are responsible for the asylum proce-
dure. This case may therefore provide
an opportunity to consider a European
Judicial Network 2.0. (TW) |
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Draft Bill for New German Law on International Cooperation
in Criminal Matters

On 11 September 2024, the German Federal Ministry of Justice presented a draft for
a recast of the German Act on International Mutual Assistance in Criminal Matters
(Gesetz liber die Internationale Rechtshilfe in Strafsachen — IRG). The draft revises,
restructures and modernises the current Act. A main objective is to reinforce the
rights of the individual in transnational criminal proceedings. At the same time, the
draft transposes recent EU legislation in the field of cooperation in criminal matters
and implements case law of the Court of Justice of the European Union and the Ger-
man Federal Constitutional Court. In detail, the draft includes the following:

Clarifying the structure of the law and making it more workable;

Strengthening new forms of cooperation, including, for the first time, rules on
police cooperation and transfer of criminal proceedings;

Improving the individuals’ legal protection and guaranteeing a high level of data
protection in transnational proceedings in criminal matters; this includes laying
down important procedural safeguards and highlighting the limits of admissibility
of mutual assistance;

Adapting the German law on requirements of Union law, including the imple-
mentation of Regulation 2023/2844 on the digitalisation of judicial cooperation
(—eucrim 4/2023, 331-332) and Directive 2023/977 on the exchange of informa-
tion between the law enforcement authorities of Member States and repealing
Council Framework Decision 2006/960/JHA (—eucrim 1/2023, 36—39).

The draft was forwarded to the federal states and stakeholders who can submit
their statements to the Federal Ministry of Justice before the draft will be submitted
to the German Parliament. It is accompanied by a synopsis juxtaposing the rules
of the new draft and the current ones. The draft was prepared by working groups in
which scholars as well as representatives from legal practice (courts, prosecution

offices, attorneys) and justice ministries of the federal states participated. (TW)

European Arrest Warrant

New Factsheet: The EAW Under the
Case Law of the CJEU and ECtHR

In June 2024, the Fundamental Rights
Agency (FRA), together with the Reg-
istry of the European Court of Human
Rights (ECtHR), prepared a factsheet
on the European Arrest Warrant (EAW)
and the EU Member States’ obliga-
tions to respect fundamental rights.
The factsheet highlights jurisprudence
in selected areas in which EU law and
that of the European Convention on
Human Rights (ECHR) interact. Such
interaction may arise when courts
of the EU Member States receive a
substantiated complaint to the ef-
fect that the protection of a right of
the ECHR is “manifestly deficient”
and the situation cannot be rem-
edied by EU law. In this situation, the
courts may not refrain from examin-
ing said complaint solely because

they are applying EU law; instead,
they must read and apply the rules of
EU law in conformity with the ECHR.
Over the past several years, a number
of cases regarding the issuing and
execution of EAWs have been dealt
with by the ECtHR and CJEU. They ad-
dressed the following concerns:

The positive procedural obligation
to cooperate;

The risk of inhuman or degrading
treatment;

The lawfulness of deprivation of lib-
erty;

The right to a fair trial and right to an
effective remedy;

The respect for private and family
life;

The principle of ne bis in idem.

The factsheet aims to help lawyers
and policymakers in understanding
and applying the jurisprudence in EAW
cases.and recognising overlaps be-
tween EU and ECHR law. (CR)
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Reported by Thomas Wahl

Specific Areas of Crime

Corruption

GRECO Celebrates 25th Anniversary
On 20 June 2024, GRECO officially cel-
ebrated its 25th anniversary during its
plenary meeting in Strasbourg. Speak-
ers highlighted that GRECO has been
an important driving force in counter-
ing corruption in its member states
since its establishment in 1999. Today,
GRECO includes the 46 Council of Eu-
rope member states, the United States
of America and Kazakhstan.

GRECO: Fifth Round Evaluation
Report on Andorra

On 3 July 2024, GRECO published its
5th Round Evaluation Report on An-
dorra. GRECO acknowledged progress
in enhancing transparency, but called
for enhanced efforts especially for the
prevention of corruption in respect of
persons with top executive functions
(PTEFs).

GRECO noted, among other things,
the lack of rules requiring integrity
checks prior to appointments of PTEFs
as well as of regulations on lobbying
and PTEFs’ post-employment restric-
tions. The Public Prosecutor’'s Office
should be given sufficient human re-
sources and powers to conduct effec-
tive prosecutions in relation to corrup-
tion-related offences involving PTEFs.

Looking at the Police Corps, a full
assessment of corruption risks in po-

licing areas should be conducted. The
practice of paying fines to police of-
ficers directly in cash should be aban-
doned. The 2023 Code of Ethics of the
Police Corps, should be supplemented
with practical guidelines and specific
examples.

GRECO: Fifth Round Evaluation
Report on Georgia

On 9 July 2024, GRECO published its
5th Round Evaluation Report on Geor-

GRECO sees room for improvements
with regard to transparency and in-
tegrity of persons with top executive
functions (PTEFs) and the police. This
includes that some transparency and
integrity rules should be made applica-
ble to the Sovereign Prince who actu-
ally performs key executive functions.
The persons who work most closely
with ministers, the Secretary of State
for Justice and the Prince’s advisers
should be subject to the rules of ethics
and the obligation to declare interests
and assets. There is also a need to
catch up with an overall anti-corruption
strategy, the access to information,
and the protection of whistleblowers.

Money Laundering

MONEYVAL: Fifth Round Evaluation
Report on Jersey

In its 5th round mutual evaluation re-
port on the UK Crown Dependency of

gia, in which the country is urged to
take determined measures to prevent
corruption in respect of persons with
top executive functions (PTEFs) and
law enforcement officials.

GRECO stated that Georgia has tak-
en only a few positive steps in recent
years, e.g., the adoption of the Law
on Combatting Corruption. Georgia
should adopt several measures, e.g. a
specific strategy to prevent corruption
within the executive, a specific code
of conduct for PTEFs, guidelines on
conflicts of interest, and ensuring op-
erational independence of the newly
established Anti-Corruption Bureau.

Recommendations with regard to
law enforcement include the establish-
ment of an operational anti-corruption
strategy and the introduction of regular
background checks/vetting on police
officers’ exposure to corruption risks.

GRECO: Fifth Round Evaluation
Report on Monaco

In its 5th round evaluation report on
Monaco, published on 24 July 2024,

Jersey (published on 24 July 2024),
MONEYVAL attested a good level of
compliance with the international
AML/CFT standards.

Jersey has achieved a high level
of effectiveness for its understanding
of ML/TF risks and implementing ad-
equate AML/CFT policies and strate-
gies to mitigate them. The operational
independence and resources of Jer-
sey's FIU have significantly improved
since 2015, but its strategic analysis
capabilities are still limited. Under-
standing of ML risks and AML/CFT
obligations is generally good across
all sectors (especially banks), while
understanding of TF risk is less devel-
oped. The report found, however, that
Jersey’s authorities only modestly im-
posed sanctions in the context of com-
pliance with AML/CFT obligations.

The Jersey authorities’ understand-
ing of ML risks with legal persons and
arrangements is welcomed, as are
their activities in seeking and provid-
ing mutual legal assistance and other
forms of international co-operation.
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Articles

Articles / Aufsatze

— Fil Rouge

In this special issue on “The Protection of the Environ-
ment ”, we are very honored to be able to publish several
very topical contributions on various aspects related to
the EU’s efforts to prevent and combat environmental
damage.

In our guest editorial, Vita Jukné (European Com-
mission) outlined the efforts and highlighted the new
priorities of the 2024-2029 Commission, which include
better enforcement and implementation of environmen-
tal standards. This notion of improved enforcement is
picked up by several articles, posing the question of
how the EU can be a more effective actor.

Against this background, this issue is structured
around two key themes: first, new roles in the fight
against environmental crime for EU bodies that have
been leading forces in protecting EU financial interests;
second, the legal implications of the new Directive on
the protection of the environment through criminal law,
which was adopted in April this year.

As part of the first theme, Selina Grassin and Luigi I.
Garruto discuss the possible new role of the European
Anti-Fraud Office (OLAF) in relation to the new Waste
Shipment Regulation. They outline the EU's mandate to
carry out inspections in cross-border cases of illegal
waste shipments, which will be entrusted to OLAF. The
authors argue that the new Waste Shipment Regulation
sends strong signals and holds the potential to contrib-
ute to the protection of human health and the environ-
ment.

Considering the modernisation of the system to fight
environmental crime, Mar Jimeno-Bulnes examines the
potential impact of extending the competences of the
European Public Prosecutor’s Office (EPPO) to include
environmental crimes. While the author concedes that
environmental crimes cover many different forms of
environmental harm, she does see such an extension
as justified in line with the new Environmental Crimes
Directive.

This very 2024 Environmental Crimes Directive as a
game changer finds itself at the center of the second
theme, starting with an article by Michael Faure. Faure
looks at why the new Directive was adopted and lists
the shortcomings of its predecessor from 2008. He

shows that one of the most interesting aspects of the
new Directive is the inclusion of ecocide. Without actu-
ally mentioning the term as such (except for in recital
21), the Directive refers to crime that seriously destroys
the ecosystem - echoing the definition of ecocide. Spe-
cifically, recital 21 refers to criminal offences which can
encompass conduct comparable to “ecocide”, which is
already covered by the law of certain Member States
and which is being discussed in international fora.
Faure also turns the spotlight on a possible combina-
tion of administrative and criminal law sanctions in the
Directive as forming part of the enforcement toolbox
as well as evidence-based enforcement and what that
might mean in practice.

Next up, Ricardo Pereira focuses on some critical as-
pects of the Environmental Crimes Directive. He retrac-
es the evolution of environmental criminal law, start-
ing with a 2005 case (CJEU, C-176/03, Commission v
Council) through to the latest Directive adopted in 2024.
According to him, this new Environmental Crimes Direc-
tive was needed to reflect the complexity of effectively
responding to environmental crime while upholding
fundamental rights. Pereira sees multiple enforcement
challenges ahead despite a considerably updated regu-
latory regime.

Last but not least, Christina Olsen Lundh analyzes
challenges and opportunities of the new Directive in the
EU Member States, giving Sweden as an interesting ex-
ample. Drawing on some recent examples from Swedish
courts, she illustrates several points, including the re-
lationship between administrative law and criminal law,
and ways of ensuring legality. From this perspective, the
new Environmental Crimes Directive can hopefully help
the Member States to be clearer in their legislation. In
her conclusions, Olsen-Lundh discusses the important
issue of detecting environmental crime, arguing that
public awareness is crucial.

Overall, this special issue deals with highly impor-
tant societal questions about the protection of the envi-
ronment and the role criminal law plays in this context.

Prof. Dr. Ester Herlin-Karnell, University of Gothenburg
& eucrim editorial board member
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Fighting Waste Trafficking in the EU: A Stronger
Role for the European Anti-Fraud Office

The Reviewed Waste Shipment Regulation and its Enforcement Provisions

Selina Grassin and Luigi |. Garruto*

l. Introduction

The protection of the environment is one of the main pri-
orities of the European Commission. Climate change and
environmental degradation are existential threats not only
to Europe but also globally.

Consequently, environmental crime is becoming an increas-
ingly significant concern. Criminal organisations have been
expanding into the sector, which is extremely lucrative and
relatively low risk, as sanctions imposed for such activi-
ties are significantly milder when compared to other, more
‘traditional’ criminal offences, such as drug trafficking. Ac-
cording to Interpol and the United Nations Environment
Programme, environmental crime represents one of the
four most prevalent criminal activities in the world, together
with drug trafficking, human trafficking and counterfeiting.”
According to Europol, environmental crime can be as profit-
able as illegal drug trafficking. The comparatively low sanc-
tions imposed for environmental crime in comparison to,
for instance, drug trafficking and difficulties to detect such
crimes,? lead to a substantial increase of such illegal ac-
tivities. Environmental crime, therefore, became one of the
EU’s priorities in the fight against serious and organised
crime.®

lllegal waste shipments are among the most serious forms
of environmental crime. Due to their high profitability, they
can often be linked to organised crime and even terrorist
financing.* According to estimates, 15% to 30% of all waste

shipments might be illegal; the value of this trade could
reach up to € 9.5 billion annually. The lllicit shipment of
waste across national borders can pose a significant risk to
human health and the environment. With 67 million tonnes
of waste shipped per year within the EU alone and nearly
35.1 million tonnes of waste exported from the EU to non-
EU countries in 2023,° it is of utmost importance to control
these shipments effectively and efficiently.

In response to these concerns, the European Commission
recently adopted the new Waste Shipment Regulation®
(hereinafter WSR). The new rules aim to better ensure that
waste exported outside the EU is properly managed and to
modernise shipment procedures to reflect the objectives of
a circular economy and climate neutrality. It will, for exam-
ple, implement the use of an EU electronic system for the
submission and exchange of information. Furthermore, the
enforcement of the WSR and the fight against illicit ship-
ments of waste will be reinforced by improving the trace-
ability of the shipments and by supporting more efficient
cross-border coordination.

The new provisions include a mandate to the European
Commission to carry out inspections in complex cross-
border cases of illegal waste shipments. The Commission
will entrust the European Anti-Fraud Office (OLAF) with
implementing these enforcement powers’. This will reaf-
firm and extend the role that the Office and its investiga-
tors have been playing in recent years under existing legal
frameworks.®
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Il. OLAF'’s Current Work on lllegal Waste Shipments

The work on illegal waste shipments is not new to OLAF.
Indeed, the Office has long-standing experience in tracking
down illicit cross-border traffic of dangerous substances,
including illicit waste. OLAF’s work in the domain of illicit
refrigerant gases, for example, has been recognised by a
prestigious international award in 2023, the Montreal Proto-
col Award for Customs and Enforcement Officers.?

Its activity is based on Regulation (EC) 515/97 on mutual
administrative assistance in the customs area.’® As such,
OLAF's activities and the support it provides to Member
States are currently focused on illicit exports outside the EU.

In 2021, for example, OLAF’s alerts and intelligence helped
Italian customs block attempts to smuggle 800 tonnes
of plastic waste to Malaysia.’ In two different cases, the
waste was falsely declared as raw material, and OLAF
helped establish that the procedures of export of waste had
not been respected and that the exporters did not hold the
necessary permits.

OLAF's investigative strategy in this domain is based on in-
depth analysis of customs and trade data, customs decla-
rations and commercial documents. Through the so-called
Rapid Alert System, managed by OLAF, the Office can relay
intelligence to national authorities on suspicious exports of
waste or suggest controls in the countries of destination.
OLAF monitors the original shipments and the returns of
refused containers to ensure that they are not diverted on
their way back to the EU source country.

Furthermore, OLAF serves as a bridge and coordinator
when requested, and has established cooperation with af-
fected third countries. In 2023, for instance, OLAF led the
Joint Customs Operation (JCO) NOXIA™2in collaboration
with ASEM™ countries. This JCO targeted deep-sea con-
tainers in EU and Asian ports and placed them under sur-
veillance, with the objective of preventing dangerous sub-
stances from being smuggled. Operation NOXIA resulted in
the seizure of over 1,191 tonnes of illicit waste, 27,4609 litres
and 5 tonnes of illicit pesticides as well as over 67 million
cigarettes and 10 tonnes of tobacco.™

lll. A New Role for OLAF
Articles 67 to 71 of the new WSR allow the European Com-

mission to carry out inspections in complex cross-border
cases of illicit waste shipments. Given its expertise and
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long-standing experience, the Commission will entrust
OLAF with implementing these enforcement provisions.
In practice, the new rules will facilitate the cooperation be-
tween OLAF and the competent authorities of the Member
States, thereby strengthening the operational support that
OLAF can provide. OLAF will be able to act on its own initia-
tive, at the request of the authorities of one or more Mem-
ber States or in response to a complaint. This will apply not
only to waste shipments entering, transiting or leaving the
EU but also to intra-EU movements.

Art. 68 WSR empowers the Commission, thus OLAF, to do
the following:

Access any premises and means of transport;

Examine any relevant documents;

Ask for explanations;

Take and record statements;

Physically check the waste and take samples.

A variety of actors are involved in this process, including the
notifier, the person who arranges the shipment, the waste
producer, the waste holder, the waste carrier, the consignee
and the facility that receives the waste. These actors are
subject to inspections and are obliged to cooperate. Fur-
thermore, Art. 69 WSR allows and regulates the possibility
to interview any person who consents to be interviewed.

Procedural guarantees designed to ensure the protection of
individuals’ rights are defined in Art. 70 WSR. These rights
include, among others, the right not to make self-incriminat-
ing statements, to be assisted by a person of choice and
to use any of the official languages of the Member State
where the inspection takes place.

An investigation will only be conducted by OLAF in cases in
which there is sufficient suspicion for an illegal shipment of
waste potentially having serious adverse effects on human
health or the environment, and in which the investigation in
question has a cross-border dimension (Art. 67, paragraphs
1-2 WSR). This allows for an efficient use of available re-
sources, as OLAF’s expertise lies in the cross-border dimen-
sion of such operations.

After the completion of each action, OLAF will draw up a
report, which can include recommendations for further ac-
tion of an administrative or judicial nature, to the compe-
tent authorities in the Member State(s). If the conclusion
shows that the shipment of waste has been illegal, OLAF
will inform the competent authorities of the country or
countries concerned by the shipment accordingly (Art. 67,
paragraphs 4-5).



IV. Conclusion

The new EU Regulation on shipments of waste is an impor-
tant step to tackle illegal waste. New provisions empower
OLAF to act on the ground and to support Member States
even more efficiently with regard to suspicious movements
of waste. This improved cooperation sends a strong mes-
sage against waste trafficking. It not only strengthens the
fight against illegal shipments of waste but also contributes
to the protection of human health and the environment.

* The views expressed in this article are exclusively those of the au-
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The European Public Prosecutor’s Office

and Environmental Crime

Further Competence in the Near Future?

Mar Jimeno-Bulnes*

I. Introduction

As is often stressed, Council Regulation (EU) 2017/1939
of 12 October 2017 implementing enhanced cooperation
on the establishment of the European Public Prosecutor’s
Office (EPPO)’ established a new player in European crimi-
nal policy that revolutionised the European criminal justice
scene in several respects.? It was the first time that a ver-
tical cooperation model was adopted in the form of this
supranational body,® as opposed to the classic horizontal
cooperation that had taken place until then, through agen-
cies like Eurojust.* It was rightly put that a “new sheriff in
the city”> was operating — with an impact not only at the
European but also at the national level, as the EPPO must
prosecute and bring cases before the national courts of the
EU Member States. More than 20 years after the Corpus
luris project,® the EPPO, at long last, became a reality, hav-
ing assumed operations more than three years ago.

Indeed, since the establishment of the EPPO, one of the most
hotly debated issues has been the limitation of this body’s
competence.” Since the EPPO was designed to prosecute
offences against the financial interests of the European Un-
ion, some authors have pointed out that the EU had created
a body to protect solely “its” economic interests, which was
“reductionist” at the time.2 Some argue that this limited EPPO
competence somehow “weakened” the body to a certain ex-
tent and caused disappointment over the missed opportunity
to cover other crimes with a clear cross-border component.®
| also believe that a stronger, more complete competence for
the EPPO would strengthen its position in the EU, especially
in the fight against crime. Against this background, this ar-
ticle examines the possibility of extending the EPPO’s com-
petence to other crimes, in particular environmental crimes,
which may call for its extension, due to the recurring cross-
border nature of these crimes.™®
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First, background information is given on how the current
EPPO's competences have been organised thus far. Sec-
ondly, the possible extension of the EPPQ’s competence
and, if viable, the requirements for doing so will be analysed
in order to set out a future proposal for the extension of
such competence to environmental offences. However,
| would like to start by saying the following: this does not
seem to be an idea at present’! if there are any plans to
modify the EPPQO’s competence at the European level, which
also seems highly doubtful, at least to date.

Il. Current Competence of the EPPO

The former Spanish European Prosecutor, Maria Concep-
cién Sabadell Carnicero, described the EPPO’s (material)
competence as “remarkably complex, mainly due to its
regulation based on EU legislation to be transposed by the
Member States and on EU concepts.”'? Cross-reference to
other EU legislation to be implemented in the EU Member
States is already laid down in Art. 4 of the EPPO Regula-
tion, which describes EPPO’s basic objective and tasks and
which reads as follows:

The EPPO shall be responsible for investigating, prosecuting

and bringing to judgment the perpetrators of, and accomplic-

es to, criminal offences affecting the financial interests of the

Union which are provided for in Directive (EU) 2017/1371 and
determined by this Regulation.

Another premise of the EPPO Regulation is that “bringing
to justice” must be done before the appropriate national
courts of the Member States, because - against contrary
suggestions made in literature’™ - the Union legislature
neither established a specific European jurisdiction nor at-
tributed a respective power to the Court of Justice of the
European Union (CJEU) in this regard.



The organisation of EPPO’s competences is closely related
to Art. 325 TFEU, the Treaties’ core provision on combat-
ting fraud and other illegal activities affecting the financial
interests of the Union. A direct effect of Art. 325 TFEU was
expressly recognized by the CJEU at the time'# as part of
EU primary law, which leaves room for further enactment
of substantive and procedural EU legislation as part of sec-
ondary EU law.’ Inasmuch the birth of the EPPO can be
attributed to the “procedural dimension”'® of Art. 325 TFEU,
this provision is also the legal basis for the “substantive”
criminal law precept referred to in Art. 4 EPPO Regulation.
The latter was sharpened by Directive (EU) 2017/1371 - the
PIF Directive.' The fact that both rules of EU secondary leg-
islation for the fulfilment of the objective set out in primary
EU law were contemplated, namely the PIF Directive and the
EPPO Regulation, gives rise to such a double — substantive
and procedural — dimension of the regulation in this sense
within the context of EPPO.

Art. 325 TFEU implies a shared competence between the
EU and the Member States. This was corroborated by the
CJEU in the famous “Greek Maize” judgment clarifying
that the Member States must adopt the same measures
to protect the EU’s financial interests as those taken to
protect national financial interests.’® It was actually this
inactivity — showing less efforts in the protection of the
EU’s financial interests than in protecting national finan-
cial interests — that justified the creation of the EPPO at
the time.?® As a result, the Union legislature decided?' to
attribute to the EPPO a single competence to be shared
with the Member States, i.e. Member States would also
be responsible for investigating and prosecuting the rel-
evant economic crimes against the EU budget in coordina-
tion with EPPO (model of complementarity).?> On the one
hand, this feature should be kept in mind when we discuss
a possible further extension of the EPPO’s competence.
On the other hand, this scenario is another reason for the
complexity of the material competence attributed to the
EPPO, since the Office’s competence is certainly preferen-
tial but does not exclude the competence of correspond-
ing national authorities.??

More specifically, the EPPO Regulation governs the EPPQ'’s
competence in Section 1 of Chapter IV, including Arts. 22
and 23. Three classic allocation criteria are used: material
(Art. 22), territorial, and personal (both in Art. 23) compe-
tence. Art. 22(1) concretely provides for the above-men-
tioned reference to the PIF Directive, i.e. the EPPO Regu-
lation does not include an independent and fully-fledged
substantive criminal legislation.?* Another important issue
in this regard is that the reference to the PIF Directive must
be understood with reference to the transposing national

laws. This results in an additional layer of complexity when
determining material competence, because the Directive’s
implementation, which differs from Member State to Mem-
ber State, must be taken into account.?®

Other important characteristics of the regulation on the

EPPO’'s material competence are the following:
An initial and “dynamic” reference?® to the general
offences set out in the PIF Directive, namely (a) sub-
sidy or aid fraud; b) tax offences; c) money launder-
ing; d) active and passive bribery; embezzlement and
smuggling);?’
A specific reference with specific requirements in the
case of VAT fraud (Art. 22(1) in connection with Art. 3
(2)(d) PIF Directive, requiring the involvement of two
or more Member States?® and a minimum damage of
€10 million);
A particular attribution to competences concerning “of-
fences regarding participation in a criminal organisa-
tion” (Art. 22(2) with reference to Framework Decision
2008/841/JHA" of 24 October 2008 on the fight against
organised crime?®);
A particular attribution to “inextricably linked” offences
(Art. 22(3), which is difficult to interpret®® and thus to de-
termine the degree of connection required for such an-
cillary competence despite the recital’s effort to provide
some clarification in this regard®");
A negative competence for criminal offences in respect
of national direct taxes (Art. 22(4), inasmuch the com-
petence here is generally attributed to national authori-
ties®?).

As regards the EPPOQ's territorial and personal competence
in Art. 23, the EPPO Regulation is easier to handle, since no
references to other legislation are made. The Regulation
prioritises the territorial criterion over that of personality.3?
This is in line with the principle of territoriality that governs
the application of criminal law in the nation state. Thus,
the competence of the EPPO is generally determined for
all offences referred to in Art. 22 if “committed in whole
or in part within the territory of one or several Member
States.” This norm requires the simultaneous jurisdiction
of the respective Member State, since its courts will be
responsible for the actual trial.3* Regarding the personality
criterion, competence to the EPPO is attributed to those
offences listed in Art. 22 of the EPPO Regulation when
“committed by a national of a Member State, provided that
the respective Member State has jurisdiction for such of-
fences when committed outside its territory”. This general
framework is supplemented by a specific provision for EU
staff and employees (that includes the same procedural
requirements).
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lll. Possible Extension of the EPPO’s Competence to
Environmental Crime

1. Legal basis for extension

The extension of EPPO’s competences is already envisaged
in Art. 86(4) sentence 1 TFEU:
The European Council may, at the same time or subsequently,
adopt a decision amending paragraph 1 in order to extend the
powers of the European Public Prosecutor’s Office to include
serious crime having a cross-border dimension and amending
accordingly paragraph 2 as regards the perpetrators of, and
accomplices in, serious crimes affecting more than one Mem-
ber State.
Thus, primary Union law sets out two basic conditions for
the extension of EPPQ’s “mandate”,®® i.e. (1) the concept
of authorship (the same as for the current competence in
relation to offences affecting the financial interests of the
Union) and (2) the cross-border character of the crime.3¢ In
addition, Art. 86(4) sentence 2 TFEU determines the corre-
sponding legislative procedure for the extended mandate:
The European Council shall act unanimously after obtaining
the consent of the European Parliament and after consulting
the Commission;
This second sentence of Art. 86(4) raises some questions:
What is meant by unanimity? In other words: Does “unanim-
ity” only refer to the Member States participating in the en-
hanced cooperation of the EPPO or also to the non-partici-
pants in the EPPO scheme?%”

2. General approaches and concrete proposals

The essential question remains, however, as to which new
offences the EPPO should investigate and prosecute. As a
starting point, the question arises as to whether an exten-
sion should only cover those cross-border offences that are
defined as “the so-called euro-crimes” 8 in Art. 83(1) TFEU,
e.g. trafficking in human beings. A second approach could
be to take recourse to the broader list of offences defined
in instruments of mutual recognition of judicial decisions
in criminal matters exempting the examination of double
criminality, such as Art. 2(2) of the Council Framework De-
cision on the European Arrest Warrant (EAW).%° Yet a third
approach would be to include other criminal offences with
a typical cross-border dimension beyond said norms, such
as offences relating to market abuse and/or infringements
of competition law.*°

So far, the European Commission has launched one con-
crete initiative for the specific area of terrorism (in 2018),*'
following announcements by former Commission President
Jean-Claude Juncker to strengthen the “Security Union”.
However, this initiative has not been followed up on yet.#?
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At the moment, other fields, in particular the violation of
restrictive measures imposed by the EU, are being more
widely supported. In fact, this idea had already been put for-
ward by a group of Member States precisely in the context
of the negotiations taking place in this area on the basis of
the proposal presented at the time by the European Com-
mission for the violation of Union restrictive measures,*?
which became Directive (EU) 2024/1226 of the European
Parliament and of the Council of 24 April 2024.44 Indeed,
the current political context, such as the Russian war of ag-
gression against Ukraine, plays a large and decisive role to-
day, as can be seen in the European institutions themselves
in the light of the debates taking place within them.*> The
same favourable opinion on the extension of the EPPO’s
competence to the violations of EU restrictive measures is
not only held by (some) Member States*®, but also by the
EPPO itself.4’

3. Discussion on extension of competence to
environmental crime (pros and cons)

In the midst of these debates, the area of environmental
crime has also gained attention. In particular, Francesco De
Angelis considered environmental crime a suitable field for
extending the EPPO’s competence :8

EU environmental law represents a relevant corpus of de-
tailed norms and constitutes an extraordinary laboratory of
European integration.

The peculiarity of “environmental criminal law” is that it
covers many different forms and means of environmental
harm, including pollution (air, sea, water, etc.) as well as
climate change.*® Infringements of environmental laws are
regulated in both administrative and criminal law, entailing
arisk of overlapping or differing classifications in the differ-
ent EU Member States.>° An important game changer could
be the recently enacted Directive (EU) 2024/1203 on the
protection of the environment through criminal law.5" Not-
withstanding this development, we can observe parallels
between environmental crimes and PIF crimes:52

Both are often serious crimes with a cross-border dimen-

sion;

Similar to PIF offences, environmental offences also do

not seem to be a priority for the national authorities of

the Member States;>®

Both areas of crime are “victimless”, and the environ-

ment, like the EU budget, can be considered a “European

good”;%

Like the protection of the EU’s financial interests, envi-

ronmental protection represents “one of the Communi-

ty’s essential objectives”.5®



With regard to the last point, | wish to reiterate that it was
precisely a landmark judgment that gave rise to the birth of
European criminal law in the former first pillar related to en-
vironmental matters: the ECJ’s judgment of 13 September
2005, European Commission v. Council of European Union>®
established the obligation for the EU Member States to en-
act criminal sanctions for violations against environmental
protection, despite the lack of EU competence to do so in
the first pillar.

In contrast, an important counter-argument with regard to
the extension of the EPPQ’s jurisdiction to environmental
crime is that a sound definition of environmental crime
is still lacking. In the absence of a common European
definition,% its definition at the national level by the Mem-
ber States is not helpful, as the regulations in this respect
are also diverse.58

4. Perspectives

Coming back to the general approaches described above,
environmental crimes are certainly not covered by Art. 83
TFEU, but they are enumerated in the list of 32 crimes for
which double criminality checks are exempted with regard
to the mutual recognition of judicial decisions in criminal
matters. Moreover, the importance of the environment
within the Union derives from the regulation of the Treaties
themselves, namely the express mention of environmental
protection in Art. 3(3) TEU.>® The need for specific criminal
law protection in environmental matters and part of the
European agenda is its inclusion in the Commission Com-
munication of 20 September 2011 “Towards an EU Criminal
Policy: Ensuring the effective implementation of EU policies
through criminal law”.6°

Lastly, the European institutions themselves have also
been sensitive to promoting the extension of the EPPQ’s
competence to environmental crime. In a resolution of
20 May 2021 on the liability of companies for environmen-
tal change, the European Parliament “calls on the Commis-
sion to explore the possibility of extending the mandate of
the European Public Prosecutor’s office (EPPO), once it is
fully established and fully functional, to cover environmen-
tal offences.”®’ Moreover, in the light of the negotiations
on the Environmental Crime Directive, the EP’s Committee
on Legal Affairs proposed including a recital on the pos-
sible extension of the EPPQO’s competence to environmen-
tal offences of a cross-border dimension.®? Nonetheless,
these parliamentary initiatives have not yet fallen on fertile
ground, so it appears that there is currently no political will
at the Union level for extending EPPO’s competences to the
field of environmental crime-.

In sum, considering the importance of environmental pro-
tection within the EU, together with the seriousness and
cross-border nature of many of environmental offences,
the inclusion in the core competence of the EPPO can be
justified.53

V. Concluding Remarks

The current EPPQO’s competence is limited to criminal of-
fences affecting the EU’ financial interests. This reflects a
reductionist, probably “selfish”, view on the part of the Un-
ion. And this is why the possibility of extending the compe-
tence of the EPPO to other areas of criminal law was pro-
posed even before the body became operational in 2021.
The greatest support was obtained for the crime of terror-
ism at that time, in particular given that EU Member States
wished to show strong political commitment following vari-
ous terrorist attacks in Europe.®*

Even though there are many reasonable arguments that
a future extension of the EPPQ’s competence to offences
other than those relating to the protection of the Union’s
financial interests must take place, it is currently rather un-
likely that this extension will cover environmental offences,
at least not in the near future. As mentioned above, other
areas have so far attracted closer attention of the Europe-
an Union for a possible extension of EPPO’'s competence.
Thus, the most imminent case seems to be the field of vio-
lation of restrictive measures imposed by the EU — an area
currently more widely supported in the Union'’s policy, given
that this idea has already been put forward by a group of EU
Member States. Thus, the belief is justified that the EPPO’s
competence will be extended to this sphere and not to that
of environmental crime. On verra!

* This article is part of the project “New scenario of European

and national criminal procedure in the Member States after the
introduction of the European Public Prosecutor’s Office (EPPO)",
PRX22/00437; the project is financed by the Spanish Ministry
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supervised by Professor Ester Herlin-Karnell at the University of
Gothenburg (Sweden). The article also includes involvement of the
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The Creation of an Autonomous Environmental Crime
through the New EU Environmental Crime Directive

Michael Faure

I. Why a New Environmental Crime Directive?

The European Union already had a directive on the pro-
tection of the environment through criminal law: Directive
2008/99/EC of 19 November 2008." The 2008 Directive
forced the EU Member States to impose criminal sanctions
for nine criminal offences, provided they were committed
unlawfully, intentionally, or at least with serious negligence.
Art. 5 of Directive 2008/99 obliged the Member States to
impose effective, proportionate, and dissuasive penalties.

An evaluation of the 2008 Directive by the European Com-
mission showed that there were serious problems with the
criminal enforcement of environmental law generally within
Member States.? In addition, two reports were commis-
sioned by the European Parliament that both suggested a
revision of the 2008 Directive. One report dealt with the li-
ability of companies for environmental damage;® the other
one dealt with “Tackling environmental crimes under EU law:
the liability of companies in the context of corporate merg-
ers and acquisitions”.* This led the European Parliament to
ask the Commission to revise the ECD 2008.5> Moreover, in
a research project labelled “European Union action to fight
environmental crime” (EFFACE), commissioned by the Eu-
ropean Commission® several suggestions were also for-
mulated to revise the 2008 Directive.” Moreover, academic
studies had been formulating various types of criticism on
the 2008 Directive.® A first point of criticism addressed the
definition of unlawfulness® in Art. 2(a) of Directive 2008/99:

‘unlawful’ means infringing (i) the legislation adopted pursu-
ant to the EC Treaty and listed in Annex A; or (ii) with regards
to activities covered by the EURATOM Treaty, the legislation
adopted pursuant to the EURATOM Treaty and listed in Annex
B; or (iii) a law, an administrative regulation of a Member State
or a decision taken by a competent authority of a Member
State that gives effect to the community legislation referred
toin (i) or (ii).

Thus, the provision referred to a violation of either national
legislation adopted pursuant to EU law (environmental di-
rectives or regulations contained in Annex A or Annex B)
or domnestic (administrative) — environmental law imple-
menting European environmental directives. In other words,
the 2008 Directive offered no room for an autonomous
approach to environmental crime, meaning that criminal
liability could occur even in the absence of a violation of ad-
ministrative obligations. Furthermore, the consequence of
this definition of unlawfulness was that no criminal liability
could be established as long as the conditions of an (ad-
ministrative) permit are met.°

A second point of criticism of the 2008 Directive pertained
to the fact that criminal law was considered the only means
for an appropriate remedy for environmental harm; thus,
the Directive completely ignored other remedies, such as
administrative measures (including sanctions) or civil en-
forcement. Recital 3 of the Directive explicitly indicated that
only criminal penalties “demonstrate a social disapproval of
a qualitatively different nature compared to administrative
penalties or compensation mechanisms in the civil law.”
As aresult, the 2008 Directive was silent on administrative
sanctions. This runs counter to a practice in many EU Mem-
ber States to introduce the commonly known as “toolbox
approach”, i.e. making available a wide variety of different
remedies to deal with environmental crime outside of the
criminal law.™

A third point of criticism concerned the goal of the 2008
Directive to establish the Member States’ obligation to
criminalise the violation of national legislation implement-
ing EU environmental law. This was considered important
in order to deal with the “implementation deficit”. The term
describes the fact that a Member State could transpose
environmental directives into its national law but could still
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do very little to guarantee an effective application of that
national legislation. As a result, no information was made
available at the European level, for example, on the capac-
ity available to monitor compliance with domestic environ-
mental law implementing the European environmental ac-
quis. Furthermore, information on the number of violations
as well as the number of criminal cases dismissed, prose-
cuted, and adjudicated has also not been made available at
the EU level. In other words: a Member State could opt for a
formal transposition of EU environmental law into national
law but there could subsequently be a huge difference be-
tween the Member States concerning the actual application
of EU environmental law in practice.'?

The new Directive (EU) 2024/1203 of the European Parlia-
ment and of the Council of 11 April 2024 on the protection
of the environment through criminal law and replacing Di-
rectives 2008/99/EC and 2009/123/EC (hereinafter En-
vironmental Crime Directive — ECD)'® responds to these
points of criticism. It is not merely an amendment of its
2008 predecessor but also brings about fundamental
changes. In some respects, one can say that it even marks
a revolution. In the following, sections 1I-VI, | will illustrate
the most important changes before conclusions are drawn
in section VIII.

I1l. Unlawfulness

First, the ECD provides for a different definition of unlawful-
ness. According to Art. 3(1) ECD, unlawfulness for the pur-
pose of this Directive shall be conduct that breaches:

Union law which contributes to pursuit of one of the objec-

tives of the Union’s policy on the environment as set out in
Art. 191(1) TFEU; or

A law, regulation, or administrative provision of a Member
State or a decision taken by a competent authority of a Mem-
ber State, which gives effect to the Union law referred to in
point (a).

This differs from the approach taken in 2008. References to
a long list of directives and regulations in the annex to the
former Directive have been replaced by a broader substan-
tive definition referring to Union law, which corresponds to
the pursuit of one of the objectives of the EU policy on the
environment.

The question as to whether compliance with an adminis-
trative permit excludes criminal liability is answered in
Art. 3(1) subpara. 3 ECD:

Such conduct shall be unlawful even where it is carried out

under an authorisation issued by a competent authority of a
Member State if such authorisation was obtained fraudulently

154 | eucrim 2/2024

or by corruption, extortion or coercion or if such authorisation
is in manifest breach of relevant substantive legal require-
ments.™

This provision encompasses two situations in which an au-
thorisation turns unlawful. The first situation pertains to a
certain type of criminal behaviour (fraud, corruption, extor-
tion, or coercion). Admittedly, it is questionable whether law
enforcement authorities will actually be able to prove that
the authorisation was obtained fraudulently in many cases.

The second situation will be more important in practice
(when authorisation is in manifest breach of relevant
substantive legal requirements). Such a clause could not
be found in the original Commission proposal presented
on 15 December 2021,"5 but it was introduced following
intense debate in the European Parliament and during
the trilogue negotiations. Members of the European Par-
liament (MEPs) realised that it is important to have the
possibility to impose criminal liability under exceptional
circumstances, even when the conditions of an adminis-
trative permit are followed by an economic operator. The
wording “in manifest breach of relevant substantive legal
requirements” establishes the possibility to introduce a
truly autonomous environmental crime and will be revo-
lutionary for most EU Member States.’® An autonomous
environmental crime signifies that criminal liability no
longer depends upon the violation of administrative pro-
visions. Moreover, compliance with administrative provi-
sions (such as the conditions of an authorisation) will no
longer exclude criminal liability. However, this criminal li-
ability (even in case of compliance with an authorisation)
can only be established in exceptional circumstances. Re-

cital 10 ECD clarifies in this regard:
in manifest breach of relevant substantive legal requirements”
should be interpreted as referring to an obvious and substan-
tial breach of relevant substantive legal requirements and is

not intended to include breaches of procedural requirements
or minor elements of the authorisation.

I1l. Ecocide

Another important, novel issue is included in Art. 3(3) ECD.
This provision obliges Member States to ensure that crimi-
nal offences relating to conduct listed in Art. 3 (2) consti-
tute qualified criminal offences if the conduct causes one
of the following:

The destruction of, or widespread and substantial damage,
which is either irreversible or long-lasting, to an ecosystem of
considerable size or environmental value or a habitat within a
protected site;

Widespread and substantial damage, which is either irrevers-
ible or long-lasting to the quality of air, soil, or water.



Recital 21 ECD clarifies:

those qualified criminal offences can encompass conduct
comparable to ‘ecocide’, which is already covered by the law
of certain Member States and which is being discussed in in-
ternational fora.

Without using the word “ecocide” explicitly in the main text
of the Directive itself, the introduction of the qualified of-
fence of ecocide stemmed especially from pressure on the
part of the Greens in the European Parliament. This crimi-
nalisation of ecocide (as a qualified offence), together with
the possibility of an autonomous environmental crime as
explained in section Il., can undoubtedly substantially en-
large the scope of criminal liability, which in turn will raise
the effectiveness of environmental criminal law.

The issue of ecocide is implicitly referred to in Art. 8(a) ECD,
which obliges Member States to regard as an aggravating
circumstance whether “the offence caused the destruction
of, or irreversible or long-lasting substantial damage to, an
ecosystem”.

IV. The Toolbox Approach

Although the new ECD stresses the significance of crimi-
nal law to protect the environment, the Directive’s Recitals
now also refer to possibilities of imposing administrative
remedies.

Article 3(1) creates an obligation for Member States to
determine 20 types of conduct (compared to nine in the
2008 Directive) that now constitute a criminal offence
when committed intentionally and, for particular con-
duct referred to in paragraph 4 of Art. 3, when it is car-
ried out with at least serious negligence. The Recitals do
not explicitly refer to alternatives to the criminal law. For
example, Recital (43) mentions that the Directive should
not affect civil liability under national law or the obliga-
tion to compensate for harm or damage caused as a re-
sult of a given criminal offence defined in the Directive.
Recital (45) mentions that the obligation provided for in
the Directive to establish criminal penalties should not
exempt Member States from the obligation to provide for
administrative penalties and other measures in national
law for breaches of Union environmental law. Generally,
Recital (47) holds that judicial and administrative authori-
ties in the Member States should have at their disposal
a range of criminal and non-criminal penalties and other
measures, including preventive measures, to address dif-
ferent types of criminal conduct in a tailored, timely, pro-
portionate and effective manner. Moreover, the sanctions
provided for in Art. 5 and Art. 7 include a wide variety of

penalties for the judge to choose from. Art. 7(2) explicitly
mentions that the penalties may include other criminal
or non-criminal penalties or measures. The new Directive
provides exactly the toolbox that was suggested in the
literature. Art. 5 refers inter alia to the following penalties
for natural persons:
Obligation to restore the environment within a given pe-
riod if the damage is reversible;
Obligation to pay compensation for the damage to the
environment if the damage is irreversible or the offender
is not in a capacity to carry out such restoration;
Exclusion from access to public funding, including ten-
der procedures, grants, concessions, and licenses;
Disqualification from holding, within a legal person, a
leading position of the same type used for committing
the offence;
Withdrawal of permits and authorisations to pursue the
activity that resulted in the relevant criminal offence;
Temporary bans on running for public office.

Art. 7 also includes an impressive list of potential penalties
for legal persons, some of which are similar to the ones for
natural persons, but also including the following:
Withdrawal of permits and authorisations to pursue ac-
tivities that resulted in the relevant criminal offence;
Being placed under judicial supervision;
Judicial winding up;
Closure of establishments used to commit the offence;
Obligation to establish due diligence schemes for en-
hancing compliance with environmental standards.

Art. 10 ECD contains a provision on freezing and confisca-
tion and holds that the Member States shall take the neces-
sary measures to enable the tracing, identifying, freezing,
and confiscating of instrumentalities and proceeds from
the criminal offences referred to in Arts. 3 and 4.

V. Minimum Sanctions

An important objective of the new ECD is to guarantee that
offences would be punished with effective, proportionate,
and dissuasive penalties in an equal way in all EU Member
States, so that the above-mentioned implementation deficit
can be eliminated. For this reason, Art. 5(2) introduced a
series of concrete minimum sanctions applicable to natu-
ral persons. Some criminal offences must be punishable by
a maximum term of imprisonment of at least 10 years if
they cause the death of any person. For ecocide (Art. 3(3),
see section Ill. above), the maximum term of imprisonment
should be at least eight years; for yet other offences, it is
either three or five years.
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As far as legal persons are concerned, Art. 7(3) prescribes
that when (either criminal or non-criminal) fines are war-
ranted, the amount shall be proportionate to the gravity of
the criminal conduct and to the individual, financial, and
other circumstances of the legal person concerned. The
provision continues that the maximum level of such fines
may be no less than 5% of the total worldwide turnover of
the legal person, either in the business year preceding the
year in which the offence was committed or in the busi-
ness year preceding that of the decision to impose the
fine or an amount corresponding to €40 million. This ap-
plies to the criminal offences covered by Art. 3(2) points
(a) to (l), and points (p), (s) and (t). For yet other offences
(those covered by Art. 3(2), points (m), (n), (o), (q) and
(r), the maximum level of the fine should be at least 3%
of the worldwide turnover or an amount corresponding to
€24 million. Above and beyond that, Member States can
establish rules for cases in which it is not possible to de-
termine the amount of the fine on the basis of the total
worldwide turnover.

VI. Statistical Data

In order to make evidence-based enforcement possible,
Art. 22(1) ECD prescribes that Member States shall ensure
that a system is in place for the recording, production, and
provision of anonymised statistical data on the reporting,
investigative, and judicial stages in relation to the criminal
offences mentioned in the ECD.

Art. 22(2) provides that these data shall, as a minimum, re-
fer to:

(@) The number of criminal offences registered and adjudi-
cated by the Member States;

(b) The number of dismissed court cases, including those on
the grounds of expiry of the limitation period for the crimi-
nal offence concerned;

(c) The number of natural persons that are:
(i) prosecuted;
(i) convicted,;

(d) The number of legal persons that are:
(i) prosecuted;
(ii) convicted and fined;

(e) Thetypes and levels of penalties imposed.

Member States must also ensure that a consolidated re-
view of their statistics is published at least every three years
(Art. 22(3)). Each year, the Member States must transmit
the data to the Commission (Art. 22(4)) in a standard for-
mat yet to be developed by the Commission in accordance
with Art. 23 ECD.
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VII. Other Elements in the Enforcement
of Environmental Criminal Law

The ECD includes other important elements aimed at im-

proving the effective enforcement of environmental crimi-

nal law. Among others, these include the following:
Art. 11 obliges the Member States to take necessary
measures to provide for a limitation period that ena-
bles an effective investigation, prosecution, trial, and
adjudication of the criminal offences contained in the
ECD. Art. 11(2) prescribes minimum limitation periods.
Art. 12 obliges the Member States to take the neces-
sary measures to establish jurisdiction over the crimi-
nal offences contained in the Directive. The ECD in
principle only applies to acts committed within the EU
territory, but Member States are free to go further and
expand their jurisdiction also to environmental crimes
committed outside of the EU.
Art. 13 obliges the Member States to take the neces-
sary measures to ensure that effective and proportion-
ate investigative tools are available for investigating
or prosecuting the criminal offences contained in the
ECD.
Art. 14 obliges the Member States to take the neces-
sary measures to ensure that any persons reporting
the criminal offences contained in the ECD, providing
evidence, or otherwise cooperating with competent au-
thorities (whistleblowers) have access to support and
assistance measures in the context of criminal pro-
ceedings in accordance with national law.
Art. 16 obliges the Member States to take appropriate
measures, such as information and awareness-raising
campaigns, targeting relevant stakeholders from the
public and private sectors in order to reduce the num-
ber and risk of environmental criminal offences.
Art. 17 obliges the Member States to ensure that na-
tional authorities which detect, investigate, prosecute,
or adjudicate environmental criminal offences have
sufficient qualified staff and sufficient financial, techni-
cal, and technological resources for the effective per-
formance of their functions related to the implementa-
tion of the ECD. Taking into account the constitutional
traditions and structures of their legal systems, Mem-
ber States should also estimate the need to increase
the level of specialisation of these criminal enforce-
ment authorities.
Art. 18 obliges the Member States to take necessary
measures to ensure that regular, specialised training
is provided to judges, prosecutors, police, and judicial
staff and to competent authorities’ staff involved in
criminal proceedings and investigations.



VIII. Concluding Remarks

The new Directive on the protection of the environment
through criminal law of 11 April 2024 can certainly be con-
sidered an important step in the development of environ-
mental criminal law at the European level. The new Directive
integrates a wide variety of suggestions put forward in the
literature concerning the development of an effective envi-
ronmental criminal enforcement system.

The Directive entered into force on 20 May 2024 (Art. 29
ECD); Member States have until 21 May 2026 (Art. 28 ECD)
to implement the new regime. It will have important con-
sequences for the effective application of environmental
criminal law. The likely most revolutionary aspects are the
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introduction of a qualified offence of ecocide and an au-
tonomous environmental crime if administrative authorisa-
tions were issued in “manifest breach of relevant substan-
tive legal requirements.” The Union legislature must be
complimented for having resisted the undoubtedly strong
lobbying by industry against the introduction of these provi-
sions. Still, the new rule of “manifest breach of relevant sub-
stantive legal requirements” is, to some extent, only a first
step, as these legal notions cannot simply be transposed
into domestic legislation. The real work will now start at the
level of the Member States, which must transpose the Di-
rective into national law and, more specifically, turn these
vague notions into a definition compatible with the legality
principle. The ideal result will be a workable definition of an
autonomous environmental crime.
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A Critical Evaluation of the New EU Environmental
Crime Directive 2024/1203

Ricardo Pereira

I. Introductory Remarks

In December 2021, the European Commission published its
long-awaited proposal on the recast Environmental Crime
Directive (ECD).” This followed the consultation and evalua-
tion of the 2008 Environmental Crime Directive? (hereinafter
“2008 ECD") with several stakeholders from 2020 to 2021.
The Commission proposal aimed to strengthen the imple-
mentation of EU environmental law by further harmonising
environmental criminal law in several key areas, including
the following:
Criminal offences which had not been envisaged by the
2008 ECD, such as, illegal timber trade, illegal water ex-
traction, illegal ship recycling, circumvention of an op-
erator’s obligation to conduct an environmental impact
assessment (EIA), and introduction or spread of alien
species;
Specific types and levels of criminal penalties, including
minimum-maximum prison sentences applicable to in-
dividuals® and financial penalties applicable to individu-
als or corporations;*
Inclusion of rules on police and judicial cooperation in
criminal matters in the context of transnational environ-
mental crime, including rules on prosecution and juris-
diction.

Therefore, the Commission aimed to adopt a more com-
prehensive and prescriptive approach to the harmonisation
of environmental criminal law in the EU, claiming — on the
basis of existing studies on the implementation of the 2008
ECD® - the measures currently in place in the EU Member
States to be insufficient to tackle environmental crime ef-
fectively.
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After the Commission’s proposal, the legislative process
(under the ordinary legislative procedure)® continued as
follows: the Council reached a general approach on the
Commission’s proposal at its meeting on 9 December
2022.7 In turn, the European Parliament defined its position
in April 2023.8 Trilogue negotiations started in May 2023,
and the negotiators reached an agreement on the text af-
ter the fourth trilogue meeting on 16 November 2023.° The
European Parliament (at first reading session) adopted a
legislative resolution on 27 February 2024 agreeing on the
text of the Directive (with 499 votes in favour, 100 against,
and 23 abstentions).’® The Council finally adopted the re-
cast ECD in March 2024 (by qualified majority voting with
25 delegations voting in favour of the new ECD while one
delegation (Germany) abstained). The Directive (herein-
after 2024 ECD) was published in the Official Journal of
30 April 2024.7 It replaces the 2008 ECD."?

With regard to the geographical scope of application, it
should be borne in mind, however, that Denmark and Ire-
land are not bound by the 2024 ECD due to their opt-out
arrangements in the Area of Freedom, Security and Jus-
tice (AFSJ)."® This means that Denmark and Ireland will
remain bound by the 2008 ECD, since their opt-outs do
not apply to any legislation adopted under the pre-Lisbon
first pillar.™*

It is also noteworthy that the offence in relation to ship-
source pollution, which had previously been included in a
2009 Directive,’> has now been incorporated in the 2024
ECD.'® As a consequence, the 2009 Directive on ship-source
pollution crimes is replaced by the 2024 ECD as well, again
with the exception of Denmark and Ireland.’



This article will examine key provisions of the 2024 ECD
(particularly the new provisions concerning criminal offenc-
es and penalties) and critically assess the extent to which it
may improve on the previous legal framework for combat-
ting environmental crimes in the European Union.

Il. Key Reforms under the 2024 Environmental Crime
Directive: the Expansion of Criminal Offences

Unlike the 2008 ECD, which contains a total of nine offenc-
es (including three pollution control offences,'® two waste
management offences,’ three biodiversity offences,?®
and one atmospheric pollution management offence),?’
the 2024 ECD not only retains these offences (with some
modifications ranging from significant to modest)?? but in-
troduces 12 new offences.?3 In addition, it introduces two
new qualified offences for acts comparable to ecocide,
largely thanks to the interventions of the European Parlia-
ment in the course of the ECD negotiations.?* This exten-
sion largely reflects new developments in EU environmental
law and policy, including new EU environmental legislation
which was in the process of being adopted whilst the recast
ECD was being negotiated.? Ultimately, this resulted in key
amendments to the text of the 2024 ECD itself. In this re-
gard, it should be noted that the 2008 ECD already provided
for the option of that Directive being amended, taking into
account new developments in EU environmental policy; yet
this option was never exercised and no legislative amend-
ments in accordance with the 2008 Directive were made.?¢

Overall, the new Art. 3(2) ECD lists a total of 21 offences deal-
ing with a wide range of environmental policy concerns:

Pollution control (including mercury pollution);?’

Waste management;28

Dangerous activities in installations;?°

Offshore installation pollution;3°

Pollution by radioactive substances;®

Invasive species;®?

Project execution/environmental impact assessment;33

Waste shipment;3*

Ship-recycling;®®

Ship-source pollution;3¢

Operation of an installation;3”

Radioactive materials;3®

Placing on market of commodities/illegal timber trade;*°

Ozone depleting substances;*°

Fluorinated greenhouse gases;*'

lllegal water abstraction;*?

Killing/possession of species;*

lllegal trade in species*;

Habitat deterioration.*®

The majority of these offences could be classified as “con-
crete endangerment offences” because they require that a
specified threshold of environmental harm be met.*¢ There
are also “abstract endangerment offences,” which do not
depend on a threshold of environmental harm being met.#’
Yet, despite the move to significantly expand the number of
offences, the 2024 ECD could be criticised for not having
gone further and criminalised other activities with signifi-
cant environmental or health impacts, in particular illegal,
unreported, and unregulated (IUU) fishing,*® fraud in the
EU carbon markets,* illegal trade in genetically modified
organisms (GMOs) and their deliberate release into the
environment,* and the causing of forest fires®” — none of
which are covered as separate offences under the 2024
ECD.

As regards the definition of the offences in the 2024 ECD,
another significant reform relates to the non-inclusion of
amended versions of the two Annexes (A and B) of the 2008
ECD. Indeed, the 2008 ECD contains Appendix (A), listing 69
pieces of European Community (EC) environmental legisla-
tion which relate to the environmental offences defined in
that Directive, and Annex B, listing three pieces of legisla-
tion adopted in the context of Euratom.% The fact that the
2008 ECD was adopted more than 15 years ago and consid-
ering the bulk of EU environmental legislation that has been
adopted in the meantime® made a simple update of the list
of EU environmental legislation in the two Annexes a less
attractive option to the European Commission.

Yet, the deletion of the Annexes has neither led to a sim-
plification of the criminal offences in the ECD nor to their
“disentangling” from various pieces of EU environmental
law legislative instruments.® In fact, through footnotes,
cross-references, and sub-paragraphs, all of the 21 criminal
offences in the 2024 ECD remain closely linked to and de-
pendent on breaches of other pieces of EU environmental
law.>® This will result in a close interconnection between EU
criminal law and EU environmental law, as the EU proceeds
with its project of harmonising environmental criminal law.
This reflects the choice of the legal basis for the 2024 ECD
(Art. 83(2) TFEU). Art. 83(2) TFEU links the EU criminal-law
powers to the effective implementation of a Union policy.

I1l. Criminal and Non-Criminal Penalties

In line with the ECJ rulings on Environmental Crimes®® and
Ship-Source Pollution¥”, the 2008 ECD does not contain
specific types and levels of criminal penalties. It only con-
tains general provisions on penalties applicable to natural
persons®® and legal persons,®® requiring that penalties are
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“effective, proportionate and dissuasive.”®® Conversely,
as per the legal basis post-Lisbon enshrined in Art. 83(2)
TFEU, the 2024 ECD prescribes specific types and levels
of criminal penalties for both natural and legal persons.
Although there are significant improvements in the 2024
ECD relating to several other areas such as, for example,
jurisdiction,® crime prevention,%? public participation in
criminal proceedings,® limitation periods,®* the protection
of environmental defenders®® and cooperation between
Member States and EU agencies,® this section will focus
on the level of penalties that apply to the criminal offences
in Arts. 3 (2) and (3) of the 2024 ECD.%”

1. Penalties for natural persons

The highest prison sentences for natural persons fore-
seen in the 2024 ECD is under Art. 5(2) lit. a). It requires
Member States to introduce a maximum penalty of at least
10 years imprisonment “if [the offences] cause the death
of any person.” These offences relate primarily to pollution
control offences.®® The second highest criminal penalty for
natural persons envisaged in 2024 ECD is a maximum of at
least eight years imprisonment for the “ecocide” qualified
offences (Art. 5(2) lit. b)). Although this can be considered
a reasonably high minimum-maximum prison sentence for
offences comparable to “ecocide”,®® it arguably indicates
an anthropocentric direction of the 2024 ECD. Whereas the
qualified offences in Art. 3(3) take an eco-centric formula-
tion, the higher prison penalties envisaged in Art. 5(2) lit. a)
are dependent on the element “death of a person”. Yet, it is
arguable that as offences “comparable to ecocide”, these
qualified offences should entail prison sentences at least
as high as 10 years imprisonment as foreseen in Art. 5(2)
lit. @) of the 2024 ECD.

An additional concern are the applicable, much lower,
criminal penalties for natural persons for most biodiversity
offences’?; they are to be subject to a maximum term of
imprisonment of at least three years.”" This is regrettable,
as it signals a clear anthropocentric direction of the 2024
ECD. It is also inconsistent with various international instru-
ments (many of which are endorsed or ratified by the EU it-
self) recognising the seriousness and urgency of the global
biodiversity and climate crises.”? Lastly, we should consider
the fact that some of these biodiversity offences tend to be
committed in the context of criminal organisations.

2. Penalties for legal persons

Arguably the most significant provision concerning the li-
ability of legal persons is Art. 7(3) of the 2024 ECD.”® For
the majority of the criminal offences in the 2024 ECD’4 the
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following minimum levels of fines are applicable to legal
persons:
(i) 5 % of the total worldwide turnover of the legal person, ei-
ther in the business year preceding that in which the offence

was committed, or in the business year preceding that of the
decision to impose the fine,

or

(i) an amount corresponding to €40 000 000.

It is notable that the Commission’s 2021 ECD proposal did
not include the option of payment of a lump sum of fines for
legal persons and the only option available in that proposal
would have been for fines to be calculated on the basis of
a company’s worldwide turnover.” The introduction of the
lump sum is likely because, in some Member States, fines
are not generally calculated on the basis of a company’s
total worldwide turnover or because the Council perceived
that calculating fines only on the basis of turnover would
entail particularly high (and potentially disproportionate)
fines. Although the minimum maximum €40 million lump
sum alternative fine is certainly high in absolute terms,’¢
some observers might regard this approach as the Coun-
cil's attempt to weaken the text concerning the liability of
legal persons as laid down in its November 2022 mandate
in the course of the negotiations.””

While the higher minimum-maximum penalties foreseen
in Art. 7(3) lit. a) apply to most offences listed in Art. 3(2)
of the 2024 ECD, in the case of five biodiversity and water
resource offences’ the minimum maximum penalties for
legal persons only need to be “3% of the total worldwide
turnover of the legal person” or “an amount corresponding
to €24,000,000” (Art. 7(3) lit. b) i) and ii)). This again illus-
trates the inappropriately lower penalties for biodiversity
crimes in the 2024 ECD.

3. Alternative penalties

In line with the need for a “toolbox” approach for the effec-
tive enforcement of environmental law,”® the 2024 ECD rec-
ognises the need for further optional alternative penalties
beyond the prison sentences for natural persons listed in
Art. 5 or the financial penalties for legal persons listed in
Art. 7. These optional alternative criminal or non-criminal
penalties® include environmental restauration and com-
pensation for environmental damage,?' exclusion from ac-
cess to public funding,?? withdrawal of permits,® and other
penalties which apply more specifically to legal persons
such as placing under judicial supervision® and judicial
winding-up.8 It should be noted that it was largely thanks to
the Council’s insistence in the course of the negotiations®®
that these alternative sanctions — unlike the Commission’s



2021 ECD proposal®” — became optional rather than man-
datory penalties and that they may be of either a criminal
or non-criminal nature.® This is a clear indication that the
Council acted to weaken the text of the recast ECD when
it comes to the available framework of penalties for envi-
ronmental offences — a point of considerable criticism by
some observers in the course of the negotiations.®°

IV. Conclusion

Whereas the 2008 ECD only had limited success in estab-
lishing a broad supranational framework for the harmonisa-
tion of environmental criminal law,?® the 2024 ECD adopts
a much more comprehensive and prescriptive approach.
It makes use of the extended criminal law powers under
Art. 83(2) TFEU post-Lisbon. As a consequence, unlike its
predecessor, the 2024 ECD is now firmly established as
an EU criminal law instrument, even though it continues to
largely rely on EU environmental law for its implementation

A CRITICAL EVALUATION OF DIRECTIVE 2024/1203

(especially when it comes to the definition of offences).
While many of the core provisions proposed by the Com-
mission in 2021 still stood at the end of the negotiations,
the Council’s interventions can be regarded as having led to
the weakening of the text (particularly regarding the types
and levels of penalties applicable to natural and legal per-
sons). Yet, the European Parliament’s achievements in the
legislative process will be best remembered for firmly in-
serting the “ecocide” qualified offences into the final text.

In light of the above analysis of the reforms concerning the
expansion of criminal offences and non-criminal penalties
in the 2024 ECD, there will be numerous challenges when it
comes to its incorporation into the national legal systems
of the EU Member States. Given its inherent complexities,
the 2024 ECD will probably not be remembered as a model
for future legislative drafting. However, there is no doubt
that the 2024 ECD is likely to bring considerable improve-
ments and important additional enforcement tools to the
fight against environmental crime in the EU.
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The Revised EU Environmental Crime Directive

Changes and Challenges in EU Environmental Criminal Law with Examples from Sweden

Christina Olsen Lundh*

I. Introduction — EU Environmental Criminal Law

In the European Union (EU), environmental criminal law’ is
established as an autonomous legal field.Z2 The term “envi-
ronmental crime” covers many areas, for example wildlife
crime?® (including forestry and fishery crimes), illegal dump-
ing of waste, smuggling of substances, and illegal mining.*

Abuse or vandalism, for example, are criminalised because
the actions inflict harm on people or property, and society
wants people to avoid causing harm. Environmental crimi-
nal law serves to prevent such harm and also aims to en-
sure the sustainability of natural resource systems and a
healthy environment.® lllegal logging, for example, causes
habitat loss, species extinction, and landslides and con-
tributes to global warming.® Wildlife trafficking contributes
to species extinction, might spread disease,” and causes
great suffering to the lives of animals involved.® Above all,
natural resources are finite.® About one million species are
currently threatened with extinction, at risk of disappearing
within decades.’® Environmental crime also destabilizes
communities and economies and has a deleterious impact
on security and development; it weakens the rule of law and
fosters corruption.’

Environmental crime often has a transnational and trans-
criminal character.’ It has become the third most lucrative
industry for organised crime groups, generating up to USD
280 billion per annum. The black market for illegal wildlife
products alone is worth up to USD 20 billion per year.’®
Europol has mapped 821 highly threatening criminal net-
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works operating within the EU. Among these networks, four
specialise in waste and pollution crimes, while three focus
solely on wildlife crimes. Additionally, 12 networks engage
in environmental crime alongside other criminal activities,
primarily drug trafficking.™

Yet, environmental crime cases represented less than 1% of
Eurojust’s total casework for the years 2014-2018, a figure
that is most likely underestimated. The underestimate may
be due to the fact that environmental crime is often linked
to crimes like fraud, document forgery, and money launder-
ing. These crimes often take precedence over environmen-
tal crime, leading to environmental offenses being inade-
quately investigated and prosecuted (and even reported).’®
Lack of comprehensive statistical data hampers both the
evaluation and effective monitoring of measures by natio-
nal policymakers and practitioners. Additionally, it leads to
limited awareness and resource allocation for combating
environmental crime and creates practical challenges and
inconsistencies for law enforcement.’®

As part of the Green Deal,'” the European Commission de-
cided to evaluate the 2008 Directive on the protection of
the environment through criminal law and found that it did
not have much effect in practice. The number of cases su-
ccessfully investigated and sentenced had remained at a
very low level."®

Against this background, the 2008 Directive was revised
and replaced by Directive (EU) 2024/1203 of the Europe-
an Parliament and of the Council of 11 April 2024 on the



protection of the environment through criminal law (here-
inafter: ECD)' The ECD covers twenty different types of
offences plus has a provision that obligates the Member
States to establish qualified offences, which are subject
to more severe penalties when the offences defined lead
to serious widespread and substantial (i.e., irreversible
or long-lasting) damage or destruction of the environ-
ment.2 The ECD has added new offences, for example
against unlawful ship recycling, water abstraction, and
serious breaches of EU laws on chemicals and mercury
laws, fluorinated greenhouse gases, and invasive species
legislation. The ECD is supplemented by several sectoral
Regulations, such as the Regulation on illegal, unreported
and unregulated fishing?' (aiming at preventing, deterring,
and eliminating such practices), and the Wildlife Trade
Regulations??.

In the following, | will highlight some challenges in EU envi-
ronmental criminal law and explain how the 2024 Directive
seeks to resolve these issues. These solutions involve the
need for clear definitions of criminalised conduct. The need
for clarity, particularly in implementation, is underscored
by the application of criminal law principles, including
mens rea requirements (I), the need to enhance the abil-
ity to detect and prosecute environmental crimes (lll), and
the need to ensure a more equitable “level playing field” for
sanctions and other consequences for those who harm the
environment (IV). The discussion of these challenges and
solutions is supported by examples from Sweden. In sec-
tion (V), | offer some thoughts on the future enforcement
of environmental crime in the EU and provide concluding
remarks.

Il. Knowing What Is Criminal

Assuming people generally avoid criminal behaviour, it is
essential to know what to refrain from. Authorities must
also understand when an act constitutes a crime. In envi-
ronmental law, the line between legal and illegal behaviour
is often blurred and difficult to detect. A reasonable as-
sumption might be that anything causing major damage is
illegal, but that is not always the case. In principle, all hu-
man actions cause major damage to the environment and
ecosystems, yet most of these actions are legal. What is
criminalised depends on cultural, temporal, local, and nor-
mative assumptions, which are constantly changing.

In most EU Member States, administrative environmental
law and criminal environmental law co-exist. Whether or not
a conduct is punishable as crime may depend on whether
an administrative permit allows the conduct in question.?®

According to the ECD, in order to constitute a criminal of-
fence, a conduct must be “unlawful”, meaning, first, a be-
haviour that violates Union law adopted to achieve one of
the objectives in Art. 191(1) TFEU.2* This covers all EU law
contributing to these objectives, irrespective of its legal
basis.?®> Secondly, an “unlawful” act can also constitute a
breach of a national administrative regulation or decision,
giving effect to Union environmental law. In some cases, a
certain consequence of a conduct must follow in order for
the conduct to be criminal and sometimes also a certain
effect (i.e., emissions as a consequence of a conduct and
then damage to the environment as an effect of the emis-
sions). A conduct constitutes a criminal offence when com-
mitted intentionally and, for some crimes, also when com-
mitted with at least serious negligence. Failure to comply
with a legal duty to act can have the same negative effect
on the environment and human health as active conduct.
Therefore, the definition of criminal offences covers both
acts and omissions, where applicable.?¢

1. Nullum crimen sine lege

In criminal legislation, the principle of legality (nullum cri-
men/nulla poena sine lege) demands foreseeability and pre-
cision. Criminal law provisions must be reasonably compre-
hensible and have a clear and unambiguous legal basis?’
to ensure that everyone knows the legal limits: if it is not
defined as a crime, it is not a crime; and if no sanctions are
prescribed, none can be imposed.

The importance of being precise has long been emphasised
by the CJEU.?8 Prohibitions of a criminal nature must be
clearly worded; it is often necessary to set out precisely the
types of conduct that are prohibited.?® Although definitions
are more precise in the 2024 ECD than in its 2008 predeces-
sor, most interpretations require a deeper understanding of
the underlying environmental law. This is especially since
the ECD stipulates that relevant terms used when defining
unlawful conduct should be construed in accordance with
definitions in EU environmental law.3® This requirement is
accentuated by the difficulties of interpretation underlying
environmental directives (corroborated by the number of
references for preliminary rulings®' and infringement pro-
ceedings® in the environmental policy area).

The following example from Swedish case law may illus-
trate the difficulties described above.

A case from the Swedish Supreme Court (Hdgsta
domstolen)®® concerned the marketing of twelve coyote
skins (in Swedish “prarievarg”) under the designation “varg-
skinn” (“wolfskin”).
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The alleged offence concerned the marketing of specimens
from species listed in Annex A of the CITES Regulation®,
namely the wolf (Canis lupus). The coyote (Canis latrans)
is not listed. The defendant explained that he had sold the
skins as “wolfskins” at a market stall during a historically
themed event (a “medieval market”), since while wolves had
once existed in the area, there had never been coyotes. Con-
sequently, although he had labelled them as “wolfskins” for
thematic reasons, he had not intended to sell the hide of a
protected species

The Swedish Environmental Code criminalises the market-
ing of animals, plants, etc. if it is in violation of Art. 8(1) of
the CITES Regulation,?® according to which, inter alia, the
offering for sale of specimens of species listed in Annex A
is prohibited. In Art. 2 lit t) “specimen” is defined as follows:

any animal or plant [..] of the species listed in Annexes A[..] as

well as any other goods which appear from [..] a mark or label,

or from any other circumstances, to be [...] animals or plants of
those species.3®

Looking only at the English version of the text, the marketing
as a wolfskin was prohibited, no matter what type of skin it
was. The defendant had marketed goods that appeared to
be from wolves. However, the Swedish text version of the
Regulation lacks the word “appear”.%’

The Swedish Supreme Court held that if the wording of the
provision neither provides the text with understandable
content nor makes it clear that the act in question is pun-
ishable in any other way, a conviction would be contrary to
the principle of legality. As a result, the seller was found not
guilty. The court thus ruled in accordance with the wording
of the Swedish language version of the Regulation and with
the principle of legality, which is enshrined in both EU and
national law.

2. Awareness

Given that individuals typically seek to avoid unlawful con-
duct, it becomes crucial to have clarity on what actions are
prohibited. In wildlife trafficking, people often unknowingly
commit crimes. For example, Europeans buy souvenirs
made of endangered species on trips abroad and then bring
them back to Europe: tequila bottles containing endangered
snakes, food items, leather goods, shells (also as bracelets
or neckless), ivory, musical instruments, and medicine. To
be legal, trade in endangered species, including products
made from them, must be sustainable and traceable. This
means that all imports, exports, re-exports, etc. of such
species must be authorised through a licensing system.3®
The species covered (approximately 35,800 animal and
plant species) are listed in three categories, depending on
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the level of protection they require. Trade is only allowed in
accordance with the provisions of the CITES Regulation.3®
Many of the illegal souvenirs are sold openly, giving the buy-
er the impression that the products are legal;, however, by
participating in the trade, the tourist is committing a crime
that they likely do not intend to commit.

Awareness of restrictions might not only affect peoples’
actions. It might also affect whether an act is considered
intentional or negligent. In the following, | will illustrate the
mens rea problem regarding awareness of the criminalisa-
tion through two Swedish cases. The first example con-
cerns wildlife trade the second example concerns waste
trade. In NJA 2012 p. 28, a stuffed Eurasian Goshawk (ac-
cipiter gentilis) was marketed on an internet buy-and-sell
website. The seller claimed he had never heard the word
CITES and was unaware of the fact that the Eurasian Gos-
hawk is a protected species and that, if he had known, he
would never have sold it. Since knowledge is a necessary
prerequisite, the Swedish Supreme Court found the seller
guilty of having negligently sold the Eurasian Goshawk in
violation of Art. 8(1) of the CITES Regulation. The defendant
could easily have asked the Swedish Agricultural Agency
whether its sale was permitted or not. The court’s verdict
means that, to establish intention, the perpetrator needs to
have knowledge about everything in the provision, includ-
ing the content of Art. 8(1) of the CITES Regulation. Acting
without this knowledge, yet still acting, was considered as
negligent but not intentional behaviour. 4°

In another case,*' a man transported a container with in-
ter alia 80 television sets with cathode ray tubes from a
Swedish port with Ghana as the final destination. In Rot-
terdam, the container was stopped by Dutch authorities and
shipped back to Sweden. The man was charged for having
attempted, intentionally or negligently, to export hazard-
ous waste from the EU to Ghana,*? and thereby violating
an export ban according to Art. 36 of the Waste Shipment
Regulation.*®* The Regulation prohibits the export of inter
alia hazardous waste for recycling to countries that are not
members of the OECD. The man claimed that the goods
were not hazardous waste; the intention was to sell them
as used goods in Ghana. The Scania and Blekinge Court of
Appeal (in Malmo) held that the defendant’s statement im-
plied no intention to export “hazardous waste for recycling”
on his part. However, in acting as a trader, he should have
informed himself and ensured that the export was legal.
The waste had not crossed the EU border, and so the of-
fence was not completed. As a result, the Court of Appeal
found him negligent and guilty of attempted unauthorized
waste transport. In the Court of Appeal, he was thus con-
victed of attempted unlawful waste transport. The Swedish



Supreme Court shared the view that the defendant was neg-
ligent. However, it emphasized that, since the transport was
stopped in Rotterdam, the act constituted only an attempt.
As a general principle of criminal law, the Supreme Court
stressed, criminal liability for attempt presupposes intent to
complete the crime. Given that the defendant had no inten-
tion to export hazardous waste, he could not have been try-
ing to do so. Therefore, he was found not guilty. Also in this
case, acting without knowledge, yet still acting, was consid-
ered negligent but not intentional. The problem here was
that the transport was discovered just before it crossed the
border, which was a prerequisite for the crime to be com-
plete. Since then, the provision in Swedish legislation has
been changed.** For criminal liability, the transport does not
need to cross a geographical border. The crime is now con-
sidered consummated when someone organizes or carries
out the transport, provided that the other elements of the
offence are met; the transport itself does not need to have
started yet.

The ECD emphasises and calls for various measures to
raise public awareness about environmental crime, which in-
clude campaigns targeting relevant stakeholders as well as
the development of research and education programmes.*®
Ultimately, this may complicate claims of a lack of mens
rea based on ignorance, particularly given that, in cases of
doubt, one is required to consult the relevant authority.

In this context, it is important to note that the ECD deems
some conducts unlawful even if carried out under an au-
thorisation by a competent authority, when the authorisa-
tion was obtained by different forms of deception, or if
the authorisation is manifestly contrary to substantive le-
gal requirements. The phrase “in manifest breach of rel-
evant substantive legal requirements” should, according
to the recitals, be understood as referring to an obvious
and substantial violation of substantive legal norms and
is not intended to encompass procedural breaches or mi-
nor aspects of the authorisation. This interpretation does
not shift the responsibility for ensuring the legality of
authorisations from competent authorities to operators.
Furthermore, the existence of a lawful authorisation does
not exempt the holder from criminal liability if they fail to
comply with all the conditions of the authorisation or other
applicable legal obligations that fall outside the scope of
the authorisation.*® This emphasises the need of aware-
ness for operators. How this will be implemented and how
national courts will handle such situations remains to be
seen. In the Swedish Environmental Code, for example,
the provision on “environmental crime” stipulates that if
a competent authority has authorised the procedure, no
liability shall be imposed under that section.*”

Ill. Detecting Crimes

1. Strengthening awareness, knowledge, and
cooperation

Environmental crimes often go unnoticed: they typically
harm wildlife and plants, which lack identifiable owners or
witnesses to report offenses. Therefore, authorities must
be vigilant and proactive.

As already stated, the line between legal and illegal activi-
tiesis thin. The same action might be legal with a permit, but
criminal without. lllegal profits might be laundered through
legitimate businesses and seemingly legitimate business-
es may engage in criminal activity. Fraud, exploitation, and
corruption are integral elements of the environmental crime
infrastructure.®

Illustrative examples are trade in endangered species and il-
legal waste shipments, which both involve tactics like falsi-
fying documents. Species are falsely labelled as non-CITES
specimens and legal documents are used for illegal sales.
Hazardous waste is classified as non-hazardous. It is esti-
mated that around 25% of all waste shipments are illegal on
account of such declassification. Detecting them requires
thorough inspection by authorities. Despite being the fourth
largest criminal activity globally, combating these crimes
lacks adequate resources and political prioritization.*®

The ECD has also tackled this problem. Member States
are obliged to establish national strategies on combat-
ting environmental criminal offences by 21 May 2027. The
strategies must outline objectives, priorities, coordination
methods, monitoring procedures, resources needed, and in-
volvement in relevant European networks. Minimum criteria
concerning resources and enforcement powers must also
be established. Subsequently, the strategy needs to be re-
viewed and updated at least every five years.> In addition,
Member States must set up systems to record and provide
anonymized statistical data on environmental crime, cove-
ring investigations and judicial outcomes, and report annu-
ally to the European Commission. The Commission itself
must publish a report based on the data every three years.>'
The obligations for statistical data are important, since lack
of comprehensive statistical data hampers both the evalua-
tion and effective monitoring of measures by national poli-
cymakers and practitioners. The lack of data also leads to
limited awareness and resource allocation when combating
environmental crime.>?

Environmental crime is often of a complex and technical
nature; competent authorities with high levels of legal, tech-
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nical, and financial support, along with extensive training
and specialisation are needed to combat them.5 The ECD
encourages Member States to strengthen the specialisa-
tion of authorities in environmental crime and mandates
specialised and regular training for judges, prosecutors, po-
lice, and other relevant staff, tailored to their roles. Member
States are encouraged to establish specialised units and
provide technical expertise to enhance professionalism in
handling environmental criminal cases.>*

The ECD also attaches importance to cooperation. Coope-
ration mechanisms should be organised between all actors
along the administrative and criminal enforcement chains.
Member States need to cooperate through EU agencies, in
particular Eurojust and Europol, as well as with EU bodies,
including the European Public Prosecutor’'s Office (EPPO)
and the European Anti-Fraud Office (OLAF), in their respec-
tive areas of competence.5®

In this context, it is worth mentioning that, at the interna-
tional level, Interpol has four global enforcement teams
(Fisheries, Forestry, Pollution, and Wildlife). These teams
aim to dismantle the criminal networks behind environmen-
tal crime by providing law enforcement agencies with tools
and expertise.%¢

2. Threats to environmental defenders

Public awareness is crucial, not only to prevent and detect
crimes, but also to define the prioritisation of environmental
issues and to allocate necessary resources at national lev-
els.>” Hopefully, the more aware people are, the more active
authorities are. At the same time, the dangers for individu-
als who point out the relevant problems must be minimised.

In today's reality, environmental defenders® who point out
doubtful (but lucrative) activities such as illegal logging or
waste crimes, regularly face threats, e.g., from contract kill-
ers or aggressive lawyers.>® Many attacks, including fatal
ones, go unrecorded. In 2019 alone, 212 land and environ-
mental defenders were murdered, over half in Colombia and
the Philippines.®® Most confrontations occur in the mining,
agriculture, and forestry sectors.®’ According to the EU
Commission, two forest rangers investigating illegal tim-
ber harvesting were murdered in one EU Member State.®?
Growing demand for resources to meet consumer needs
drives violence globally.5® Due to the transnational nature of
environmental crime, global recognition of the crime is es-
sential. Silencing witnesses undermines judicial confidence
and threatens democracy. Witnesses who provide informa-
tion must feel safe.%* The ECD states that Member States
must implement measures to guarantee that individuals
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who report offenses, furnish evidence, or cooperate with
competent authorities receive support and assistance dur-
ing criminal proceedings. Member States should consider
allowing anonymous reporting of environmental offenses
where not already available.®®

IV. Sanctions

1. Sanction levels

Today's sanction levels are often too low to be dissuasive.®
Member States have significant differences in penalties. As
an example: regarding the same offenses prescribed under
Art. 3 lit. a) of Directive 2008/99, Bulgaria sets a penalty of
up to €25,000,%” while Austria imposes a maximum penalty
of €3.6 million, and Flanders in Belgium a maximum pen-
alty of €4 million. Some Member States have particularly
low sanction levels: Bulgaria, Sweden, and Belgium for of-
fenses under Art. 3 lit. g)®8 and Italy for offenses under Art.
3 lit. f) of the 2008 Directive,®® Ireland has low sanctions
for offenses under Art. 3 lit. d),”® while Romania’s sanctions
are slightly higher, but still not much higher than €30,000
for the offenses prescribed in Art. 3 of the 2008 Directive.
Germany, Belgium (at the federal level), and Ireland have
sanction levels exceeding €10 million for some offences.
The maximum levels of prison sentences also vary widely
across Member States, ranging from 2 years to life impris-
onment (Malta), for various categories of offenses under
Art. 3 of Directive 2008/99.”

Establishing a uniform sanctioning system is considered
crucial, for example since illegal trade in waste offers sub-
stantial profits with comparatively lower sanctions than
those for drug trafficking.”? Efficiency is linked to the ability
to achieve the Union's regulatory target. Proportionality in-
volves determining the appropriate level of sanction neces-
sary to meet the intended objectives. Deterrent sanctions
should encourage the perpetrator not to repeat his actions
and discourage other persons from doing the same.”® En-
hanced coherence between national criminal sanctioning
systems and administrative law enforcement and sanc-
tioning mechanisms is believed to generate synergies and
promote a unified approach across all components of the
law enforcement chain, thereby strengthening efforts to
combat environmental crime.”* While the 2008 Directive
left a very broad discretion to the Member States, the 2024
Directive defines concrete types and levels of penalties for
natural and legal persons. This can be considered a huge
step forward in ensuring a deterrent effect across the EU.7°
Nevertheless, Member States are also under a general obli-
gation to take all measures necessary to ensure that EU law
is applied and enforced effectively and that its effet utile



is achieved. Infringements of EU law, both procedural and
substantive, must be penalised under conditions, which are
analogous to those applicable to violations of national law
of a similar nature and importance and which, in any event,
make the penalty effective, proportionate, and dissuasive.”®
In the end, the European Commission monitors whether
Member States fulfil their obligations.””

2. Complementary sanctions and measures

According to the Commission, accessory sanctions, such as
reinstating the environment and withdrawing permits, are of-
ten seen as more effective than financial penalties for legal
entities and should therefore be made available.”® The ECD
encourages Member States to implement additional criminal
and non-criminal (administrative) sanctions and measures,
such as permit withdrawal and urges them to develop al-
ternatives to imprisonment in order to help restore the en-
vironment. The sanctions should be tailored to individual
circumstances and cover both natural and legal persons.”

Most Member States have some complementary sanctions
and measures in place, either accessory sanctions within
their criminal law or administrative sanctions and meas-
ures other than fines.8 However, they differ between Mem-
ber States and their use is not consistent.?!

Finnish law provides an example of good practice in this
context with its concept of “forfeiture of value”. This term
describes a type of compensation that is penal in nature.
Given that it is difficult (and inappropriate) to determine a
market value for protected species, Finnish law determines
the value as a “representative of its species”. Concretely:
anyone who has committed certain environmental crimes
must be sentenced to forfeit to the state the object of the
crime (for example the illegally traded goods) and, if pro-
tected species are involved, the “representative value” of
the species affected. The representative values are deter-
mined by the Ministry of the Environment .82

The difference between the penal approaches taken by Swe-
den and Finland can be illustrated by the following case.
In February 2009, the British police carried out “Operation
Easter,” a nationwide project to apprehend so-called “egg
dealers”. During this operation, a British egg-smuggling ring
was uncovered, with worldwide connections, including Swe-
den and Finland. In Sweden, the infamous “Stekenjokk egg
case” 8 emerged; in Finland, the defendant was called “the
Egg-man from Nérpes”.8* In the Swedish case, the three de-
fendants possessed extensive collections of both bird eggs
and fully grown birds. In total, at least 4,000 eggs were in-
volved in the case, but the collections included even more.

It is not yet illegal in Sweden to have a collection; however,
the taking and trading of eggs are criminal offenses. The in-
dictment against the three defendants included charges of
aggravated hunting crime, aggravated dealing, and aggra-
vated species protection offence. The descriptions of the
criminal acts covered 105+6 incidents, some of which were
later dismissed. In Finland, the “Egg-man from Néarpes” was
convicted for nature conservation crimes, hunting crimes,
and for possessing over 9,000 bird eggs and several stuffed
or frozen birds and animals.

In Sweden, three defendants were sentenced; two of them
were fined 11,900 SEK (approx. €1,260 in 2015) and 41,400
SEK (approx. €4,390 in 2015), respectively, while the third
was sentenced to one year of imprisonment. In the Finnish
case, the defendant was sentenced to one year and four
months of imprisonment. The Finnish court also asserted
the value of each individual animal and egg as a representa-
tive of its species, which totaled €561,180. However, con-
sidering the defendant’s personal circumstances, the fact
that the value confiscation is akin to a punishment which,
in this case, would have a ruinous effect, and that the egg
collection has been forfeited to the state and could likely be
used for scientific purposes in the future, the court found
grounds to adjust the otherwise unreasonable final amount
to €250,000.

The advantage of the Finnish approach: the consequences
for the perpetrator’s behaviour are much more “noticeable”
than “just” a punishment. Moreover, the public gains some
awareness of the damage caused to nature by the offence
when attention is drawn to the social costs associated with
nature conservation crimes.®

V. Concluding Remarks: Hope and Complexity

Directive (EU) 2024/1203 on the protection of the environ-
ment through criminal law is largely based on the findings
from the evaluation of the 2008 Environmental Crime Direc-
tive, which revealed significant enforcement gaps across
EU Member States and throughout the law enforcement
chain. Furthermore, the complexity and technical nature of
environmental law made it difficult for authorities to effec-
tively detect, investigate, and prosecute environmental of-
fenses. As a result, the number of successfully prosecuted
cases remained low, making environmental crime a relative-
ly “safe” avenue for financing criminal activity.

The 2024 Directive addresses these issues more compre-

hensively by providing clearer definitions of environmental
crimes and standardising what constitutes unlawful behav-
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iour. It also recognizes the growing complexity of environ-
mental crime and seeks to strengthen cooperation across
all sectors of enforcement. The inclusion of new offenses
demonstrates the Directive’'s adaptation to emerging envi-
ronmental threats. Additionally, it introduces harsher pen-
alties for severe offenses that cause long-lasting and ir-
reversible environmental damage, ensuring that these are
met with sufficiently deterrent sanctions.

There is a strong focus on planning and monitoring, which
is expected to enhance both the detection and prosecution
of environmental crimes. Another significant improvement
is the Directive’'s emphasis on knowledge and the need for
specialised training for judges, prosecutors, and law en-
forcement agencies, ensuring they have the expertise to
handle the technical aspects of environmental crime. To-
gether with public awareness and cooperation between
national and EU bodies, such as Eurojust and Europol, this
knowledge is crucial for the Directive’s effective enforce-
ment. Importantly, the Directive also highlights the need

for support and protection of environmental defenders. By
urging Member States to safeguard these individuals, the
Directive recognises the important role they play in expos-
ing illegal activities.

While the Directive marks a notable development, its ef-
fectiveness will largely depend on its implementation. It
is essential that national governments allocate sufficient
resources and develop appropriate strategies to combat
environmental crime effectively. The challenges remain
substantial, particularly given the diversity of legal systems
and varying levels of commitment to environmental protec-
tion across Europe. The complex and technically intricate
nature of environmental law persists, and, when combined
with the necessity of applying fundamental principles of
criminal law, it imposes very high demands on implementa-
tion. This means that the European Commission still faces
considerable work in ensuring that the Directive's objectives
are fully realised, with continuous monitoring and adjust-
ments required.
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