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Guest Editorial

Dear Readers,

The front page of the eucrim issues published from 2006 to
2009 included the byline: “Successor to Agon”. Indeed, to
express the fight against fraud, the term “agon” (an ancient
Greek term for “fight”) had been chosen as the title of the
original bulletin launched in April 1993 for the Associations
of lawyers for the protection of the financial interests of — at
that time — the European Community. The Associations were
created following a landmark seminar in Brussels in 1989 that
demonstrated the need for structures at the national level to
bring together practitioners and academics and to provide a
forum for their sensitization on the impact of European law on
national criminal law. It is generally recognised that the Asso-
ciations have been a catalyst for the development of European
criminal law. In 1997, they released the Corpus Juris study
containing the proposal to create a European Public Prosecutor
and a European judicial area.

After productive reflection by and brilliant input from Professor
Ulrich Sieber (Director of the Max Planck Institute for Foreign
and International Criminal Law in Freiburg, Germany) and
Dr. Lothar Kuhl (Head of Unit at OLAF) a new forum, called
eucrim, was launched in 2006. Today, eucrim is a remarkable
publication, one that is well established in Europe, thanks
in particular to the extraordinary work of Professor Sieber as
Editor in Chief and Thomas Wahl as Managing Editor.

After having been responsible for the management of the bul-
letin Agon during my time at the European Commission and
having been a member of the eucrim editorial board from its
very beginnings, I recently resigned for reasons of “planned
obsolescence”. Since I now feel free as a bird, I would like to
take the liberty to share some of my ideas on the future devel-
opment and design of the eucrim project. First, I would like
to call to mind the concept of eucrim, which is — and should
remain — an indispensable instrument for all those operating in
the area of European criminal law, particularly in the field of
the “protection des interéts financiers” (PIF) of the European
Union.

Eucrim serves as a forum for the Associations for the pro-
tection of the EU’s financial interests and — as appears in the
names of many Associations today — European criminal law.
Their activities are financed as part of the EU’s anti-fraud

programme (best known un-
der the name “Hercule”) on
the basis of annual calls for
proposals managed by OLAF.
Although OLAF manages the
grants, however, it is indispen-
sable that there be a driving
force behind the Associations
to broadcast and stimulate ac-
tivities and to spark an innova-
tive spirit. It is of paramount
importance that the Associa-
tions feel a sense of belonging
to a unique network integrated
into the working strategy of
the European Commission to
address the protection of the

Union’s finances. At the same

Francesco De Angelis

time, the network of the Asso-

ciations can provide the Commission’s services with valuable
expertise and a wealth of practical experience from the Mem-
ber States. Moreover, as representatives of civil society, the
Associations are able to play a watchdog role in protecting de-
mocracy, especially in those countries in which the EU Charter
of Fundamental Rights is under pressure. The fulfilment of the
described configuration should tremendously motivate the net-
work of eucrim correspondents to deliver regular contributions
within the framework of eucrim’s annual programme. The
eucrim editorial team’s challenging task of scouting for contri-
butions would thus be enormously alleviated!

The reading audience genuinely appreciates eucrim’s “News”
section. It gives complete and in-depth information on the
leading current developments in the European Union and the
Council of Europe — a truly exclusive service for legal profes-
sionals and the general public thanks to the indefatigable work
of Thomas Wahl and the eucrim editorial team!

According to its mission statement, eucrim was intended
to “develop new visions and models for the European co-
operation” (see also Professor Sieber’s editorial in eucrim,
1-2/2006, 1). The guest editorials and the articles should
both strive towards achieving these objectives. Guest editori-
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als need not necessarily be linked to the “focus” of each issue
(the recently introduced “fil rouge” serves this purpose). Edi-
torials should express opinions that take strong, courageous
positions and provoke interesting discussions.

The decision has been taken to expand eucrim beyond crim-
inal law fields. This could be achieved, for instance, by ex-
changing ideas on the role of justice in the protection of EU-
specific objectives. One of my proposals would be to depart
from the (always excellent) ordinary path and step into more
forward-looking debates, e.g. on the exciting field of climate
change. I suggest including a section on “climate justice” to
impart a vision of how to resolve and alleviate the unequal
burdens created by climate change. In particular, the analysis
of innovative national jurisprudence in this area could have
a stimulating effect. At a time when EU money is being con-
tributed to the Green Deal, which is at the top of EU policy,
this section could address relevant questions of climate justice
from human rights and environmental justice perspectives,
while at same remaining closely linked with the protection of
financial interests. eucrim could participate in the global de-
bate and contribute actively to shaping minds! In its recent
annual reports, OLAF has emphasised its role in protecting EU
funds destined for the fight against climate change — further
legitimation for eucrim to deal with this topic!

The articles in eucrim should be imbued with originality,
which is always appreciated by the readers. It is worth investi-
gating how to venture off the beaten track and confront topics
that take a forward-looking approach like, for instance, grant-
ing the status of “electronic personality” to robots, who take
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autonomous decisions, learn from their own variable experi-
ence, and interact with third parties. In general, contributions
should be dedicated to emerging topics that anticipate future
problems. For example, it could become eucrim’s core busi-
ness to provide an in-depth analysis of possible future areas
of competence for the European Public Prosecutor’s Office,
e.g. environmental law. I am firmly convinced that, after the
initial triumphant announcements of success, our new Euro-
pean criminal law body will quite soon need further areas to
investigate.

Ultimately, the editorial board is of paramount importance for
eucrim’s future, particularly to prevent eucrim from running
the risk of becoming a routine-minded creature. The edito-
rial board should be the “fulcrum” of eucrim and elaborate on
future focal topics by way of “corporate democracy”. There
should be a constant exchange throughout the year among the
members, with the obligation to take a position on any sug-
gestion made by one of them in order to keep up an ongoing
dialogue. I also suggest that the editorial board reflect on
eucrim’s role, objectives, design, layout (with more brilliant
and intensive colours), tone, and targets in the light of a new
security architecture at the European level and the challenges
of a dramatically and constantly changing world.

May eucrim serve the European community for many years

to come!

Francesco De Angelis, Lawyer,
eucrim Editorial Board Member (2006-2021)
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Reported by Thomas Wahl (TW), Cornelia Riehle (CR),

and Anna Pingen (AP)

Foundations

Fundamental Rights

2021 Report on Application of the

Charter of Fundamental Rights in the EU
On 10 December 2021, the European
Commission released its 2021 report
on application of the Charter of Funda-
mental Rights in the EU. A special focus
was on the challenges of protecting fun-
damental rights in the digital age. The
2021 report follows last year’s strategy
to strengthen application of the Char-
ter of Fundamental Rights in the EU,
including annual reports with thematic

focuses (—eucrim news from 19 Janu-

ary 2021). The main issues raised in the
report are as follows:

m Tackling the challenges of online
content moderation: While online inter-
mediaries, e.g. social media platforms,
facilitate the exchange of information
and play a major role in the democratic
debate, the use of online platforms also
amplifyies societal problems like po-
larization or the dissemination of illegal
content, often with significantly nega-
tive effects on fundamental rights. The
report noted that the revised Audiovis-

ual Media Services Directive (AVMSD)
— adopted in 2018 — includes measures
to protect minors from audio-visual con-
tent and commercial communications
that could cause them physical, mental,
or moral harm. In 2016, the Commission
signed a voluntary code of conduct with
major online platforms to ensure that
notifications of illegal racist and xeno-
phobic hate speech are rapidly assessed
(—=eucrim 2/2016, p. 76). In addition,
the Regulation addressing the dissemi-

nation of terrorist content online, which
was adopted in 2021 by the European
Parliament and the Council (—eucrim
2/2021, 95-97), ensures that terrorist
content online is removed.

m Safeguarding fundamental rights
when Artificial Intelligence (Al) is used:
The report stressed that Al is frequently
used without adequate safeguards and
quality controls to automate or support
decision-making processes or for sur-
veillance activities that violate the rights
of individuals. Bias in algorithms can
lead to unjust and discriminatory out-
comes. If Al is used in the context of law
enforcement or the judiciary, it can also
affect the presumption of innocence and
the right to a fair trial and defence. The

report pointed to the Commission pro-
posal for a Regulation on Al presented
in April 2021, which aims to ensure that
high-risk Al systems are designed and
used in compliance with fundamental
rights;

m Addressing the digital divide: Not
being online can affect people in the ex-
ercise of their rights. This is the case, for
example, when political campaigns are
increasingly run online. This can affect
people’s rights in a democratic society,
including their right to freedom of ex-
pression and information. The digital di-
vide has increased with the COVID-19
pandemic, as it has exacerbated these
difficulties in accessing public services
for those without the necessary techni-
cal equipment or digital knowledge.
The report noted that various Member
States are pursuing different approaches
towards ensuring digital access to pub-
lic services. It also stressed that efforts
have been made at the EU level so that
nobody is left behind (e.g. the Digital
Education Action Plan launched in Sep-
tember 2020 or the European Electronic
Communications Code).

m Protecting people working with plat-
forms: While platform work has gener-
ated new economic opportunities for
people, it also poses challenges to fun-
damental rights, including the protec-
tion of personal data, privacy, and fair
and just working conditions. The report
drew attention to the Commission’s pro-
posal for a directive to improve working

* Unless stated otherwise, the news items in
the following sections (both EU and CoE) cover
the period 9 October — 31 December 2021. Have
alook at the eucrim website (https://eucrim.eu),
too, where all news items have been published
beforehand.
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NEWS — EUROPEAN UNION

eucrim — Common abbreviations

AFSJ
AG
AML
CBRN
CCBE
CCJE
CDPC
CEPEJ
CEPOL
CFR
CJEU
CoE
cosl
COREPER
CTF
DG
EAW
ECA
ECB
ECBA
ECHR
ECRIS
ECtHR
EDPS
EES
EIO
EJN
ENISA
(M)EP
EPO
EPPO
EU
FCC
FD

FT
GRECO
GRETA
ICTY
JHA
JIT
LIBE Committee
MoU
MONEYVAL

ML
0J
OLAF
PNR
SIS
SitCen
TEU
TFEU
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Area of Freedom, Security and Justice

Advocate General

Anti-Money Laundering

Chemical, Biological, Radiological, and Nuclear
Council of Bars and Law Societies of Europe
Consultative Council of European Judges

European Committee on Crime Problems

European Commission on the Efficiency of Justice
European Police College

Charter of Fundamental Rights of the European Union
Court of Justice of the European Union
Council of Europe

Standing Committee on Operational Cooperation on Internal Security
Committee of Permanent Representatives
Counter-Terrorism Financing

Directorate General

European Arrest Warrant

European Court of Auditors

European Central Bank

European Criminal Bar Association

European Convention on Human Rights

European Criminal Records Information System
European Court of Human Rights

European Data Protection Supervisor

Entry-Exit System

European Investigation Order

European Judicial Network

European Network and Information Security Agency
(Members of the) European Parliament

European Protection Order

European Public Prosecutor's Office

European Union

(German) Federal Constitutional Court

Framework Decision

Financing of Terrorism

Group of States against Corruption

Group of Experts on Action against Trafficking in Human Beings
International Criminal Tribunal for the former Yugoslavia
Justice and Home Affairs

Joint Investigation Team

Committee on Civil Liberties, Justice and Home Affairs
Memorandum of Understanding

Committee of Experts on the Evaluation of Anti-Money Laundering
Measures and the Financing of Terrorism

Money Laundering

Official Journal

Office Européen de Lutte Anti-Fraude (European Anti-Fraud Office)
Passenger Name Record

Schengen Information System

Joint Situation Centre

Treaty on European Union

Treaty on the Functioning of the European Union

conditions for platform workers at the
EU level by ensuring correct determina-
tion of their employment status.

The Commission calls on the Euro-
pean Parliament, the Council, and Mem-
ber States to use this Annual Report on
the Application of the EU Charter of
Fundamental Rights to engage in ex-
changes about the challenges of and op-
portunities for protecting fundamental
rights in the digital age. (AP)

Poland: Rule-of-Law Developments

End of October to December 2021

This news item continues the overview
of recent rule-of-law developments in
Poland (as far as they relate to Europe-
an law) since the last update in eucrim
3/2021, 135-137.

m 27 October 2021: The Vice-Presi-
dent of the CJEU orders Poland to pay
the Commission a periodic penalty pay-

ment of € 1 million per day since the
country has not complied with the in-
terim measures ordered on 14 July 2021
in Case C-204/21 (—eucrim 3/2021,
135). The reason for the penalty pay-
ment is in particular that Poland has de-
nied so far to comply with the request

to cease the exercise of the new com-
petences by the disciplinary chamber.
The Vice-President follows the Com-
mission’s application and held that “it
appears necessary to strengthen the
effectiveness of the interim measures
imposed by the order of 14 July 2021
by providing for the imposition of a
periodic penalty payment on Poland in
order to deter that Member State from
delaying bringing its conduct into line
with that order.” Poland must pay as
long as the disciplinary chamber is act-
ing; according to the CJEU, the disci-
plinary chamber fails to be independent
and impartial. The final judgment in the
dispute between the Commission and
Poland will be delivered at a later stage
by the CJEU’s Grand Chamber.

= 4 November 2021: The President of
the CJEU, Koen Lenaerts, warned at
the congress of the International Fed-
eration of European Law (FIDE) that the
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European project in its current form is
at stake. The CJEU and the primacy of
EU law are currently in “an extremely
serious situation”. He called for the prin-
ciple of the primacy of EU law to be up-
held. He also recalled that membership
in the EU is voluntary and is exercised
by democratic and sovereign decision.
As long as a Member State is part of the
Union, it must accept EU law and the
interpretation of EU law by the CJEU.
These comments were a clear hint to the
judgment of the Polish Constitutional
Tribunal of 7 October 2021 in which
the primacy of EU law over national
constitutional law was denied (—eucrim
3/2021, 137).

8 November 2021: The ECtHR rules

16 November 2021: The CJEU de-
clares another feature of the Polish
judicial system incompatible with EU
law. According to the CJEU, the Polish
regulations allow the Polish Minister of

Justice — who is also the Public Pros-
ecutor General — to second judges to
higher criminal courts and to terminate
the secondments at any time without
stating reasons, is contrary to Art. 19(1)
TEU and Directive 2016/343 on the
presumption of innocence in criminal
proceedings. The cases were referred
to the CJEU by the Regional Court of
Warsaw before which the composition
of the panel adjudicating several crimi-
nal cases was put into question (Joined
Cases C-748/19 and C-754/19, WB and

that the procedure for appointing judges
to the Chamber of Extraordinary Review
and Public Affairs had been unduly in-
fluenced by the legislative and executive
powers. That amounted to a fundamen-
tal irregularity that adversely affected
the whole process and compromised the
legitimacy of the Chamber which cannot
be considered an “independent and im-
partial tribunal established by law” with-
in the meaning of Art. 6(1) ECHR. The
ECtHR’s ruling concerned applications
by two judges who took legal action
against decisions by the National Coun-
cil of the Judiciary (NCJ) on their ap-
plications for judicial posts (application
nos. 49868/19 and 57511/19, Dolinska-
Ficek and Ozimek v Poland). With re-
spect to the appointment procedure of
the NCJ, which deprives the Polish judi-
ciary of the right to elect judicial mem-
bers of the NCJ and enables the Polish
executive and legislature to directly and
indirectly interfere, the ECtHR requests
Poland to rapidly remedy the situation
(Art. 46 ECHR).

9 November 2021: It is reported that
a judge from the Elblag District Court

is suspended since he tried to implement
the CJEU’s interim order of 14 July
2021 in a specific case. The judge found
that the Polish Disciplinary Chamber is
illegal and thus the waiver of a prosecu-
tor’s immunity was not effective.

Others). The CJEU confirms that the
secondment of a judge by the Polish
Minister of Justice to the court jeopard-
izes the requirement of independence.
24 November 2021: The Polish Con-

on abortion, the issue of “LGBTIQ-free
zones” (—eucrim 3/2020, 161), and the
slow progress in the Article 7 procedure
against Poland. MEPs call on the Coun-

cil, the Member States and the Commis-
sion to step up their efforts to stop the
continuous deterioration of EU values in
Poland.

Hungary: Rule-of-Law Developments
November to December 2021

This news item continues updates on re-
cent rule-of-law developments in Hun-
gary (as far as they relate to European
law). For the last overview —eucrim
3/2021, 137-138.

16 November 2021: In the infringe-
ment proceedings between the Com-
mission and Hungary on the Hungarian
asylum legislation (Case C-821/19), the
CIJEU follows the Advocate Generals
opinion of 25 February 2021 (—eucrim
1/2021, 5) and holds that Hungarian law

stitutional Tribunal rules that Art. 6
ECHR, which guarantees a fair trial

before an independent court, is not
compatible with the Polish Constitution
insofar as it concerns the Polish Consti-
tutional Tribunal as a court. It is argued
that the Polish Constitutional Tribunal
adjudicates the hierarchy of norms and
not individual complaints. The Polish
Constitutional Tribunal deduces from
this that Poland is not bound by ECtHR
decisions which concern the Tribunal
itself. The decision is a reaction to the
ECtHR’s decision of 7 May 2021 in the
case Xero Flor (—eucrim 2/2021, 71),
in which the judges in Strasbourg found
that the election of judges to the Pol-

ish Constitutional Tribunal in 2015 was
irregular and thus infringed the appli-
cant’s rights to a “tribunal established
by law” in accordance with Art. 6(1)
ECHR.

15 December 2021: MEPs debate
on the latest worrying developments in
Poland. This includes the decision by the
Polish Constitutional Tribunal of 24 No-
vember 2021 on the partial incompat-
ibility of Art. 6 ECHR with the Polish
Constitution (cf. above), the de facto ban

which criminalises the organising activi-
ty of persons for international protection
of asylum seekers in Hungary infringes
EU law. The CJEU found that the Hun-
garian legislation restricts, first, the right
of access to applicants for international
protection and the right to communicate
with those persons and, second, the ef-
fectiveness of the right afforded to asy-
lum seekers to be able to consult, at their
own expense, a legal adviser or other
counsellor. In sum, criminalising such
activities impinges on the exercise of the
rights safeguarded by the EU legislature
in respect of the assistance of applicants
for international protection.

23 November 2021: The CJEU rules
on the handling of a reference for a
preliminary ruling by the Hungarian
judiciary (Case C-564/19). The back-
ground is a criminal case in Hungary
against a Swedish citizen who was as-
sisted by an interpreter during the first
interrogation. The competent judge in
Hungary had doubts about the selection
and skills of the interpreter. In this con-
text, he referred questions to the CJEU
for a preliminary ruling as regards the
interpretation of Directives 2010/64 and
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2012/13 (guaranteeing rights to transla-
tion/interpretation and information in
criminal proceedings). At the request of
the Hungarian Prosecutor General, the
Hungarian Supreme Court declared the
request for a preliminary ruling unlaw-
ful. Disciplinary proceedings were initi-
ated against the judge as well. The CJEU
now rules that the review of the request
for a preliminary ruling was contrary to
EU law. The CJEU has exclusive juris-
diction to review the admissibility of
requests for a preliminary ruling. In ad-
dition, the initiation of disciplinary pro-
ceedings against the national judge also
violates EU law. This impairs the mech-
anism of preliminary references and ju-
dicial independence. It also jeopardised
the uniform application of EU law. For
the question in substance, the CJEU em-
phasised the right of every accused per-
son to be informed of the charges against
him in a language he understands. Mem-
ber States must take specific measures to
ensure this right. A register of certified
interpreters could help. Furthermore,
the measures adopted by the Member
States must enable the national courts to
ascertain that the interpretation was of
sufficient quality, so that the fairness of
the proceedings and the exercise of the
rights of the defence are safeguarded.
If the national judge considers the in-
terpretation provided inadequate or he/
she cannot ascertain its quality, criminal
proceedings conducted in absentia may
be discontinued because the rights of de-
fence are infringed.

8 December 2021: In a joint letter
ahead of the General Affairs Council
meeting on 14 December 2021, several
NGOs urge the Council to take essential
steps in the Article 7 procedures against
Poland and Hungary. The NGOs voice
their concern over “the bold defiance of
the authority of the CJEU and the ECtHR
by the governments of both Poland and
Hungary”. They also demonstrate that
the governments of Hungary and Poland
have continued on their path away from
the founding EU values despite numer-
ous efforts made by the EU institutions.
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10 December 2021: The Hungarian
Constitutional Court decides on a motion
of Hungarian Minister of Justice Judit
Varga, which asked the Court whether
Hungary does not need to follow the im-
portant CJEU judgment of 17 December
2020, by which the Hungarian procedure

for granting international protection and
returning illegally staying third-country
nationals were declared incompatible
with EU law. On the one hand, the Hun-
garian Constitutional Court emphasized
that it is not in the position to review
specific CJEU judgments. Observers as-
sess this as the failure of the Minister’s
attempt to get a carte blanche to ignore
the CJEU’s binding judgment as did the
Polish Constitutional Court (—eucrim
3/2021, 137). As a consequence, Hun-
gary would in particular be obliged to
stop its practice of push-backs at its bor-
ders. On the other hand, the Hungarian
Constitutional Court held that “where
the joint exercise of competences is in-
complete, Hungary shall be entitled,
in accordance with the presumption of
reserved sovereignty, to exercise the
relevant non-exclusive field of compe-
tence of the EU, until the institutions of
the European Union take the measures
necessary to ensure the effectiveness of
the joint exercise of competences”. This
can be interpreted that Hungary has the
sovereign right to pass laws for the pro-

tection of fundamental rights — until the
conditions to effectively execute EU law
are guaranteed. Furthermore, the Hun-
garian Constitutional Court draws con-
clusions from the “right to self-determi-
nation stemming from one’s traditional
social environment”. This could mean
that Hungarians have the right to live
in a more or less homogeneous country,
where people are not too different from
one another.

31 December 2021: The Hungar-
ian Helsinki Committee publishes a
research paper in which it is demon-
strated that Hungary has been failing to
implement judgments of the Strasbourg
and Luxembourg courts, and Hungarian
authorities are repeatedly disregarding

the judgments of the country’s own do-
mestic courts. This is seen as another
sign of the country’s rule-of-law back-
sliding. (TW)

EP Observes Rule-of-Law Deterioration
in Slovenia

On 16 December 2021, the European
Parliament adopted (with 356 votes for,
284 against, and 40 abstentions) a reso-
lution on the situation of fundamental
rights and rule of law in Slovenia. De-
spite positive developments, the resolu-

tion tackles several threats to democracy
and media freedom in Slovenia. These
include media defunding, online harass-
ment, strategic legal actions (SLAPPs),
threats against critical voices, the de-
layed appointment of delegated prosecu-
tors to the EPPO, delayed appointments
of state prosecutors to relevant inves-
tigations, the proliferation of illiberal
political movements, and corruption.
MEPs call on the Slovenian government
to adopt or implement the underlying
EU rules and guarantee that the common
European values listed in Art. 2 TEU are
upheld in full.

The resolution concludes a plenary

debate on the rule of law situation in

Slovenia in November 2021 and a mis-

sion of an EP delegation that travelled

to Slovenia in October 2021 to assess
respect of EU values with national au-
thorities, journalists and NGOs. (TW)

CJEU: Exclusion of Blind Juror from
Participating in Criminal Proceedings
Not Justified

On 21 October 2021, the CJEU ruled
that a blind person cannot be deprived of
his/her possibility to perform the duties
of a juror in criminal proceedings. The
case at issue (C-824/19) plays in Bulgar-
ia, where a woman, VA, who has a per-
manently reduced capacity to work due
to loss of vision, had studied law and
been admitted as a juror by the Sofiyski
gradski sad (Sofia City Court, Bulgaria).
She was assigned to a criminal chamber
of that court but did not participate in a
single oral procedure in criminal pro-
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ceedings in the period from 25 March
2015 to 9 August 2016.

The CJEU had to decide whether the
exclusion of a blind person from per-
forming duties as a juror in criminal
proceedings was compatible with the
provisions of Directive 2000/78 estab-
lishing a general framework for equal
treatment in employment and occupa-
tion, read in light of the guarantees of
non-discrimination enshrined in the
EU Charter of Fundamental Rights
(CFR) and the UN Convention on the
Rights of Persons with Disabilities. The
CJEU noted that VA had been excluded
from all participation in criminal pro-
ceedings, irrespective of the matters
concerned and without any effort to
determine whether reasonable accom-
modation could be provided. The CJEU
also observed that, after the introduc-
tion of electronic allocation of jurors in
August 2016, VA participated as a juror
in the judgment of numerous criminal
matters. Therefore Art. 2(2)(a) and
Art. 4(1) of Directive 2000/78, read in
the light of Arts. 21 and 26 of the CFR
and of the UN Convention, must be in-
terpreted as meaning that they preclude
depriving a blind person of the possibil-
ity of performing the duties of a juror in
criminal proceedings. (AP)

Schengen

Updated Rules Reinforcing Governance
of Schengen Area

On 14 December 2021, the Commis-
sion proposed updated rules to rein-

force the governance of the Schengen
area. The Commission stressed that
the Schengen area is one of the biggest
achievements of European integration.
It has been repeatedly put to the test in
recent years by a series of crises and
challenges (e.g. the refugee crisis and
the COVID-19 pandemic). While the
already existing framework provides
tools to tackle such challenges, there
is room for improvement of certain as-
pects (e.g. dealing with major public

health threats and the instrumentalisa-
tion of migrants). Therefore, the Com-
mission sees the need to stock up the
range of tools available to ensure the
proper functioning of the Schengen
area in order to restore and reinforce
mutual trust between Member States.
The main aims of the proposal are:

Uniform application of measures at
the external borders in case of a threat to
public health: in such cases, the Coun-
cil should be allowed to quickly adopt
binding rules on temporary travel re-
strictions.

Response to instrumentalisation of
migrants at external borders to address
the situation where a third-country ac-
tor uses human beings to destabilise the
Union or its Member States: The pro-
posal suggests provisions that will al-
low Member States to take the measures
needed to manage the arrival of per-
sons being instrumentalised by a third
country. The measures will respond to
the situation in a humane, orderly, and
dignified manner that is fully respectful
of fundamental rights and humanitarian
principles.

Contingency planning for Schengen
in a threat situation affecting a major-
ity of Member States at the same time:
The proposal clarified and expanded the
list of elements that must be assessed
by a Member State when reintroducing
temporary border controls. The Mem-
ber State must review the appropriate-
ness of the measure and its likely impact
on the movement of persons within the
Schengen area (without internal border
control) and on the cross-border regions.
The possibility to extend border controls
up to a total maximum period of two
years if certain threats persist for a con-
siderable amount of time has also been
added.

Increased use of alternative measures
to address the identified threats instead
of internal border controls.

The Commission’s proposal to re-
vise the Schengen Borders Code is part
of other measures that aim to improve
Schengen’s overall functioning and gov-

ernance under the new Schengen Strat-
egy “Towards a stronger and more resil-
ient Schengen area” (—eucrim 2/2021,
76). (AP)

0SCE Makes Recommendations on

Use of New Technologies for Border
Management

On 5 October 2021, the Organization
for Security and Co-operation in Europe
(OSCE) released a new policy brief on
Border Management and Human Rights.

The policy brief aims at providing an
overview of the what the implications of
collecting and sharing information in the
context of border management are and
how the introduction or continued use
of new technologies in the border space
may affect human rights. It also provides
recommendations to OSCE-participat-
ing States on how to respect and protect
human rights when using new technolo-
gies to manage their borders.

The brief calls to mind that, while
states have a legitimate interest in con-
trolling their borders and managing who
enters their territory, border security
must not come at the expense of hu-
man rights and fundamental freedoms.
It is therefore necessary to put in place
a robust legislative framework that both
regulates the use of new technologies
at borders and provides strong human
rights safeguards.

The OSCE points out that the collec-
tion and automated processing of Ad-
vance Passenger Information (API) and
Passenger Name Records (PNR) data by
state authorities (via airlines) is a sub-
stantial interference with the right to
privacy. Therefore, states need to clear-
ly and convincingly demonstrate how
the use of this data is limited to what
is strictly needed in order to achieve a
legitimate aim, such as the prevention,
detection, and investigation of terrorist
offences or other serious crimes. Fur-
thermore, states need to minimize the
amount of data being collected and mini-
mize data retention periods. They should
also strictly observe purpose limitations
for data processing. The collection and
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processing of sensitive data like PNR
should not be permitted.

As API and PNR data are used to
identify terrorist suspects among trav-
ellers by means of comparison with
relevant watchlists and databases, there
can be wrongful identification that can
impact freedom of movement. PNR data
is also used for a general data analysis
of the traveller as well as specific risk
assessments of behaviour to detect po-
tential suspicious patterns. This can lead
to discriminatory profiling. Therefore,
states need to put in place effective hu-
man rights safeguards to protect persons
from being placed under wrongful suspi-
cion for involvement in terrorism or oth-
er crimes, and states must refrain from
discriminatory profiling on the basis of
PNR data.

Regarding biometric data systems,
the OSCE stressed that all systems
operating with biometric data should
be presumed high-risk technologies.
They should undergo thorough and
independent human rights impact as-
sessments. States must also put in place
clear human rights-based frameworks,
which strictly regulate the use of biom-
etric technology.

Especially refugees, asylum-seekers,
and children crossing borders are at
particular risk of human rights viola-
tions arising from the use of biometric
data. In these cases, alongside privacy
and data protection concerns, there
are particular risks of infringements
of absolute rights (the risk of refoule-
ment; cruel, inhuman, and degrading
treatment; or other infringements on
human dignity). For persons in situa-
tions of heightened vulnerability, such
as migrants and asylum-seekers, states
must ensure that the principle of free
and informed consent and the right to
information are guaranteed whenever
collection and processing of biometric
data (e.g. fingerprints) takes place. For
asylum seekers, the states should fol-
low the well-established principle of
not sharing the biometric data of asy-
lum seeker with the country of origin.
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The OSCE sees a high risk in the use
of biometric technology, such as facial
recognition, which may reinforce bias
and result in discrimination; the organi-
zation urges states to reconsider the use
of such technology.

Regarding the use of algorithms, the
OSCE points out that the technology is
not a neutral technical tool that helps
screen individuals and inform conse-
quent decision-making in border control,
since there is a risk of introducing bias to
the algorithm through biased data sets.
Therefore, algorithmic systems should
undergo obligatory and regular audits in
addition to “discrimination testing” by
private companies as well as public bod-
ies involved in the development and op-
eration of such systems. Border guards
working with such tools should also re-
ceive human rights and anti-discrimina-
tion training. It is also imperative that al-
gorithmic decision-making tools remain
under human control.

In order to avoid overbroad applica-
tion of terrorism watchlists, the criteria
for including individuals on such lists
must be clearly defined, based on a nar-
row and precise definition of terrorist
offences. Human rights safeguards must
be integrated into all terrorism-related
international and transnational co-oper-
ation agreements, including in relation
to data sharing. (AP)

Legislation

Proposals to Modernise EU Cross-
Border Judicial Cooperation via
Digitalisation
On 1 December 2021, the Com-
mission adopted two proposals
to improve the digitalisation of
cross-border judicial cooperation:
Proposal for a Regulation laying
down rules on digital communication in
judicial cooperation procedures in civil,
commercial and criminal matters;
Proposal for a Directive aligning the
existing rules on communication with
the rules of the proposed Regulation.

The Commission acknowledged that
most data exchanges in cross-border
judicial cooperation to date are still
paper-based. By means of this digitali-
sation initiative, the Commission aims
to increase the efficiency and resilience
of EU cross-border judicial coopera-
tion through enhanced digitalisation in
civil (including family), commercial,
and criminal matters. The Commission
further intends to improve access to jus-
tice for citizens and businesses. The new
legislation therefore makes mandatory
the use of a digital channel for all Un-
ion-wide, cross-border judicial coopera-
tion communication and data exchanges
between the competent national authori-
ties.

By using national IT portals, or a
European Access point hosted on the
European e-Justice Portal, citizens and
businesses will have the opportunity to
communicate with courts and other ju-
dicial authorities of the Member States
electronically using a qualified or ad-
vanced electronic and/or
seals. Judicial fees will be payable elec-
tronically.

signatures

Under certain conditions, the new
legislation will make oral hearings able
to be held remotely using videoconfer-
encing, in both civil and criminal cases.
It comes along with a proposal on a
better digital information exchange in
terrorism cases and a proposal for the
establishment of a special IT platform to
support the functioning of Joint Inves-
tigation Teams (—following two news
items). For details on this digitalisation
initiative, see also the contribution by
the EU Commissioner for Justice Didier
Reynders, p. 236 of this issue. (AP) M

Proposal to Improve Digital Information
Exchange in Terrorism Cases

On 1 December 2021, the European
Commission launched a new initiative
to digitalise EU justice systems and to
improve digital information exchange
in terrorism cases. The main goal of
this proposal is to render the exchange
of information between the competent
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national authorities, Eurojust, and the
European Judicial Terrorism Register
more efficient.

The proposal aims to establish se-
cure digital communication channels
between Member States’ competent na-
tional authorities and Eurojust in order
to ensure the swift and secure exchange
of information. The regulation will also
enable Eurojust to crosscheck informa-
tion effectively by identifying links be-
tween prior and ongoing cross-border
terrorism cases and other types of seri-
ous cross-border crime. The identifica-
tion of such links will enable Member
States to better coordinate their investi-
gation measures and judicial responses.
(AP)

Proposal for JIT Collaboration Platform
On 1 December 2021, the European
Commission adopted a new initiative
establishing a collaboration platform to
support the functioning of Joint Inves-
tigation Teams (JITs). The Commission
noted that JITs, which are set up by two
or more States for specific criminal in-
vestigations with a cross-border impact
and for a limited period of time, have
been experiencing a number of technical
difficulties rendering them less efficient.
One specific problem concerns how to
ensure the secure electronic exchange
of information and evidence and secure
electronic communication with other
JIT members and JIT participants (such
as Eurojust, Europol, and the European
Anti-Fraud Office (OLAF)).

In order to solve these issues, the
Commission proposes the establishment
of a dedicated IT platform to support
the functioning of JITs, which will be
accessible to all actors involved in JIT
proceedings and have the following fea-
tures:

A secure, untraceable communication
stored locally on the devices of the users,
including a communication tool offer-
ing an instant messaging system, a chat
feature, audio-/videoconferencing, and a
function replacing standard emails;

An upload/download system de-

signed to ensure the efficient exchange
of information and evidence, including
large files — it will store the data cen-
trally only for the limited time needed to
technically transfer the data;

An advanced logging mechanism
to track the trail of “who did what and
when” for all evidence shared through
the platform, in this way supporting the
need to ensure the admissibility of evi-
dence before a court.

The European Union Agency for the
Operational Management of Large-Scale
IT Systems in the Area of Freedom, Se-
curity and Justice (eu-LISA) will be in
charge of the design, development, tech-
nical management, and maintenance
of the JIT collaboration platform. The
proposal on the JIT collaboration plat-
form is part of a larger package on the
digitalisation of justice. For the other
initiatives, see also the contribution by
EU Commissioner for Justice, Didier
Reynders, p. 236 of this issue. (AP)

European Council’'s Conclusion

on Digitalisation

At the summit on 22 October 2021, EU
leaders discussed the EU’s digital tran-
sition and adopted conclusions on the
EU’s digital policy in the forthcoming
years. The European Council called for a
swift examination of the Commission’s
proposal for the policy programme
“Path to the Digital Decade”, with a
view to implementing the 2030 Digital
Compass.

The European Council also reviewed
the progress made on a series of key leg-
islative files. It encouraged the Council
and the EP to reach an agreement on the
Roaming Regulation, the Digital Servic-
es Act, and the Digital Markets Act as
soon as possible. Furthermore, the need
to make headway in the following areas
was stressed:

Implementing the remaining meas-
ures necessary to establish specific
sectoral data spaces, as set out in the
European strategy for data of February
2020, and establishing a roadmap for
this process;

Establishing an innovation-friendly
regulatory framework for artificial intel-
ligence in order to accelerate the uptake
of this technology while safeguarding
fundamental rights;

Setting common standards for and
agreeing on a coordinated approach
towards a European Digital Identity
framework;

Promoting the creation of a cutting-
edge European microchip ecosystem.

In order to tackle the problem of an
increase in malicious cyber activities,
the European Council called for acceler-
ated work on the proposal for a revised
Directive on Security of Network and

Information Systems, the proposed Di-

rective on the Resilience of Critical En-

tities, and the Cyber Diplomacy Toolbox
(—eucrim 4/2020, 282-283). (AP)

Civil Society Organisations Call for
Prioritisation of Fundamental Rights
in Artificial Intelligence Act

On 30 November 2021, 115 civil soci-
ety organisations published a collective
statement calling for EU institutions to
prioritise fundamental rights in the Arti-
ficial Intelligence Act (AIA). The state-
ment outlines recommendations to guide
the European Parliament and Council of
the European Union in amending the
European Commission’s AIA proposal
(—eucrim 2/2021, 77). In their state-
ment, the civil society organisations
voice several demands, including the
following:

A cohesive, flexible, and future-proof
approach to the “risk” of Al systems:
The statement calls the AIA’s current
risk-based approach dysfunctional. The
ex-ante approach of designating Al sys-
tems to different risk categories does not
take into consideration that the level of
risk also depends on the context in which
a system is deployed, which cannot be
fully determined in advance. Hence, ro-
bust and consistent update mechanisms
for “unacceptable” and limited-risk
Al systems should be introduced;

Prohibitions on all Al systems pos-

ing an unacceptable risk to fundamental
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rights: The scope of Art. 5 of the AIA
should be expanded to include social
scoring systems, remote biometric iden-
tification in public places, emotion rec-
ognition systems, discriminatory biome-
tric categorisation, Al physiognomy, and
systems used to “predict” criminality or
to profile and risk-assess in the context
of immigration control;

Obligations on users of high-risk Al
systems to facilitate accountability to-
wards those impacted by Al systems:
this includes the obligation to conduct
a fundamental rights impact assessment
(FRIA) before deploying any high-risk
Al system;

Consistent and meaningful public
transparency;

Meaningful rights and redress for
persons impacted by Al systems;

The introduction of horizontal, pub-
lic-facing transparency requirements on
the resource consumption and green-
house gas emission impacts of Al sys-
tems;

Improved and future-proof standards
for Al systems;

A truly comprehensive AIA that
works for everyone by ensuring data
protection and privacy for persons with
disabilities. (AP)

DAV Position Paper on Commission’s
Artificial Intelligence Act Proposal

On 25 November 2021, the German Bar
Association (Deutscher Anwaltverein
— DAV) published a position paper on
the Proposal of the European Commis-
sion for a Regulation of the European
Parliament and of the Council Laying
Down Harmonised Rules on Artificial
Intelligence (Artificial Intelligence Act)
and Amending Certain Union Legisla-
tive Acts, adopted on 21 April 2021
(COM(2021) 206 final) (on the Com-
mission’s Proposal —eucrim 2/2021).
The DAV welcomed the risk-based ap-
proach of the AIA Proposal but points
out that the binary classification into
high-risk/non-high-risk Al
leaves less room for differentiation of

systems

other risk levels.The association wel-
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comed the EU Commission’s proposal
but criticised the definition of Al sys-
tems in Art. 3(1) of the proposal as be-
ing too narrow with regard to future
developments, as it refers to human-
defined objectives. It does not object to
Art. 5 of the proposal’s lists of intoler-
able and prohibited Al systems. How-
ever, the DAV advocates clear criteria
that would help distinguish between Al
systems that are prohibited and Al sys-
tems that are permitted.

The DAV further welcomed the pro-
hibition of social scoring but expressed
regret that the prohibition has been sof-
tened by the conditions mentioned in (i)
and (ii). It sees room for broad interpre-
tation in the wording of the conditions
(e.g. terms such as “unrelated to the
contexts” (i) or “unjustified or dispro-
portionate” (ii)).

The association criticizes that only
biometric identifications in real time-sit-
uations have been banned and that Art. 5
of the proposal only prohibits biometric
identification systems when used for law
enforcement purposes. The DAV regrets
the absence of a general ban on Al sys-
tems that take independent judicial deci-
sions, a “predictive policing” ban, and a
complete ban of polygraphs. It joins the
CCBE Position Paper in its call for a ban
on Al systems in the areas of migration,
asylum, and border control management

until they have been independently as-
sessed for compliance with international
human rights standards.

With regard to use of Al in the area of
law enforcement, the DAV stressed that,
in cases in which decisions are based on
data or results are produced by an Al
system, the parties and/or their lawyers
must be able to access this Al system
in order to assess its characteristics, the
data used, and the relevance of the re-
sults it provides. For the use of Al in the
justice area, the association recommends
that detailed principles and guidelines
be established and that Al systems only
be introduced if sufficient safeguards
against discrimination and bias are in
place. (AP)

Institutions

Council

Programme of the French Council
Presidency

On 1 January 2022, France took over
the Presidency of the Council of the
European Union for six months. This
is also the first Presidency in the new
cycle of trio presidencies composed of
France, the Czech Republic, and Swe-
den (—following news item).

Under the title “Recovery, Strength
and a Sense of Belonging,” the pro-
gramme of the French Presidency is
guided by three objectives:

To build a more sovereign Europe;

To create a new European model for
growth;

To form a humane Europe.

In the area of Justice and Home Af-
fairs, the programme strives to move
forward with the reform of the Schengen
area, to continue working on asylum and
migration, and to strengthen security for
European citizens. As part of the lat-
ter objective, the programme suggests
strengthening police cooperation in the
EU. In this regard, the Presidency plans
to further promote the police coopera-
tion package (—news item, p. 225) by
doing the following:

Continuing negotiations to revise the
Europol Regulation;

Enhancing information exchange
between European police forces;

Establishing a directive on informa-
tion exchange between law enforcement
authorities of the EU Member States.

Additional efforts will be taken to
step up the fight against drug trafficking
and to combat terrorism and radicalisa-
tion, especially with regard to the re-
turn of foreign terrorist fighters and the
detection of terrorist individuals in the
Schengen area. The idea of creating an
“EU Knowledge Hub” for the preven-
tion of radicalisation will be further pro-
moted. Looking at legal instruments, the
French Presidency intends to strengthen
its efforts against online child sexual
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abuse and to carry out negotiations on
the upcoming proposal of the European
Commission on preventing and combat-
ting the sexual abuse of minors. (CR)

Programme of New Trio Council
Presidencies

31 December 2021 marked the

end of a cycle of trio presiden-

cies. The cycle had started with
the German Presidency on 1 July 2020
(—news of 31 August 2020), continued
with the Portuguese Presidency on
1 January 2021 (—news of 1 April
2021), and the Slovenian Presidency
took over on 1 July 2021 (—news of
6 July 2021).

On | January 2022, a new trio of
presidencies of the Council of the EU
started its work. Between now and
30 June 2023, the rotating presidency
will be held by France, the Czech Re-
public, and Sweden, in turn — each term
being six months long.

The trio’s programme sets out a series of
thematic priorities:

To protect citizens and freedoms;

To promote a new growth and invest-
ment model for Europe;

To build a greener and more socially
equitable as well as more global Europe.

In the area of police and judicial co-
operation, the three Presidencies pursue
the following objectives:

Strengthening the Schengen area as a
space of free movement without internal
borders;

Enhancing the effective protection of
Schengen’s external borders;

Reinforcing the Schengen evaluation
mechanism and improving its govern-
ance;

Combating organised crime, chiefly
human, drugs, and arms trafficking;

Fighting all forms of terrorism, radi-
calisation, and violent extremism as well
as environmental crime;

Making greater efforts to better pro-
tect victims of terrorism.

The trio also intends to address issues
in the field of money laundering and as-
set recovery as well as the prevention of

crimes against cultural heritage. Other
priorities include:

The disruption and identification of
high-risk criminal networks active in the
EU;

The deployment and interoperability
of EU information systems;

The strengthening of e-justice and the
continued development of digital infor-
mation exchanges between judicial au-
thorities.

Looking at legislative measures, the
trio aims to find an agreement on e-ev-
idence legislation and plans to work on
a proposal for a new legal instrument on
the transfer of proceedings. (CR) P

European Commission

Commission Work Programme 2022

On 19 October 2021, the European Com-
mission published its new Work Pro-
gramme 2022, setting out its key initia-
tives for the year ahead. A major feature
of the Work Programme 2022 is the so-
called “one-in, one-out” approach, aiming
to reduce the burdens placed on citizens
and businesses in the same policy area
whenever new initiatives are introduced.

Under the title “Making Europe
stronger together”, the Work Programme
contains new legislative initiatives across
all six headline ambitions, namely:

A European Green Deal;

A Europe Fit for the Digital Age;

An Economy that Works for People;

A Stronger Europe in the World;

Promoting our European Way of Life;

A New Push for European Democ-
racy.

In the area of Justice and Home Af-
fairs, the Work Programme foresees new
(legislative) initiatives in the following
areas:

Security and defence technologies;

Cyber resilience;

Advance passenger information;

Reciprocal access to security-related
information between the EU and key
third countries;

Transfer of criminal proceedings.

Furthermore, the Commission plans
to assess how to achieve convergence
on pre-trial detention and detention
conditions between Member States as
part of improving cross-border coop-
eration in criminal matters. Lastly, the
Commission will continue its work on
the relevant legislative files regarding
a future-proof security environment, in
order to tackle evolving threats, to pro-
tect Europeans from terrorism and or-
ganised crime, and to develop a strong
and secure European ecosystem. The
Work Programme is supplemented by an
Annex listing the new initiatives and en-
visaged repeals. (CR)

New Tripartite Agreement Allowing
the ECA to Have More Access
to EIB Data

On 11 November 2021, the European
Court of Auditors (ECA), the European
Investment Bank (EIB), and the Euro-
pean Commission signed a new tripar-
tite agreement. It replaces an agreement
from 2016 that was concluded between
these three institutions. The revised tri-
partite agreement allows the ECA wider
access to EIB documents and data re-
lating to activities carried out under
the mandate of the European Commis-
sion. The agreement further clarifies the
timeline for receiving necessary audit
documentation (and in what format),
confidentiality, data protection rules,
evidence collection methods, and access
to information. (AP)

European Court of Justice

Personnel Changes at the CJEU

The terms of office of 14 judges and
six advocates general of the Court of
Justice of the EU expired on 6 Octo-
ber 2021 and the terms of office of 23
judges of the General Court expired on
31 August 2021. In October 2021, a se-
ries of personnel changes took place at
the EU Court of Justice and the General
Court. The nominations are part of the
partial renewal of their composition.
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For the Court of Justice of the EU, Mr
Koen Lenaerts was re-elected to serve
as its President from 8 October 2021 to
6 October 2024. Mr Lars Bay Larsen
was elected Vice President of the Court
of Justice from 8 October 2021 to 6 Oc-
tober 2024. He succeeds Ms Rosario
Silva de Lapuerta. Mr Maciej Szpunar

Centre of Excellence for which she had
served as its coordinator from 2018 to
2021. She replaces AG Evgeni Tanchev.

With regard to the General Court, Mr
Krisztian Kecsmar (Hungary) and Mr
Ion Gdlea (Romania) were appointed as
judges from 7 October 2021 until 31 Au-
gust 2022. Furthermore, for the period

was elected First Advocate General of
the Court of Justice for the period from
8 October 2021 to 6 October 2024.
Lastly, Mr Sinisa Rodin, Mr Irmantas
Jarukaitis, Mr Niilo Jddskinen, Ms Ineta
Ziemele, and Mr Jan Passer were elect-
ed Presidents of the Chambers of three
judges for a period of one year.

For the period from 7 October 2021
to 6 October 2027, the terms of of-
fice of the following seven judges of

the Court of Justice were renewed: Mr
Koen Lenaerts, Mr Lars Bay Larsen,
Mr Sinisa Rodin, Mr Frangois Biltgen,
Mr Eugene Regan, Mr Niilo Jddskinen,
and Ms Kiillike Jiirimde.

For the same period, the following
five new judges of the Court of Justice
started their terms of office: Ms Maria
Lourdes Arastey Sahun, Mr Zoltin
Csehi, Ms Octavia Spineanu-Matei, Mr
Miroslav Gavalec, and Mr Dimitrios
Gratsias.

From 7 October 2021 to 6 October
2027, Ms Laila Medina, Mr Nicholas
Emiliou, and Ms Tamara Capeta will

serve as Advocates General of the Court
of Justice. In addition, for the period
from 7 October 2021 to 6 October 2024,
Mr Anthony Collins — former judge at

the General Court— will serve as Ad-
vocate General of the Court of Justice;
he replaces AG Gerard Hogan. Before
joining the Court, Ms Medina held the
position of Deputy State Secretary for
Legal Policy at the Latvian Ministry
of Justice. She is taking over from Mr
Henrik Saugmandsgaard Oe. Mr Emil-
iou was Permanent Representative of
the Republic of Cyprus to the EU, he
succeeds AG Michal Bobek. Ms Capeta
looks back on a longstanding academic
career with the University of Zagreb and
is a founding member the Jean Monnet
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from 10 September 2021 to 31 August
2025, Mr Péteris Zilgalvis (former Head
of Unit at the European Commission)
will be judge of the General Court. (CR)

OLAF

CJEU Rules on Guarantees in OLAF's
External Investigations (Case Vialto)

On 28 October 2021, the CJEU

ruled in an appeal judgment

(Case C-650/19 P) on the right
to be heard in administrative proceed-
ings involving several authorities. The
case concerned the Hungarian company
Vialto, which was part of a consortium
that carried out an agriculture project
funded by the EU’s Instrument for Pre-
Accession Assistance (IPA). After an
investigation of alleged corruption and
fraud by OLAF, the competent Directo-
rate General for Enlargement of the Eu-
ropean Commission advised the nation-
al authority, which managed the funds,
to exclude Vialto from the contract in
question. Vialtos appeal against the
judgment of the General Court of
26 June 2019 (Case T-617/17) was suc-
cessful in so far as the Commission’s
Directorate did not confer an opportu-
nity to be heard to the appellant before
it sent a letter to the national manage-
ment authority in which it informed
about the breach of obligations by the
company at issue and recommended to
take appropriate measures.

The CJEU emphasised the importance
of the right to be heard as part of the
right to good administration (Art. 41(2a)
CFR) and as general principle of Union
law. That principle requires that the ad-
dressees of decisions which significantly
affect the interests of those addressees

should be placed in a position in which
they may effectively make known their
views with regard to the evidence on
which those decisions are based. Al-
though the final decision on appropriate
measures against a beneficiary of EU
funds is taken by the national authority
in programmes of decentralised man-
agement, the Commission’s intervention
was an important — perhaps even a deci-
sive — step in this process. Therefore, it
must be maintained that the intervention
is liable to affect the interests of the per-
son/undertaking concerned and he/she/it
must be heard by that Union institution,
body or agency. The hearing can also not
be replaced by the fact that the person/
undertaking concerned was heard by
OLAF during its investigations because
the role of OLAF is only to submit non-
binding recommendations to the compe-
tent Commission service.

Other grounds for appeal were, how-
ever, rejected by the CJEU. They con-
cerned important questions in relation
to the way in which OLAF carries out
external investigations and, more spe-
cifically, the limits of digital forensic
operations. In addition, the case raised
issues regarding the impact of commit-
ments given by OLAF at the beginning
of an on-the-spot check in the light of
the principle of legitimate expectations.
In particular, the CJEU backed the in-
terpretation by the General Court that
Art. 7(1) of Regulation 2185/96 cov-
ers the possibility that OLAF makes a
“digital forensic image” of a company’s
data for the purpose of a subsequent
sifting of relevant data for the investi-
gation in question. The Court empha-
sised that such digital forensic images
do not mean a copying of all data sets
and media owned by a controlled com-
pany, but are only an intermediate step
for further sifting operations of the rel-
evant documents.

Lastly, the CJEU ruled that an under-
taking cannot rely on the principle of the
protection of legitimate expectations, if
it refuses to cooperate with OLAF and
therefore does no longer want to follow
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a proposed derogating practice in its
favour in the framework of on-the-spot
checks pursuant to Art. 7 of Regulation
2185/96. (TW) [ |

New Edition of Global Operation
against Medicine Trafficking

On 14 December 2021, Europol and
OLAF informed the public of the sec-
ond edition of operation “SHIELD”
that was carried out between April
and mid-October 2021 (for the first
edition —eucrim news of 20 January
2021). Operation SHIELD II targeted
criminal groups that traffic in misused
or counterfeit doping substances and

medicines, e.g. COVID-19 vaccines,
anti-cancer drugs, erectile dysfunction
medicines, pseudoephedrines, pain-
killers, antioestrogens, antivirals, etc.
The operation was led by Europol and
the French, Hellenic, and Italian po-
lice forces. It involved 20 EU Member
States, seven non-EU countries (includ-
ing Columbia and the United States),
OLAF, the World Anti-Doping Agency
and private companies.

Operation Shield II resulted, inter
alia, in the seizure of 25 million units
of medicines and doping substances
worth nearly €63 million, the disclo-
sure of five illegal labs, the shutdown of
over 280 websites and the arrest of 544
suspects. Performance enhancing drugs
and “corona-cures” were at the top of
the seizures list, while the amount of
COVID-19-related medicinal traffick-
ing has significantly decreased com-
pared to the first edition of operation
Shield in 2020.

Europol supported the investigation
with operational coordination and anal-
ysis. OLAF facilitated the cooperation
and activities of customs and police
authorities and led targeted actions. Eu-
ropol’s Executive Director Catherine
De Bolle, and OLAF Director-General
Ville Itdld stressed that it is worrying to
see how criminals put people’s health at
risk in order to make profits. Due to close
cooperation and good coordination, the
EU bodies and national law enforce-

ment authorities, however, were again
successful in protecting the consumers’
health, public revenues, and legitimate
business, they said. (TW/CR)

OLAF Detects Major Customs and
VAT Fraud with Textiles from China

On 10 November 2021, OLAF reported
that it detected an EU-wide fraud scheme
which damaged the EU’s financial inter-

ests by €14 million of undeclared cus-
toms duties and around €93 of evaded
VAT. The investigations involved a total
of nearly 2000 consignments of textiles
and shoes, which were imported from
China through various ports in the EU
by UK companies. The fraudsters under-
declared the value and they evaded VAT
through various shipments in the EU.
Goods disappeared from official cus-
toms controls and were likely sold on
the black market. The case concerned 11
EU Member States to which OLAF send
recommendations for recovery. It was
also reported to the EPPO for criminal
follow-up investigations. (TW)

Successful Third-Country Cooperation
against Smuggling of Cigarettes

On 14 October 2021, OLAF reported
that the Ukrainian customs authorities
successfully dismantled a cargo with
over 13 million smuggled cigarettes
with a weight of over 14.5 tonnes. The
cigarettes were hidden in a shipment
of tires. OLAF transmitted information
from the Indian customs services to the
Ukrainian State Customs Service about
the suspicious shipment from India des-
tined for the EU. (TW)

Operation against lllicit Trade

in Refrigerant Gases

Within the framework of a joint inves-
tigation week that took place between
20 and 25 September 2021, law enforce-
ment authorities in 16 countries cracked

down on the illegal import of refriger-

ant gases (HFCs — hydrofluorocarbons).
The operations were coordinated by
Dutch authorities, OLAF and Europol.
In total, 2100 cylinders of F-gases were

seized and seven suspects arrested. The
estimated value of the illicit trade is over
€10 million. Other administrative and
criminal infringements were notified. The
fight against illicit HFCs is one of the pri-
orities of OLAF’s work. Often, traders
try to circumvent the strict EU rules on
HFCs which is commonly used for cool-
ing units. The EU set the goal to reduce
consumption and production of HFCs
by 79% by 2030 (compared to levels in
2014). For other previous actions against
the illicit trade in HFCs —eucrim news of
29 July 2021 and of 1 April 2020. (TW)

European Public Prosecutor’s Office

EPPO Appointed EDPs from Slovenia
On 24 November 2021, the EPPO Col-
lege appointed two European Delegated

Prosecutors from Slovenia. The appoint-

ment seems to put an end to a dispute
between the EU and Slovenia, which
delayed the nomination of the coun-
try’s candidates for months (—eucrim
2/2021, 82-83). The Slovenian govern-
ment, however, clarified that the nomi-

nation is “temporary” only, since the
EDPs must still be officially selected
via the national nomination procedure.
It is assumed that the government wants
to leave a backdoor open if its bill for
an amendment to the act on public pros-
ecution comes into force. The amend-
ment will give the government a greater
say in the appointment of delegated
prosecutors effectively diminishing the
powers of the national Public Prosecu-
tor’s Council that currently takes the
final decision on the nominations. In
return, the EPPO stressed in its press
release that the two Slovenian EDPs

“have been appointed for the full pe-
riod of 5 years, like all other European
Delegated Prosecutors”. This seemed to
signal that the move by the Slovenian
governments is unlikely to succeed
because national governments cannot
recall their delegated prosecutors, oth-
erwise the independence of the EPPO
would be prejudiced.
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The appointment means that now
all Member States participating in the
scheme of the EPPO, which was estab-
lished by enhanced cooperation, have Eu-
ropean Delegated Prosecutors. The EPPO
assumed its investigatory and prosecutori-
al tasks on 1 June 2021 (—special eucrim
issue 1/2021). The aim is to improve the
prosecution of criminal offences affect-
ing the EU’s financial interests. Hunga-
ry, Poland, Ireland, and Denmark do not
participate. Sweden is expected to join
the scheme in 2022. (TW)

Working Arrangement between
EPPO and EIB Group

On 7 December 2021, the EPPO signed
a working arrangement with the Euro-

pean Investment Bank and the European

Investment Fund. The Arrangement lays
down the rules on cooperation between
the EPPO and the European Invest-
ment Bank (EIB) Group. Cooperation
will mainly consist of the exchange of
information (including personal data)
and other cooperative activities, e.g.
exchange of strategic information, train-
ings and staff exchanges. Cooperation
will relate to the relevant areas of crime
within the mandate of the EPPO, in par-
ticular criminal offences affecting the
EU’s financial interests as provided for
in the PIF Directive. The provisions of
the Arrangement regulate, inter alia, the

following in detail:

The EIB Group’s obligation to re-
port suspicious criminal conduct to the
EPPO;

EPPO’s access to information stored
in the EIB Group’s databases;

Information relating to the exercise of
competence by the EPPO;

Precautionary measures to be taken
by the EIB Group;

Support to be provided by the EIB
Group in individual cases;

Data protection rules;

Waiver of immunity and inviolability
of premises, buildings, and archives of
the EIB Group.

The Working Arrangement entered
into force on 8 December 2021. (TW)
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CCBE Concerned over Defence Rights
in EPPO Proceedings

In a statement published on 10 Decem-
ber 2021, the Council of Bars and Law
Societies of Europe (CCBE) voiced con-
cerns over the position of the defence
and procedural rights during EPPO
proceedings. The CCBE identified four
issues of major concern:

Since the EPPO Regulation lacks
specific provisions on defence and pro-
cedural rights, proceedings at the nation-
al level may not be fairly conducted and

lack consistency;

Since there is no regression clause,
some Member States implemented the
EPPO Regulation in a way that sus-
pects do not enjoy the same rights than
in purely national criminal proceedings
which leads to the non-equal treatment
of suspects in Member States;

Since there are no uniform standards
as regards the handling of information
in the case file, the right to access to
the case file is jeopardised. In particular
with regard to the Content-Management-
System of the EPPO, “electronic equal-
ity of arms” and “access to justice” must
be ensured, e.g. by giving an effective,
certified, checked and traceable digital
access to all and updated materials of the
case for any individual defence lawyer
involved in an EPPO proceeding.

Since the EPPO Regulation does not
exclude the possibility of forum shop-
ping (Art. 26 of Regulation 2017/1939),
legal uncertainty occurs. As a minimum,
the EPPO regulations should provide for
a right of the accused to be heard before
such a jurisdictional change, and a right
for the accused to apply for a jurisdic-
tional change. (TW)

First Conviction in EPPO Case
The EPPO reported that on 22 Novem-
ber 2021, the first conviction was handed

down following an EPPO investigation.
A criminal court in Slovakia convicted a
former mayor for an attempted offence
against the EU’s financial interests. The
mayor falsified documents in an attempt
to illegally obtain money from the Eu-

ropean Social Fund. The potential dam-
age could have been €93,000. The court
imposed a conditional imprisonment of
3 years and disqualified the mayor for
a position in public office for 5 years.
(TW)

EPPO and OLAF Lead Successful
Investigation into Procurement Fraud

in Croatia

The EPPO and OLAF conducted one of
the first joint operations. The investiga-
tions concerned procurement fraud in
the purchase of an information system
for the Croatian Ministry of Regional
Development and EU Funds (MRR-
FEU). The investigations resulted in the
arrest of four suspects on 10 November

2021; they involved the minister of the
MRRFEU, the Director of Croatia’s
Central Finance and Contracting Agen-
cy (SAFU), and two businessmen. The
EPPO’s press release described in detail
the detected fraud scheme. The suspects
used their positions to adjust the pro-

curement specifications and to conduct a
negotiated procurement procedure with-
out a public tender. The total damage for
the EU’s financial interests is around €
1.8 million.

The case was transmitted by OLAF to
the EPPO in June 2021. OLAF support-
ed the investigations by two on-the-spot
checks and digital forensic operations in
Croatia. (TW)

EPPO: Operational Activities — Reports
from October to December 2021

After having assumed its investigative
and prosecutorial tasks in June 2021, the
EPPO regularly informs the public of its
operational activities. The activities re-
ported in October/November/December
2021 include the following:

In cooperation with the Guardia di
Finanza in Sicily, the EPPO dismantled
two organised criminal groups suspect-
ed of having smuggled foreign tobacco
products from Tunisia to Italy. The first

organisation was responsible for or-
ganising the illegal shipments from the
North African coast to Italy. The sec-
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ond organisation took care of retailing
the goods on the market. The operation,
which was carried out on 30 November
2021, led to the arrest of twelve sus-
pects and the seizure of one speedboat,
seven vehicles, and €16,000 in cash. The
smuggled cigarettes had a market value
of €3.5 million and caused damages of
more than €6 million to the national and
EU budgets.

On 25 November 2021, the European
Delegated Prosecutor in Munich, Ger-
many coordinated an operation against
aggravated customs fraud. Searches
were carried out in Germany, Austria,
and Slovakia against several persons

who allegedly falsely declared the prov-
enance of biodiesel and thus damaged
the EU budget by more than €1.1 mil-
lion.

An operation led by the EPPO and
carried out on 23 November 2021, re-
vealed a case of corruption and money
laundering in relation to the procure-
ment process in a museum in Czechia,

which is financially supported by EU
funds. The Czech police seized €16,400
and conducted several house searches.
On 18 November 2021, the EPPO
targeted a beneficiary from the EU Ru-
ral Development fund in the province of

Bari (Italy). The beneficiary allegedly
did not modernise an agriturismo (farm-
house and hotel for touristic purposes),
as defined in the grant agreement, but
solely intended to make a profit by sell-
ing the house during the programming
period. The beneficiary allegedly dam-
aged the EU budget by €215,000.

On 4 November 2021, the EPPO
and the Guardia di Finanza in Calabria
(Italy) took action against six entrepre-

neurs who misused EU funds. Under the

EU funding scheme to promote tourism
in Calabria, the suspects bought pleas-
ure boats. However, they never used
the boats for the initial, intended pur-
pose, but moved them to Sicily where
they made more profits. Assets worth
€900,000 were seized.

On 4 November 2021, an operation
coordinated by the EPPO’s central office

in Luxembourg dismantled a criminal

organisation that operated a VAT car-
ousel fraud scheme from Germany. The
scheme involved the repeated circula-
tion of platinum coins through the same
companies. Money laundering activities
were also carried out in Czechia, Slova-
kia and Romania. Police and tax police
authorities in Germany, Czechia, Slova-
kia and Romania arrested six suspects
and seized assets worth €23 million.

On 20 October 2021, an operation
initiated by the European Delegated
Prosecutor in Germany successfully
stroke against Mafia organisations that
had established a VAT carousel fraud
scheme with luxury cars. The operation
involved German, Italian, and Bulgarian
authorities. 10 people were arrested and

13 luxury cars seized. It is estimated that
the tax loss was around €13 million. The
operation is the result of the first case
that was registered with the EPPO after
the body assumed its tasks on 1 June
2021. (TW)

Europol

Working Arrangement with Republic

of Korea Signed

To strengthen their cooperation against
serious crime, Europol and the Republic
of Korea signed a Working Arrangement

on 22 December 2021. It introduces a
secure system for the exchange of in-
formation between the parties. Further-
more, the arrangement foresees that the
parties can exchange specialist knowl-
edge, general situation reports, and the
results of strategic analysis. They can
also participate in training activities and
provide advice and support in individual
criminal investigations. (CR)

Working Arrangement hetween Europol
and EIB

On 29 October 2021, Europol and the
European Investment Bank (EIB) signed
a Working Arrangement to facilitate the
sharing of information and expertise in
the fight against fraud and corruption.

Under the arrangement, the parties may
exchange information and expertise re-
lating to serious crime, including finan-
cial crime, e.g. money laundering, ter-
rorism, the financing of terrorism, and
cybercrime in order to better secure the
financial infrastructure of the EU.

Europol: 2021 Highlights

At the end of 2021, Europol published
a review highlighting its most important
operations in 202 1. A detailed analysis of
the threat of serious and organised crime

facing the EU was provided in Europol’s
Serious and Organised Crime Threat As-
sessment 2021 (—news of 2 July 2021).
Last year’s operations included the
takedown of EMOTET, one of the most
significant botnets of the last decade.
“Operation Trojan Shield/Greenlight”
took down the encrypted device com-
pany ANOM. In addition, the illegal use
of SKY ECC-encrypted communica-
tions could be blocked. “Operation Ju-
mita” resulted in the largest cash seizure
(€16.5 m) from a criminal organisation
in Spanish history. In Finland, efforts to
fight terrorism resulted in the disman-
tling of a right-wing extremist cell. (CR)

Human Rights Organisations Oppose
Europol Reform
On 21 October 2021, the European
Parliament voted in favour of opening
negotiations with the Council of the
EU on the revision of Europol’s regula-
tion. (—news dated 10 July 2021). The
vote on the Civil Liberties, Justice and
Home Affairs Committee’s draft re-
port on the proposal for the revision of
Europol’s mandate was strongly ques-
tioned by human rights organisations. In
the run-up to the vote, 25 human rights
organisations, coordinated by European
Digital Rights (EDRi) and including
organisations such as Access Now and
Statewatch, had expressed their con-
cerns over the report’s attention to the
rights to fair trial, to privacy and data
protection, and to non-discrimination.
In an open letter dated 20 October
2021, the organisations called on MEPs
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to vote against the report. In the letter,
they urged the European Parliament
to include additional safeguards, e.g.,
mechanisms to ensure that Europol’s
powers are used in a proportionate way,
guarantees for defence rights, and robust
oversight mechanisms.

Furthermore, the organisations argue
that Europol’s potential new powers
in the field of research and innovation
contradict the core elements of the Eu-
ropean Parliament’s own resolution of
6 October 2021 on artificial intelligence
in criminal law and its use by the po-
lice and judicial authorities in criminal
matters. Lastly, based on the claim that
Europol’s work largely relies on data
transferred by national police authorities
that contain racialised stereotypical as-
sumptions, the organisations ask the Eu-
ropean Parliament to wait with the ex-
pansion of Europol’s mandate until the
Commission’s Anti-racism Action Plan
2020-2025 — which aims at improving
this situation — has been duly imple-
mented. (CR)

Eurojust

Working Arrangement between
Eurojust and UK

On 20 December 2021, Eurojust and
the Home Office of the UK signed a
Working Arrangement to further imple-
ment the EU-UK Trade and Coopera-
tion Agreement (TCA) that entered into
force on 1 May 2021 (—eucrim 4/2020,
265-271). The Working Agreement
regulates practical and administrative

details regarding judicial cooperation
in criminal matters between Eurojust
and the UK. It sets out detailed rules
with regard to the secondment of a Li-
aison Prosecutor to Eurojust and his/
her participation in plenary meetings
and working groups of the College, in
operational meetings, and in coordi-
nation centres. Additionally, Eurojust
may post a Liaison Magistrate to the
UK. Detailed provisions regulate the
exchange of information, transmission
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of special categories of personal data,
rights of data subjects, and confidenti-
ality. (CR)

New National Members for Cyprus
and the Netherlands

In November 2021,
Symeou took up his duties as the new

Mr Zacharias

National Member for Cyprus at Euro-

just. Before joining Eurojust, Mr Symeou
served as Counsel of the Republic at the
Law Office of the Republic of Cyprus.
As prosecutor, he litigated cases in-
volving trafficking in human beings,
murder, and trade in illicit substances.
On 3 January 2022, Mr Alexander
van Dam started as the new National
Member for the Netherlands at Eurojust.
He succeeds Mr Han Moraal who joint

Eurojust in 2014. Before his appoint-
ment at Eurojust, Mr van Dam worked,
inter alia, as Resident EU Prosecutor in
Belgrade, Serbia, as Acting Director of
the Dutch Prosecution Service, and as
Prosecutor General for the Dutch coun-
try of Aruba. (CR)

Albanian Liaison Prosecutor’s Office
Opens at Eurojust

On 29 October 2021, the Office of the
Liaison Prosecutor for Albania opened

at Eurojust, with Ms Fatjona Memcaj
being the first Albanian Liaison Pros-
ecutor at Eurojust (—news dated 1 April
2021).The opening of the office is one
more step in implementation of the co-
operation agreement signed between Al-
bania and Eurojust in 2018 to enhance
their collaboration in the fight against
serious, cross-border crime (—news dat-
ed 19 January 2019). (CR)

Update of JIT Practical Guide
In December 2021, the EU Network
of National Experts on Joint Investiga-
tion Teams (JITs Network) published
an updated version of the JITs Practical
Guide. The guide provides information
in seven chapters, infer alia, on the fol-
lowing:

Concept, operation, and setting up of
JITs;

Support offered by EU Agencies such
as Eurojust, Europol, and OLAF for
JITs;

Checklist for the planning and coor-
dination of operational activities;

Recommendations for practical steps
on how to set up a JIT.

Furthermore, the guide answers fre-
quently asked questions, gives advice to
JITs on how to receive financial support,
and provides a model agreement on es-
tablishment of a JIT. Lastly, all essential
tools for JIT practitioners (guidelines,
forms, and templates) are listed and hy-
perlinked where possible. (CR)

Frontex

European Standing Corps:

New Graduates

On 17 December 2021, after a six-
month border and coast guard training,
109 officers from 16 EU Member States
graduated as full-fledged members of

the European Border and Coast Guard
standing corps. The European stand-
ing corps was established to make the
Schengen Area stronger and more re-
silient. Officers of the corps work all
along the EU’s external borders and in
non-EU countries. (CR)

New Cooperation Plan with eu-LISA
Signed

On 22 November 2021, Frontex and the
European Union Agency for the Op-
erational Management of Large-Scale
IT Systems in the Area of Freedom,
Security and Justice (eu-LISA) signed
a renewed Cooperation Plan to further
enhance their work together. The re-
newed Cooperation Plan runs from 2021

to 2023. The plan covers ten thematic
areas, including border and migration
management, IT security, research and
innovation as well as personal data pro-
tection.

Currently, cooperation between the agen-
cies focuses on the setting up of the Euro-
pean Travel Information and Authori-
sation System (ETIAS) that is being
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developed by eu-LISA, with the ETTAS
Central Unit hosted by Frontex (—news
of 12 November 2021). (CR)

EP Agrees to Partly Freeze Frontex
Budget

On 21 October 2021, the European Par-
liament followed the recommendation of
its Budget Control Committee (—news
dated 12 November 2021) and agreed to
freeze part of the 2022 Frontex budget.
While the European Parliament signed
off on the Agency’s 2019 expenses, it
decided to freeze part of the 2022 budget
until Frontex fulfills several conditions,
such as the recruitment of 20 fundamen-

tal rights monitors and three sufficiently
qualified deputy executive directors.
Frontex must also set up a mechanism
for reporting serious incidents at the
EU’s external borders as well as a func-
tioning fundamental rights monitoring
system. Of the Agency’s proposed budg-
et of €757,793,708 for the year 2022, the
European Parliament decided to put €90
million in reserve (ca. 12%). (CR)

Report by Frontex Consultative Forum
On 20 October 2021, the Frontex Con-
sultative Forum on Fundamental Rights
published its Annual Report for the year
2020. The report outlines the state of
play of internal and external fundamen-
tal rights safeguards at Frontex and pro-
vides recommendations on the need to
further strengthen fundamental rights in
Frontex’ activities.

In its conclusions, the Forum re-
quires the Agency to step up its efforts
to communicate to the Fundamental
Rights Officer, and to the Forum itself,
to what extent their fundamental rights
advice is taken into consideration in the
Agency’s decisions. If the advice is not
taken into account, justification must
be provided. Furthermore, the Forum
asks for its meaningful engagement in
the development and implementation
of Frontex training activities. The Fo-
rum also sees the need for Frontex to
establish a sound procedure within the
Agency by which to launch investiga-

tions and handle allegations of funda-
mental rights violations. (CR)

Digitalisation of Migrant Smuggling
At the end of September 2021, Fron-
tex and Europol finalized a joint Report
dedicated to the digitalisation of migrant
smuggling. The report looks at the de-
velopment of digital tools and services
that enable all stages of migrant smug-
gling, such as advertising, recruitment,
communication, guidance, and payment.
So far, the tools most frequently de-
tected in the context of migrant smug-
gling are commonly available apps, e.g.
Facebook and WhatsApp. The report
predicts the development of apps cus-
tomized for migrant smuggling as the
next logical step. In order to circumvent
law enforcement measures, digital so-
lutions are frequently used to conceal,
lock, encrypt, delete, and modify con-
tent on devices as well as in the com-
munication itself. The annexes to the
report provide an overview of apps and
platforms identified in connection with
migrant smuggling. Recommendations
are also made for the handling of seized
mobile communication devices. (CR)

Operation “Finestra” at EU’s Eastern

Between 27 September and 8 October
2021, various EU and national law en-
forcement agencies cracked down on
transnational crime at the EU’s eastern
The
joint action days code-named “Finestra”

and south-eastern land borders.

were led by Frontex and the Romanian
authorities. They also involved OLAF,
Europol, Eurojust, the European Bor-
der Assistance Mission to Moldova and
Ukraine (EUBAM MD/UA), Interpol,
and the World Customs Organization
(WCO) as well as law enforcement au-
thorities from 13 countries. The opera-
tions above all targeted smuggling of
excise goods, human trafficking, and
related document fraud. They resulted,
inter alia, in the detection of 36 mil-
lion illicit cigarettes, 2360 kg of tobac-
co, 160,000 litres of alcohol as well as
6000 litres of mineral oil; 32 smugglers

were arrested. OLAF provided support

through the facilitation of information
exchange and checks of information
against own intelligence. (TW)

Agency for Fundamental Rights (FRA)

Leaflet on Taking Fingerprints

for Eurodac Translated

In 2019, FRA — in cooperation with
the Eurodac Supervision Coordination
Group — published a leaflet for officers
and authorities on how to inform asy-
lum applicants and migrants about the
processing of their fingerprints in Euro-
dac in an understandable and accessible
way. Since December 2021, this leaflet
has been made available in almost all of-
ficial EU languages and in Icelandic and
Norwegian. (CR)

Specific Areas of Crime /
Substantive Criminal Law

Protection of Financial Interests

Commission Proposes First Package
of New Own Resources

On 22 December 2021, the Commis-
sion presented proposals to establish the

next generation of own resources for the

EU budget. The Commission basically
relies on revenues from emissions trad-
ing, the global minimum tax for globally
active companies, and a carbon border
adjustment mechanism. After a start-up
phase, the new revenue sources are ex-
pected to generate on average up to €17
billion per year for the EU budget be-
tween 2026 and 2030.

The new own resources will be used
to redeem bonds issued by the corona
reconstruction fund NextGenerationEU,
which is expected to mobilise around
€800 billion (in current prices) to over-
come the consequences of the pandemic.
The bonds issued will be redeemed by
2058 at the latest. EU leaders had agreed
in July 2020 on the bond-financed
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NextGenerationEU reconstruction fund
guaranteeing the EU independent rev-
enue from its own resources (—eucrim
3/2020, 174).

The Commission will now seek swift
agreement on the proposed package with
the European Parliament and the Coun-
cil. By the end of 2023, the Commission
will propose a second basket of new
own resources. (TW)

CJEU Rules on Compatibility of
Romanian Constitutional Court
Decisions with Effective Prosecution
of PIF Crimes

On 21 December 2021, the CJEU
(Grand Chamber) delivered its judg-
ment on several issues of the Romanian

justice reform in the area of corruption.
The referring Romanian courts mainly
questioned whether several decisions
of the Romanian Constitutional Court
are compatible with Union law. For
the cases (Joined Cases C-357/19 and
547/19 (Euro Box Promotion and Oth-
ers) and the Joined Cases C-811/19 and
840/19 (FQ and Others), the questions
referred to and the Advocate General’s

Opinion —eucrim 1/2021, 20.
The first set of questions dealt with
obligations for national legislation and

national practice to ensure the effective
protection of the EU’s financial inter-
ests in line with Art. 325 TFEU. In this
context, the CJEU reiterated its case law
on the effectiveness of the protection of
the EU’s financial interests required by
Art. 325(1) TFEU as well as Decision
2006/928 that set specific benchmarks
for Romania in the areas of judicial re-
form and the fight against corruption.
Accordingly, the Member State must not
only ensure that criminal offences to the
detriment of the EU’s financial interests
are effectively detected, investigated,
and prosecuted, but also imposed pen-
alties effectively enforced. The national
legislator is obliged to ensure that there
is no systemic risk of impunity, while
national courts must disapply national
rules that prevent the imposition of dis-
suasive and effective sanctions.
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In the case at issue, the Romanian
Constitutional Court annulled some
criminal law decisions due to unlawful
composition of the trial or appeal pan-
els. According to the CJEU, this Con-
stitutional Court case law results in the
relevant fraud and corruption cases hav-
ing to be re-examined, possibly several
times. Given their complexity and dura-
tion, such a re-examination inevitably
has the effect of prolonging the duration
of the relevant criminal proceedings,
which is contrary to the obligations in-
cumbent on Romania under Decision
2006/928. Moreover, given the national
statute of limitations, re-examining the
cases in question could lead to the stat-
ute of limitations for the offences and
prevent effective and dissuasive sanc-
tioning of persons holding the highest
offices of the Romanian state who have
been convicted of committing serious
fraud and/or corruption offences in the
exercise of their office. This would make
the risk of impunity systemic for this
group of persons and would jeopardise
the objective of fighting corruption at
the highest level.

Regarding the consequences for de-
fence rights, the judges in Luxembourg
stated that the obligation to ensure that
such offences are subject to effective and
dissuasive penalties does not exempt the
referring court from examining the need
to respect the fundamental rights guar-
anteed by Art. 47 CFR. However, that
court is not allowed to apply a national
standard of protection of fundamental
rights which would entail a systemic risk
of impunity. The requirements resulting
from this premise do not prevent any
possible non-application of the Consti-
tutional Court’s case law on the speciali-
sation and composition of the judicial
panels in corruption cases.

A second set of referred questions
concerned the consequences for national
judges if they disapply the practice of
the Constitutional Court. The CJEU
clarified that any disciplinary liability
of national judges which would be trig-
gered for failure to comply with such

judgments is contrary to judicial inde-
pendence and the primacy of Union law.
(TW)

AG: Regulation on Conditionality
Mechanism Is Legally Sound and
Compatible with EU Treaties
On 2 December 2021, Advocate
General (AG) Manuel Campos
Sanchez-Bordona recommend-
ed that the CJEU dismisses the actions
brought by Hungary and Poland against

the conditionality mechanism for the
protection of the Union budget in the
event of breaches of the principles of
the rule of law (for the mechanism
—eucrim 3/2020, 174-176; for the ac-
tions —eucrim 1/2021, 19). Enshrined in
Regulation 2020/2092, the Council and
European Parliament created a specific
mechanism to ensure proper manage-
ment of the Union budget where a Mem-

ber State commits breaches of the rule of
law which jeopardise the sound manage-
ment of the European Union’s funds or
its financial interests. After having deter-
mined that certain rule-of-law condi-
tions to protect the EU budget had not
been fulfilled in a specific EU country,
payments from the EU budget can be in-
terrupted, reduced, terminated or sus-
pended; new commitments can be pro-
hibited.

The applicability of the conditional-
ity mechanism led to disputes between
the EU institutions. In particular, the Eu-
ropean Parliament (EP) urged the Com-
mission to apply the mechanism regard-
less the action by Hungary and Poland
and the EP has pursued an action against
the Commission for failure to act in this
regard (—eucrim 3/2021, 152). Hungary
and Poland had essentially based their

complaints against the mechanism on
the inappropriateness of the legal basis
for the Regulation, a circumvention of
the Article 7 TEU procedure in case of
violation of fundamental values of the
EU and an infringement of the principle
of legal certainty (—Cases C-156/21 and
C-157/21). The AG rejected all these ar-
guments.
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First, the AG concluded that Regula-
tion 2020/2092 could correctly be based
on Art. 322(1)(a) TFEU. The Regula-
tion contains “financial rules” within

the meaning of this Article and does not
resemble the procedure in Art. 7 TEU.
The AG mainly argued that the Regula-
tion aims at establishing a financial con-
ditionality instrument to safeguard the
value of the rule of law of the European
Union. In addition, it requests a suffi-
ciently direct link between the breach of
the rule of law and the implementation
of the budget. As a result, it does not
apply to all breaches of the rule of law,
but only those that are directly linked to
the implementation of the Union budget.
The AG also pointed out that the protec-
tion of the beneficiaries of EU funds is a
typical and logical measure in the shared
management of those funds.

Second, the AG found that Article 7
TEU does not preclude the use of other,
different instruments that protect the val-
ues enshrined in Art. 7 TEU, as is dem-
onstrated in the CJEU’s case law on the
European arrest warrant and the inde-
pendence of the judiciary. The AG high-
lighted several differences between the
requirements included in Article 7 TEU
and those in Regulation 2020/2092. In
particular, the conditionality mechanism
does not apply to all violations of the
rule of law, but only to those directly
related to the financial management of
the Union and financial conditionality
is not unusual in budgetary instruments
in other areas of EU law. Hence, the AG
sees no circumvention of the Article 7
TEU procedure.

Third, the AG found that the Regula-
tion satisfies the minimum requirements
of clarity, precision and foreseeability
required by the principle of legal cer-
tainty. The reason is that the Regulation
combines an indicative list of breaches
of seven legal principles related to the
rule of law with an indicative list of are-
as where breaches of the rule of law may
arise. This demonstrated that the legis-
lature made efforts in increasing legal
certainty. (TW) [ |

EP Sues Commission for Non-
Application of the Conditionality
Regulation

On 29 October 2021, the European Par-
liament (EP) submitted the action against
the European Commission for failure to
apply the Regulation on the conditional-

ity mechanism to the CJEU. The action
is registered as Case C-657/21.
Regulation 2020/2092 aims to protect
the EU budget and NextGenerationEU
resources from breaches of the princi-
ples of the rule of law by an EU country

that adversely affect the sound financial
management of the EU funds or the EU’s
financial interests. Based on the Regula-
tion, payments from the EU budget can
be interrupted, reduced, terminated or
suspended; new commitments can be pro-
hibited (—=eucrim 3/2020, 174-176). The
EP has urged the Commission to apply the
Regulation against Poland and Hungary

where the rule of law is under threat with-
out waiting for a decision on the lawsuit
filed by Hungary and Poland to the CJEU
which seeks the annulment of the Regula-
tion (—eucrim 3/2021, 152).

After the European Council meeting
of 21/22 October 2021, Commission
President Ursula von der Leyen con-

firmed that the Commission will wait
for the CJEU’s decision about the com-
plaints put forward by Hungary and Po-
land. However, on 19 November 2021,

fore the Advocate General delivered its
opinion on 2 December 2021, in which
he assessed the actions brought by Hun-
gary and Poland against the conditional-
ity mechanism (—aforementioned news
item). (TW)

Launch of Operation to Safeguard

EU’s Recovery Fund

On 15 October 2021, the EU and
19 Member States launched a new frame-
work operation code-named “Sentinel”

at the headquarters of Europol in The
Hague. The operation will target frauds
and other criminal activities against the
EU’s post-pandemic support under the
Recovery and Resilience Facility (RRF).
It will focus on proactive intelligence
sharing, information exchange and sup-
porting the coordination of operations
for at least one year. Next to Europol,
the EPPO, OLAF and Eurojust will sup-
port the operation. The RRF is the key
initiative of the European Commission
amounting to €672.5 billion in loans and
grants to fight the economic and social
impact of the Covid-19 crisis, to support
EU citizens and businesses (—eucrim
3/2020, 174). (TW)

EP: Revision of Financial Regulation
Needed

In a resolution of 24 November 2021,
the European Parliament calls for a

the Commission sent “letters” to Poland

revision of the EU’s 2018 Financial

and Hungary requesting information
about certain rule-of-law developments
in the countries. According to media
reports, Poland was asked questions
on the independence of the judiciary.

Questions to Hungary dealt with pub-
lic procurement, corruption and risks of
conflict of interest. It was stressed that
the letters had not formally triggered the
conditionality mechanism, but the Com-
mission expects replies that would “feed
into the Commission’s assessment” on
how to proceed further in the applica-
tion of the conditionality tool. The ini-
tiative can also be seen as a reaction to
continuous criticism about the Commis-
sion’s stalling tactics. It came short be-

Regulation applicable to the general
budget of the Union. Following the
entry into force of the multiannual fi-
nancial framework (MFF) 2021-2027
and against the background of the new
form of EU spending via NextGenera-
tionEU (NGEU), the EP considers the
need for an update of the general rules
for the EU budget. In addition, the re-
vision should take into account innova-
tions within the budgetary system and
ensure the proper implementation of
the EU budget. The Financial Regula-
tion should be made subject to targeted
improvements and simplifications, in
particular where transparency, account-
ability and democratic scrutiny can be
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increased. New financial rules should
pursue the following objectives:

Reinforcing the protection of the Un-
ion’s financial interests;

Ensuring alignment with the rule-of-
law conditionality;

Strengthening public procurement
rules to avoid any potential conflict of
interests;

Increasing transparency;

Reducing the administrative burden
for beneficiaries;

Strengthening the efficacy of spend-
ing with a view to achieving greater
European added value;

Increasing access to EU funding for
citizens, SMEs and local and regional
authorities.

The resolution makes detailed recom-
mendations on these issues. It also sees
the need to improve current audit, con-
trol and discharge procedures. Among
other things, the European Public Prose-
cutor’s Office (EPPO) should be includ-
ed in the Financial Regulation. (TW)

EP Resolution: Digitalisation of

the European Reporting, Monitoring
and Audit

On 23 November 2021, the European
Parliament (EP) adopted a resolution on
the digitalisation of the European report-

ing, monitoring and audit. The EP points

out that currently a bulk of reporting
systems exist regarding the funds for the
Common Agricultural Policy (CAP) as
well as the structural and cohesion poli-
cies. This fragmentation of data makes
the identification of final beneficiaries
extremely difficult, if not impossible, for
direct, indirect or shared management
Union funds. In general, the current sys-
tem is detrimental not only to the trans-
parency of EU spending, but also to the
oversight of the Union funds.

In order to enhance the protection of
the Union budget and the European Un-
ion Recovery Instrument against fraud
and irregularities, the EP suggests in-
troducing standardised measures to col-
lect, compare and aggregate information
and figures on the final recipients and
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beneficiaries of Union funding, for the
purposes of control and audit. To ensure
effective controls and audits, it is consid-
ered necessary to collect data on those
ultimately benefitting, directly or indi-
rectly, from Union funding under shared
management and from projects and re-
forms supported under the Recovery and
Resilience Facility, including data on
beneficial owners of the recipients of the
funding.

The Commission should make avail-
able an integrated and interoperable in-
formation and monitoring system. This
digital system should include the follow-
ing features:

A single data-mining and risk-scoring
tool;

Possibility to access, store, aggregate
and analyse the aforementioned data on
beneficiaries;

Mandatory application of the system
by the Member States;

Capability for efficient checks on
conflicts of interests, irregularities, is-
sues of double funding, and any misuse
of the funds;

Access to the system by OLAF and
other Union investigative and control
bodies in order to exercise their supervi-
sory and control functions.

The resolution calls on the Commis-
sion to initiate the appropriate legislative
steps and to develop the proposed digital
system. (TW)

ECA Report on Regularity of Spending
in EU Cohesion Policy

On 23 November 2021, the European
Court of Auditors (ECA) published a
report on the European Commission’s

estimate of error in EU cohesion policy.
The ECA pointed out that the related er-
ror rates, as disclosed by the Commis-
sion, are likely to underestimate the real
level of irregularity in cohesion policy

spending because of shortcomings in the
Commission’s control system.

The EU’s cohesion policy aims to re-
duce development disparities between
the EU Member States and regions.
However, it is an area in which the risk

of irregular spending is high, because
the governing rules are complex and
much of the expenditure is based on the
reimbursement of declared costs.

In order verify the Member State au-
ditors’ work and findings, the European
Commission carries out own verifications
and assessments after Member State au-
dit authorities have completed their au-
dits of cohesion expenditure. With these
findings, the Commission aims to con-
firm whether the residual level of error in
cohesion spending reported by Member
States is below the 2% threshold.

With regard to the 2014-2020 pe-
riod, the ECA noted that the European
Commission released the 10% payment
retention initially withheld even if it had
evidence that the expenditure in the ac-
counts contained a level of error above
2%. This release is not in line with the
overall objective of the payment reten-
tion, which was designed to safeguard
the EU budget.

The ECA criticised the limitations of
desk reviews by the Commission that
are used to check the consistency of the
regularity information that the Member
States provide; this leads to undetected
and uncorrected irregular expenditure.
With regard to compliance audits, where
the Commission reviews the eligibility
of operations and related expenditure,
the ECA pointed out the high frequency
of undetected errors by the Commission.
Therefore, the EU auditors concluded
that the Commission likely underesti-
mates the real level of error in cohesion
policy in its annual management and
performance report. (AP)

ECA Special Report on Performance-
Based Financing in Cohesion Policy
On 21 October 2021, the European
Court of Auditors (ECA) published its
Special Report 24/2021: Performance-

based financing in Cohesion policy. The
2014-2020 common provisions regula-
tion introduced three instruments giving

Member States financial incentives to
strive for results and optimise their use
of funding:
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The requirement to fulfil specific pre-
requisites (‘ex-ante conditionalities’) to
create an investment-friendly environ-
ment;

A mandatory performance reserve
of around €20 billion (6% of cohesion
spending) to be allocated to successful
programme priorities in 2019;

Performance-based funding models,
which linked EU financial support di-
rectly to pre-defined output or results.

In its audit, the ECA assessed the use
of these instruments from 2014 to 2020
and examined in particular whether
they were well designed to incentivise
performance and shift the focus to-
wards achieving results, whether the
Commission and Member States used
them effectively, and whether their use
made a difference in the way Cohesion
funding was allocated and disbursed.
The audit showed that the Commis-
sion and Member States have been
only partially successful in using the
three instruments to make the financing
of Cohesion policy more performance
based. The ECA noted that the ex-ante
conditionalities instrument has been
more successfully used than the other
instruments. It pointed out that Member
States showed very limited interest in
using the two new performance-based
funding models (the ‘joint action plans’
and ‘financing not linked to costs’).
Regarding the mandatory performance
reserve, the ECA noted that, in 2019,
the Commission released 82% of the
€20 billion performance reserve for the
2014-2020 period. Overall, the allo-
cation of the performance reserve had
only a limited impact on programme
budgets. The ECA also found out that
the introduction of the performance
framework in the 2014-2020 period
contributed to a cultural change in the
financial management of Cohesion
policy. However, performance-based
financing is not yet a reality in Cohe-
sion policy, and the three instruments
did not make a noticeable difference to
the way EU funding was allocated and
disbursed.

The ECA further made the following
recommendations to the Commission:

Make best use of enabling conditions
in the 2021-2027 period,;

Prepare the ground early for an effec-
tive mid-term review for the 2021-2027
period;

Clarify the rules underlying the ‘fi-
nancing not linked to costs’ funding
model;

Clarify the approach of providing as-
surance on EU funding through the “fi-
nancing not linked to costs” model. (AP)

ECA Report on Results of EU Spending
Programmes

On 15 October 2021, the European Court
of Auditors (ECA) published its Report
on the performance of the EU budget —
Status at the end of 2020. In the report,
the ECA examined the results achieved

by EU spending programmes financed
by the EU budget, based on performance
information from the Commission and
other sources, including its own recent
audit and review work.

The report noted that, while some of
the spending programmes were affected
by the COVID-19 pandemic in 2020
(such as Erasmus+ activities, progress
has been made — as indicated by the
available information. The ECA stressed
that the Commission had generally taken
into account the lessons learned from the
relevant evaluations and audits.

In the area of Competitiveness for
growth and jobs the principal pro-
grammes are Horizon 2020 (H2020)
for research and innovation and Eras-
mus+ for education, training, youth,
and sport. The ECA remarked that Er-
asmus+ is valued by stakeholders and
the public as a useful programme that
achieves its objectives. Overall, the au-
ditors noted the positive added value of
the programme. Individuals participat-
ing in it report positive effects on their
professional skills. Although the pro-
gramme had a concrete effect on organ-
isations, as it allows them to strengthen
and broaden international networks,
there is less evidence of fundamental

changes to institutional or pedagogi-
cal practices. The COVID-19 pandemic
had major disruptive effects in Europe
and negatively impacted many Eras-
mus+ activities, especially individual
activities requiring mobility.

In the area of Economic, social and
territorial cohesion the auditors se-
lected the European Social Fund (ESF)
— which promotes employment and so-
cial inclusion, integrating disadvantaged
people into society, and ensuring fairer
life opportunities — for the performance
analysis. The ECA found that the perfor-
mance framework increased the avail-
ability of such information; however, the
focus was on financial input and output
rather than on results. The auditors noted
that progress towards the Europe 2020
target on employment was positive but
that, results were lacking, mainly due to
the pandemic.

In the area of Natural resources —
covering expenditure linked to policies
on the sustainable use of natural re-
sources and financing the Common Ag-
ricultural Policy, the Common Fisheries
Policy (CFP), and environmental and
climate action — the ECA selected the
European Maritime and Fisheries Fund
(EMFF) for its analysis. The EMFF
supports the objectives of the Common
Fisheries Policy — objectives such as ad-
dressing unsustainable fishing and pre-
venting the degradation of the marine
environment. The auditors commented
that performance information produced
or obtained by the Commission should
reflect the results achieved through the
EMFF intervention, highlight any unsat-
isfactory progress, and trigger corrective
action. The ECA stressed that the CFP
target of reaching the desired conserva-
tion status for all fish stocks by 2020 is
unlikely to have been met and criticises
the key indicator used to monitor pro-
gress in this area (fishing at maximum
sustainable yield levels), as it does not
contain sufficient information indicat-
ing the level of progress made. The au-
ditors pointed out that problems persist
in regard to the fisheries control system,
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which is a crucial factor in implement-
ing the objectives of the CFP.

In the area of Security and Citizen-
ship the ECA decided to analyse the In-
ternal Security Fund Borders and Visa
(ISF-BV), an instrument that provides
support for border measures. The audi-
tors noted that the ISF-BV has provid-
ed substantial support to help Member
States handle the costs and challenges
that emerged during the migration cri-
sis and which have put enormous pres-
sure on the EU’s external borders. They
concluded that the indicator measuring
progress in accomplishing the instru-
ment’s overarching objective had been
too broadly defined, undermining con-
clusions on the fund’s overall perfor-
mance. Regarding the specific objective
of support for a common visa policy, the
report pointed out that the ISF-BV has
helped upgrade more than 2,620 consu-
lates, thereby creating more secure and
efficient visa processing centres.

Regarding the area of Global Europe
the ECA analysed the performance of
the Instrument for Pre-accession Assis-
tance II (IPA II), which provides pre-ac-
cession assistance to candidate countries
and potential candidates. The auditors
observed that the indicators reported
by the Commission in the programme
statement show a modest performance
for IPA II. While IPA II contributed to
modernisation in the agri-food and rural
development sectors, the auditors con-
cluded that the overall progress of IPA
II beneficiaries’ economic, social, and
territorial development is slower than
expected. (AP)

Money Laundering

7th European Money Mule Action
Concluded

On 1 December 2021, Europol pub-
lished its conclusions on the seventh
European Money Mule Action, Opera-
tion EMMA 7. This international action
was coordinated by Europol and in-
volved 27 countries, Eurojust, INTER-
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POL, the European Banking Federation
(EBF), and the FinTech FinCrime Ex-
change. Around 400 banks and financial
institutions supported the action. It tar-
geted the laundering of criminal profits
through money mule networks and rep-
resented a concerted effort against mon-
ey laundering in Europe, Asia, North
America, Columbia, and Australia.

EMMA provided a way for all these
actors to cooperate and share intelli-
gence, with the aim of identifying pos-
sible money mules. As a result, 7,000
fraudulent transactions were reported,
18,351 money mules and 324 recruit-
ers/herders identified, 1803 individuals
arrested, and a total loss estimated at
nearly €70 million prevented. Money
mules are persons who, often unwit-
tingly, transfer illegally obtained money
between different accounts on behalf
of others. They are regularly tricked by
criminal organisations that promise easy
money. (CR)

Tax Evasion

Pandora Papers: EP Calling
for Investigations and Improvement
of EU Blacklist of Tax Havens

On 21 October 2021, the European Par-
liament adopted a resolution calling for
thorough investigations to be launched
into any wrongdoing that took place
in EU jurisdictions as revealed by the
Pandora Papers. After the Pandora Pa-
pers had exposed tax avoidance on an
unprecedented scale, MEPs wanted to
close loopholes currently allowing tax
avoidance, money laundering, and tax
evasion.

The MEPs stressed the importance of
implementing already existing rules and
are calling for better cooperation among
national authorities across the EU. They
criticised that numerous Member States
are behind in the implementation of ex-
isting rules intended to counteract mon-
ey laundering and tax avoidance, calling
for legal action to be taken by the Com-
mission against these EU countries.

The MEPs asked the Commission
to analyse whether further legislation
needs to be proposed and to establish
whether legal action against some Mem-
ber States is warranted. The MEPs also
asked the European Public Prosecutor to
assess whether the revelations merit any
specific investigations.

In regard to the Pandora Papers, the
MEPs label the current EU blacklist of
tax havens a “blunt instrument,” which
is unable to catch some of the worst-of-
fending countries. They put forward the
fact that the British Virgin Islands ac-
count for two thirds of the shell compa-
nies in the Pandora Papers and yet they
did not feature on the EU blacklist. The
MEPs therefore propose improving the
listing process (e.g. widening the scope
of practices considered typical markers
of a tax haven and reforming the process
of deciding which jurisdictions are to be
included). (AP)

Cybercrime

New Draft Law: EP Aims at
Strengthening EU-Wide Requirements
for Cybersecurity Attacks

On 22 November 2021, the European
Parliament (EP) backed a draft law that
would set tighter cybersecurity obliga-
tions in terms of risk management, re-
porting obligations, and information
sharing for businesses, administrations,
and states. The EP sees a need for this
law because of the increase in cyber-
security attacks throughout 2020 and
2021. The EP can now start trilogue
negotiations with the Council and the
Commission on the planned new legis-
lation. The Commission tabled the pro-
posal for a Directive “on measures for
a high common level of cybersecurity
across the Union” in December 2020
(—eucrim 4/2020, 282-283). It will re-
peal Directive 2016/1148 on security of
network and information systems (NIS

Directive).
The new Directive will include an in-
cident response, supply chain security,
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encryption, and vulnerability disclosure.
Member States will be able to identify
smaller entities with a high security risk
profile, and the highest managerial level
would become responsible for cyberse-
curity.

The new directive will oblige more
entities and sectors to take measures
covering “essential sectors” (e.g. en-
ergy, transport, banking, public health,
digital infrastructure and public admin-
istration). In addition, the new rules will
also protect so-called “important sec-
tors” (e.g. postal services, waste man-
agement, digital service providers, and
the manufacturing of chemicals, food,
medical devices, electronics, machinery,
and motor vehicles). All medium-sized
and large companies in selected sec-
tors will also be covered by the legisla-
tion. The directive aims at establishing
a European vulnerability database and
a framework for better cooperation and
information sharing between various au-
thorities and EU Member States. (AP)

Several Hits Thwart Cyber Attacks

In a series of operations throughout
October and November 2021, Eurojust
helped facilitate the arrests of numer-
ous online scammers, suspects involved
in buying or selling illicit goods on the
Dark Web, and attackers using ransom-
ware. By supporting operation Dark
HunTOR, Eurojust contributed to the
arrests of 150 alleged suspects across
Europe and the United States involved
in buying or selling illicit goods on the
Dark Web. Additionally, more than EUR
26.7 million in cash and virtual curren-
cies were seized as well as 234 kg of
drugs and 45 firearms. The operation
built on the results of the takedown of
DarkMarket, the world’s largest illegal
marketplace on the Dark Web, in Janu-
ary 2021.

Furthermore, through a series of actions,
German, Georgian, and Israeli authori-
ties dismantled a criminal network op-

erating various online trading platforms
and defrauding victims of millions of
euros. Fraudsters had set up several lim-

ited companies, which operated these
platforms and pretended to generate
high profits on investments in financial
securities, shares, commodity assets,
currencies, and cryptocurrencies.

Twelve cyber actors involved in com-
mitting ransomware attacks against crit-
ical infrastructure focusing especially
on large corporations were targeted in
an action day carried out in the Ukraine
and Switzerland. It included law en-
forcement and judicial authorities from
eight countries as well as Europol and
Eurojust.

A similar action against an organised
crime group (OCQG), which contributed
to a considerable number of ransomware
attacks across Europe, led to the arrest of
two suspects and the seizure of multiple
items. The estimated profits of the OCG
amounted to several million euros and
stemmed from their use of malware to
render the data of companies and institu-
tions inaccessible unless a ransom was
paid. (CR)

Environmental Crime

Commission Proposal for Better
Protection of the Environment
by Means of Criminal Law

On 15 December 2021, the Com-

mission adopted a proposal for a

new EU directive to crack down

on environmental crime. In this way, the

Commission intends to fulfil a key com-
mitment of the European Green Deal.

The proposal aims to make protection

of the environment more effective by

obliging Member States to take crimi-
nal law measures against environmental
crimes. These crimes lead to increas-
ing levels of pollution, a degradation of
wildlife, a reduction in biodiversity, and
the disturbance of ecological balance.
They tend to be highly lucrative and
can be as profitable as illegal drug traf-
ficking. For this reason, environmental
crimes are highly attractive for organ-
ised crime groups, inter alia, because
sanctions are relatively low and because

environmental crimes are prosecuted
less often than other crimes. The main
features of the proposal are as follows:

Setting up new EU environmental
criminal offences (including illegal tim-
ber trade, illegal ship recycling, and il-
legal abstraction of water);

Clarifying existing definitions of en-
vironmental criminal offences in order
to improve the effectiveness of investi-
gations and prosecutions;

Setting a common minimum denomi-
nator for sanctions on environmental
crimes;

Making relevant investigations and
criminal proceedings more effective
by implementing targeted and regular
training (at all levels of the enforcement
chain), overarching national environ-
mental crime strategies, and awareness-
raising measures;

Improving cross-border cooperation
by harmonising effective investigative
tools and establishing an obligation to
cooperate through Europol, Eurojust,
and OLAF.

It is proposed to replace Directive
2008/99/EC, that got evaluated in 2020
by the Commission. The evaluation con-
cluded that the Directive has had not
enough effects on the ground because
the number of environmental crime
cases successfully investigated and sen-
tenced remained very low. The proposal
will now be negotiated by the European
Parliament and the Council. (AP) M

Commission Initiative to Achieve
the European Green Deal

On 17 November 2021, the Commission
adopted three new initiatives in order to

achieve the European Green Deal. With

these initiatives, the Commission aims
to curb EU-driven deforestation, facili-
tate intra-EU waste shipments, promote
a circular economy, and tackle the export
of illegal waste and waste challenges to
third countries. The three initiatives are
the following:

Proposal for a regulation on deforesta-
tion-free products: With these new rules,
the Commission would like to guarantee
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that the products that EU citizens buy,
use, and consume on the EU market do
not contribute to global deforestation
and forest degradation. For its part, the
Commission aims to reduce EU-driven
greenhouse gas emissions and biodiver-
sity loss. The objective of minimising
the EU’s contribution to deforestation
and forest degradation will be achieved
by establishing a tiered, mandatory due
diligence system, relying on a definition

bl

of “deforestation-free,” combined with
a benchmarking system. The proposal
also requires products to have been pro-
duced in compliance with the deforesta-
tion-free definition and with the laws of
the manufacturing country.

Proposal for a new regulation on

waste shipments: With this regulation,
the Commission aims to protect the en-
vironment and human health against the
adverse impacts that may result from
the shipment of waste. Therefore, the
provisions should facilitate the environ-
mentally sound management of waste
and reduce the overall impact of us-
ing resources, especially by improving
resource use efficiency. The proposed
measures are crucial for the transition to
a circular economy.

EU soil strategy for 2030: The Strat-
egy sets a framework of concrete meas-
ures for the protection, restoration, and
sustainable use of soils and proposes

a set of voluntary and legally binding
measures. By 2050, all EU soil ecosys-
tems should be in a healthy condition
and thus more resilient, which will re-
quire very decisive changes in this dec-
ade. Therefore, the Strategy proposes
legally binding objectives in the context
of the Nature Restoration Law, to limit
drainage of wetlands and organic soils
and to restore managed and drained peat-
lands. The Commission will assess the
need for and potential of legally binding
provisions for a “passport for excavated
so0il”, in order to reflect the quantity and
quality of the excavated soil and ensure
that it is transported, treated, and reused
safely elsewhere. The Commission urg-
es Member States to set by 2023 their
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own ambitious national, regional, and
local targets in order to reduce net land
take by 2030. To promote sustainable
soil management, the Commission will
prepare a set of “sustainable soil man-
agement” practices. (AP)

Terrorism

Commission Assessed Added Value
of Directive on Combating Terrorism
On 18 November 2021, the European
Commission published a report that
assessed the added value of Directive

2017/541 on combating terrorism. The

Directive is the main criminal law in-
strument at the EU level to combat ter-
rorism. It lays down minimum standards
for the definition of terrorist offences
and offences related to terrorism and
for penalties, while at the same time
granting rights to protection, assistance,
and support to victims of terrorism. In
September 2020, the Commission pub-
lished a report that assessed the legisla-
tive transposition of the EU rules, which
had to be done by 8 September 2018
(—eucrim 3/2020, 182). The present re-
port goes beyond the mere assessment
of transposition and includes a wider

analysis of the relevance, effectiveness,
efficiency, coherence, and EU added
value, including the impact of the Direc-
tive on fundamental rights and freedoms
(cf. Art. 29(2) of the Directive). Find-
ings are based on desk research and field

research, involving a number of EU and
Member States’ authorities as well as
civil society organisations.

The Commission report lists several
issues that contributed to the positive
functioning of the Directive, e.g.:

The
achieved;

Several improvements were triggered

objectives were generally

by the Directive, such as enhanced legal
clarity and enhanced cooperation;

Clear added value with regard to
combating terrorism;

Even though the Directive has had an
impact on fundamental rights and free-

doms, the limitations largely meet the
requirements of necessity and propor-
tionality;

The Directive has not had a problem-
atic impact on the rule of law.

Despite these positive issues, the re-
port also found several shortcomings,
which need to be addressed by the EU
institutions and the Member States.
Such issues include:

Difficulties in proving terrorist intent,
which mainly result from factual cir-
cumstances, e.g. if evidence is located
abroad;

Some Member States find it challeng-
ing to classify violent activities of right-
wing extremism as acts of terrorism;

Several challenges remain in relation
to the assistance and protection of vic-
tims of terrorism: problems result, for
example, from the fact that not all Mem-
ber States have designated single contact
points and the lack of a secure tool for
exchanging information on individual
situations.

The Commission concluded, inter
alia, that more needs to be done to im-
prove the use of battlefield information.
It also stated that it will further moni-
tor the implementation of the Directive
and initiate infringement proceedings, if
necessary. (TW)

Trafficking in Human Beings

JHA Agencies Publish Joint Report

on THB

On 18 October 2021, the nine Europe-
an Justice and Home Affairs Agencies
(CEPOL, EASO, EIGE, EMCDDA,
eu-LISA, Europol, FRA, Frontex, and
Eurojust) — under the leadership of Eu-
rojust — presented their first joint report
on the identification and protection of
victims of human trafficking. The report
sets out the exact role of each of the nine
agencies regarding the identification and
protection of victims of human traffick-
ing. It also lists the main activities un-
dertaken by each agency to support the
protection of such victims. (CR)
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Racism and Xenophobia

Initiative to Extend List of EU Crimes

to Hate Speech and Hate Crime

On 9 December 2021, the European
Commission published an
to extend the list of EU crimes to hate

initiative

speech and hate crime. The initiative
follows a set of EU actions already in
place to counter illegal hate speech and
violent extremist ideologies and terror-
ism online, such as Council Framework
Decision 2008/913/JHA of 28 Novem-
ber 2008 on combating certain forms
and expressions of racism and xenopho-
bia by means of criminal law, the EU
Code of Conduct on countering illegal
hate speech online, the proposed Digi-
tal Services Act, the 2021 Regulation on
addressing terrorist content online, and
the EU Internet Forum.

The Commission reiterated that com-
bating hate speech and hate crime is part
of its actions to promote the EU’s core
values and ensure that the EU Charter of
Fundamental Rights is upheld. Any form
of discrimination, as laid down in Art. 19
TFEU, is prohibited. Hate crime and
hate speech go against the fundamental
European values set out in Art. 2 TEU.
Freedom of expression, as one of the pil-
lars of a democratic and pluralist soci-
ety, however, must also be strongly pro-
tected. The Commission recognised that
there has been a sharp increase in hate
speech and hate crime in Europe during
the past decade, especially through use
of the Internet and social media.

The proposed extension of the list of
areas of EU crimes to hate speech and
hate crime is based on Art. 83(1) TFEU,
which lays down an exhaustive list of
areas of crime for which the European
Parliament and the Council may estab-
lish minimum rules involving the defini-
tion of criminal offences and sanctions
applicable in all EU Member States.
Art. 83(1) TFEU further specified that
based on developments in crime, the
Council may adopt a decision identify-
ing other areas of particularly serious
crime with a cross-border dimension re-

sulting from the nature or impact of such
offences or from a special need to com-
bat them on a common basis.

The Commission justified the exten-
sion by pointing out that hate speech
and hate crime were particularly serious
crimes because of their harmful impacts
on the individuals and on society at large,
undermining the foundations of the EU.
The Commission further argued that the
cross-border dimension of hate speech
and hate crime is evidenced by the na-
ture and impact of these phenomena — a
special need exists to address them on a
mutual basis. It stressed that, according
to the UN, there has been an alarming
spike in online and offline hate speech
and incitement in recent years that can
be linked to changes in the social, eco-
nomic, and technological environment.
Factors contributing to this increase
have been the COVID-19 pandemic and
the Internet. For the Commission, only
the identification of hate speech and hate
crime as a new, distinct area of crime can
enable an effective and comprehensive
criminal law approach to these phenom-
ena at the EU level. (AP)

Procedural Criminal Law

Procedural Safeguards

CJEU Rules on Mechanisms to Remedy
Errors in the Indictment
On 21 October 2021, the CJEU ruled
on the compatibility of the Bulgarian
Criminal Procedure Code with Directive
2012/13 on the accused person’s right to
information (Case C-282/20).
» Facts of the case and questions
referred to

In the case at issue, criminal proceed-
ings were conducted against ZX for the
possession of counterfeit money. During
the trial proceedings it came to light that
the prosecutor’s indictment contained
errors and omissions. However, accord-
ing to the referring Specialised Criminal
Court, Bulgaria, following a reform in

2017, the current Bulgarian Criminal
Procedure Code does not provide for a
mechanism to remedy such defects in
the indictment after the pre-trial hearing
(where, in the case at issue, all formali-
ties of the indictment were approved),
for example by referring the case back
to the prosecutor.

Against this background, the refer-
ring court first asked about the compat-
ibility of the Bulgarian legislation with
Art. 6(3) of Directive 2012/13. Accord-
ing to Art. 6(3), Member States shall en-
sure that, at the latest on submission of
the merits of the accusation to a court,
detailed information is provided on the
accusation, including the nature and le-
gal classification of the criminal offence,
as well as the nature of participation by
the accused person.

Second, the referring court asked how
it should proceed if the CJEU concluded
that Union law precludes the Bulgarian
rules in question.

» Findings of the CJEU

As to the first question, the CJEU re-
ferred to its previous case law that dealt
with the compatibility of the Bulgarian
criminal procedure code with the EU’s
procedural rights directives, in particu-
lar its judgment of 5 June 2018 in Kolev
and Others (Case C-612/15 —eucrim
2/2018, 99). It follows from this case
law that amendments to the charge

must be disclosed to the accused per-
son or his/her lawyer at a point in time
when they still have the opportunity to
respond effectively, before the stage
of deliberation. In addition, it follows
that the rights deriving from Art. 6(3)
of Directive 2012/13 must be protected
throughout the criminal proceedings and
thus, in the present case, also after the
pre-trial hearing in a criminal case. As
a consequence, national legislation that
does not allow to remedy procedural de-
fects in the indictment after the pre-trial
stage of the criminal proceedings must
be considered incompatible with Art. 6
of the Directive.

As to the second question, the CJEU
reiterated its case law that the national
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court should first try to give national law
an interpretation consistent with EU law.
If the national court is unable to do so, it
may disapply the national provisions in
question. In the present case, the judges
in Luxembourg pointed out that the re-
ferring court may interpret Article 287 of
the Bulgarian Criminal Procedure Code
in conformity with Art. 6(3) of Directive
2012/13 and Art. 47 CFR. Under certain
circumstances, Article 287 allows the
prosecutor to make amendments to the
charges during a judicial investigation.
» Put in focus

Although the case seems to deal with
peculiarities of the Bulgarian criminal
procedure, the judgment is important
in two respects: First, it summarises the
CJEU’s case law on the accused person’s
right to information during criminal pro-
ceedings. Second, the judgment stresses
that Art. 6(3) of Directive 2012/13 has
direct effect and any national court has, as
an organ of a Member State, the obliga-
tion to disapply any provision of national
law which is contrary to such a provision
of EU law with direct effect. (TW)

Data Protection

AG: German, Irish and French Data
Retention Rules Incompatible with
EU Law

On 19 November 2021, Advo-

cate General (AG) Campos San-

chez-Bordona tabled his opin-
ion on pending cases before the CJEU
that concern the question of whether na-
tional data retention regimes are com-
patible with EU law interpreted in light
of the CJEU’s previous case law on this
matter. The basic question is whether na-
tional regimes that retain personal data
generated in electronic communications
for the access by law enforcement
authorities transgress the limits set
by Art. 15 of Directive 2002/58 (the
“e-Privacy Directive”). This provision

allows, to a limited extent, exceptions to
the obligation to ensure confidentiality

of electronic communications. The
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CJEU has established detailed case law
on the possibility for national legisla-
tures to retain data in this sense, above
all in its judgements in Tele2 Sverige/
Watson (Joined Cases C-203/15 and
C-698/15 —eucrim 4/2016, 164), in Mi-
nistero Fiscal (Case C-207/16 —eucrim
3/2018, 155-157), and in the recent
landmark judgments in Privacy Inter-
national/Quadrature du Net (Cases
C-623/17 and Joined Cases C-511/18,
C-512/18 and C-520/18
3/2020, 184—186).

The pending cases refer to the data
retention systems in Germany and Ire-
land. In addition, a French case dealt

—eucrim

with the question whether the principles
established in the previous case law are
also valid if EU secondary law confers
powers for the authorities to have access
to traffic data. The AG stated, however,
that all references for preliminary rul-
ings deal with the retention of data in a
general and indiscriminate manner, so
that the answers can be inferred from the
CJEU’s previous case law, in particular
in Privacy International/Quadrature du
Net. In detail:
» Joined Cases C-793/19 and
C-794/19 (SpaceNet and Telekom
Deutschland)

This case concerns the compatibility
of the German data retention regulations
as designed in the Law on Telecommuni-

cations (Paragraphs 113a et seq. TKG).
In the case at issue, the Federal Admin-
istrative Court (Bundesverwaltungsgeri-
cht) must decide on complaints lodged
by two companies, which provide pub-
licly available internet access services
in Germany, against their obligations
to retain traffic and location data under
the TKG (—eucrim 3/2019, 176). The
referring Federal Administrative Court
stressed that the German legislature
established several limits to data reten-

tion, including the requirement to store
only certain telecommunications data of
certain means of electronic communica-
tions and a significantly reduced storage
period (4 weeks for location data, and
10 weeks for other data).

AG Sdnchez-Bordona acknowledged

the progress made in the German legis-
lation showing the will to comply with
the CJEU case law. However, the Ger-
man rules constitute a general and in-
discriminate data retention regime with
storage obligations of a wide range of
traffic and location data. The time lim-
its did not remedy this situation and the
storage of electronic communications
must be more targeted. In conclusion,
the AG found that the German data re-
tention legislation cannot be upheld; it
is still an unjustified serious interference
with the rights to privacy and data pro-
tection (irrespective of the duration of
storage).
» Case C-140/20 (G.D. v The
Commissioner of the Garda Siochana)

In the Irish case, the importance of a
general/universal data retention regime
was demonstrated because the Irish po-
lice could identify a murder on the ba-
sis of metadata retained from discarded
mobile phones. The referring Irish Su-
preme Court, before which the defend-
ant challenged the validity of the Irish
legislation to retain and make accessible
telephony data, stressed that there are no
less intrusive, equally effective means
for the detection and prosecution of seri-
ous crimes.

Similarly to the German case, AG
Sanchez-Bordona opined that only the

protection of national security, which
does not include the prosecution of of-
fences (even serious ones), can justify
a general and indiscriminate regime of
traffic and location data retention. The
Irish legislation has gone beyond the
requirements of the e-Privacy Directive.
In addition, the AG pointed out that the
Irish legislation has not met the condi-
tion (as required by the CJEU case law)
that access by the competent national
authorities to retained data is subject to
prior review by a court or an independ-
ent authority, because, under Irish law,
the review is done internally by the
Gardai (the Irish police). Lastly, the
AG reiterated with regard to the murder
conviction that a national court cannot
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limit in time the effects of a declaration
of illegality of national data retention
legislation incompatible with EU law.
» Joined Cases C-339/20 and
C-397/20 (VD and SR)

The cases concern investigations
against two suspects in France for hav-

ing committed illicit insider dealings.
The prosecution was mainly based on
personal data relating to the use of tel-
ephone lines that were collected by the
Autorité des marchés financiers (Finan-
cial Markets Authority). The referring
Cour de Cassation asked whether there
is an independent obligation for the na-
tional legislature to require electronic
communications operators to retain con-
nection data on a temporary but general
basis in order to enable the administra-
tive authority to comply with EU Direc-
tive 2003/6 and Regulation 596/2014.
This secondary EU law on market abuse
confers administrative authorities the
power to “require existing telephone and
existing data traffic records”.

According to AG Sanchez-Bordona,

er the judges bench takes a more nuanced
approach to the individual referrals.
For a thorough analysis of the CJEU’s
case law on data retention and the de-
mand for recalibrating EU legislation
on this matter —article by A. Juszczak/
E. Sason, published at the eucrim web-
site on 8 September 2021. (TW) u

Commission Adopted Adequacy
Decision for South Korea

On 17 December 2021, the Commis-
sion finally adopted the adequacy deci-
sion for personal data transfers between
the EU and the Republic of Korea, after
having concluded talks and initiated the
necessary steps in the first half of 2021
(—eucrim 2/2021, 99). As of 17 Decem-
ber 2021, data can be transmitted from
the EU to South Korea without any fur-
ther safeguard being necessary. In oth-
ers words, transfers to the country will

be assimilated to intra-EU transmissions
of data. The possibility of a free flow of
data would supplement the Free Trade
Agreement between the EU and South

the CJEU’s case law in La Quadrature
du Net is applicable to the case even
though the EU Directive and Regulation
on market abuse come into play. He ar-
gued that the processing of data traffic
records set out in the EU legislation on
market abuse must be interpreted in the
light of the e-Privacy Directive, which
constitutes the reference standard in this
regard. Neither the EU Directive nor the
Regulation on market abuse confer spe-
cific and autonomous powers to retain
data. They merely authorise the access
to these data. As in the other cases, the
French system concerns data retentions
for the fight against crime, but which is
preventive, generalised and indiscrimi-
nate and thus lacks the balance to be
made as underpinned by the CJEU in La
Quadrature du Net. With regard to the
criminal investigations against the two
defendants, the AG again stressed that
a national court cannot limit in time the
effect of that incompatibility.

It remains to be seen whether the
CJEU takes up the AG’s views or wheth-

Korea that entered into force in 2011.
In a joint press statement, Didier

Reynders, Commissioner for Justice of
the European Commission, and Yoon
Jong In, Chairperson of the Personal
Information Protection Commission of
the Republic of Korea, highlighted the
benefits from the adequacy decision for
business and citizens. The adequacy de-
cision, which is based on the EU’s Gen-
eral Data Protection Regulation, covers
both data transfers for commercial and
regulatory purposes. The Republic of
Korea also benefits from the adequacy
decision since it acknowledges a high
data protection level in the country and
thus facilitates data transfers with other
non-EU countries which recognise the
EU’s assessment, such as Argentina, Is-
rael, and Switzerland.

The adequacy decision includes a
detailed assessment of the Korean data
protection law, i.e. the Personal Infor-
mation Protection Act (PIPA). An an-
nex includes information about the legal
framework of the Republic of Korea

regarding the collection and use of per-
sonal data by Korean public authorities
for law enforcement and national secu-
rity purposes. (TW)

Victim Protection

EP Increases Efforts to Counteract
Strategic Lawsuits Against Public
Participation (SLAPPs)

On 11 November 2021, the Euro-
pean Parliament adopted a resolution
on strengthening democracy and me-

dia freedom and pluralism in the EU.

This follows after several initiatives
had called for a regulation of Strategic
Lawsuits Against Public Participation
(SLAPPs):

The study commissioned by the Eu-
ropean Parliament’s Policy Department
for Citizens’ Rights and Constitutional
Affairs at the request of the JURI Com-
mittee researchers from the University
of Aberdeen, which recommended that
the EU take legislative initiative with re-
gard to SLAPPs (—eucrim 2/2021, 102);

The statement by 119 organisations
issued on 8 June 2020 (—eucrim 2/2020,
106).

In their resolution, the MEPs proposed

a series of measures to counteract the
threat that SLAPPs pose to persons with
a watchdog function (e.g. journalists,
NGOs, and representatives from civil so-
ciety) in Europe. SLAPPs are lawsuits or
other legal actions, as well as the threats
of such actions, brought forward by pow-
erful actors (e.g. private individuals and
entities, public officials, public bodies,
and publicly controlled entities) using a
variety of legal bases, mostly in civil and
criminal law. The purpose of these actions
is to prevent investigation and reporting
on breaches of Union/national law, on
corruption, or on other abusive practices
or to block or otherwise undermine public
participation.

The MEPs stressed that SLAPPs are
often meritless and based on exagger-
ated and often abusive claims that are
initiated to intimidate, professionally dis-
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credit, harass, wear out, put psychological
pressure on, or consume the financial re-
sources of those they target, with the ulti-
mate objective of blackmailing and forc-
ing them into silence through the judicial
procedure itself. They see this practice as
having a direct and detrimental impact on
democratic participation, societal resil-
ience, and dialogue — silencing the diver-
sity of critical public thought and opinion.
SLAPPs constitute direct attacks on the
exercise of fundamental rights and have
effects on the rule of law, posing threats
to media freedom and public democratic
participation, including freedom of ex-
pression, freedom of information, free-
dom of assembly, and freedom of asso-
ciation. In particular, the MEPs expressed
concern over the fact that SLAPPs are
increasingly being funded directly or indi-
rectly from state budgets and being com-
bined with other indirect and direct state
measures against independent media out-
lets, independent journalism, and a free
civil society.

The MEPs pointed out that SLAPPs
not only undermine the right of effective
access to justice but also constitute a mis-
use of Member States’ justice systems and
legal frameworks (e.g. by hampering the
ability of Member States to successfully
address ongoing, common challenges as
outlined in the Justice Scoreboard). They
urged the Commission to propose meas-
ures to address SLAPP cases, such as
rules for the early dismissal of SLAPPs
and other court actions that have the pur-
pose of preventing public participation,
which should include appropriate sanc-
tions such as civil penalties or administra-
tive fines. The Commission should also
raise awareness of SLAPPs among judges
and prosecutors across the Union. (AP)

Freezing of Assets

CJEU: National Legislation Must Allow
Third Parties to Appear as a Party in
Confiscation Proceedings

In its judgement of 21 October 2021
(Joined Cases C845/19 and C863/19 —
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Criminal proceedings against DR and
7S), the CJEU clarified specific provi-
sions of Directive 2014/42/EU on the
freezing and confiscation of instrumen-
talities and proceeds of crime in the
European Union. The CJEU precludes
national legislation which allows for
confiscation, in favour of the State, of
property allegedly belonging to a person
other than the perpetrator of the criminal
offence, without that person having the
right to appear as a party in the confisca-
tion proceedings.

» Facts of the case

Two Bulgarian citizens were sen-
tenced to a term of imprisonment and a
fine in Varna (Bulgaria) for possession
of highly dangerous narcotics with-
out authorisation and with the intent of
distribution. During a search of their
respective homes, conducted in the con-
text of pre-trial proceedings, a sum of
money had been discovered.

Following the criminal conviction,
the Okrazhna prokuratura — Varna (Re-
gional Public Prosecutor’s Office, Var-
na) applied to the Okrazhen sad Varna
(Regional Court, Varna) for confisca-
tion of this sum of money, in accord-
ance with the Bulgarian criminal code.
Before the court, the defendants stated
that these sums of money belonged to
family members. In accordance with
national law, the family members could
take part in the proceedings before the
court.

The Okrazhen sad Varna (Regional
Court, Varna) refused to authorise the
confiscation of the sums of money, tak-
ing the view that the criminal offence of
which the persons concerned had been
convicted (i.e. possessing narcotics for
the purposes of their distribution) did
not have the purpose of generating eco-
nomic benefit and that the persons con-
cerned had neither been charged with
nor convicted of said criminal offence.
The Public Prosecutor’s Office brought
an appeal against the judgment of the
Okrazhen sad Varna (Regional Court,
Varna) before the referring court, ar-
guing that the first instance court had

not applied Art. 53(2) of the Bulgarian
Criminal Code in the light of Directive
2014/42.

» Question referred

In these circumstances, the Apela-
tiven sad — Varna (Court of Appeal, Var-
na) decided to stay the proceedings and
ask the Court of Justice whether Direc-
tive 2014/42 only applies in cross-border
situations. It further referred questions
concerning the extent of the confiscation
provided for by this directive and the
scope of the right to an effective remedy
by a third party who claims, or in respect
of whom it is claimed, that he or she is
the owner of property that is subject to
confiscation.

» Findings of the Court

The judges in Luxembourg found that
the possession of narcotics for the pur-
pose of their distribution lies within the
scope of Directive 2014/42, even though
all the elements inherent in the commis-
sion of this offence are confined to a sin-
gle Member State. The Court also found
that Directive 2014/42 provides for the
confiscation of property belonging to
the perpetrator in respect of which the
national court hearing the case is satis-
fied that it derives from other criminal
conduct. The CJEU pointed out that it is
necessary that the proceeds whose con-
fiscation are being contemplated arise
from the criminal offence in respect of
which the perpetrator is ultimately con-
victed.

With regard to extended confiscation,
the CJEU establishes two steps to deter-
mine whether a criminal offence is liable
to give rise to economic benefit:

First, Member States may take into
account the modus operandi, for exam-
ple whether the offence was committed
in the context of organised crime or with
the intention of generating regular prof-
its from criminal offences;

Second, the national court must be
satisfied on the basis of the circumstanc-
es of the case, including the specific facts
and available evidence, that the property
was derived from criminal conduct.

The CJEU further found that confis-
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cation from a third party presupposes
establishing that a suspected or accused
person has transferred proceeds to a third
party or that a third party has acquired
such proceeds and that that third party
was aware of the fact that the purpose of
the transfer or acquisition was to avoid
confiscation. The Directive further re-
quires Member States to take the neces-
sary measures to ensure that the persons
affected by the measures, including third
parties who claim or in respect of whom
it is claimed that they are the owner of
the property whose confiscation is being
contemplated, have the right to an effec-
tive remedy and a fair trial in order to
uphold their rights.

In cases of extended confiscation,
the Directive 2014/42 includes the right
to be heard for third parties who claim
that they are the owner of the property
concerned, or who claim that they have
other property rights. Since the Bulgar-
ian law does not afford such a right, it is
contrary to EU law. (AP)

Cooperation

Customs Cooperation

Launch of New Customs Risk
Management System

On 1 January 2022, the EU started the
operation of the new Customs Risk
Management System (CRMS2). The
system facilitates real-time exchange
of information about security risks be-
tween customs administration of the
27 EU Member States. Risks may in-
clude health risks due to fake medical

products, intellectual property rights
infringements, environment and product
safety risks, etc.

Paolo Gentiloni, Commissioner for
Economy, said that “(t)he launch of this
new system will deliver immense ben-
efits for European customs authorities.
It will mean that when dangerous goods
are stopped at one point on the EU’s ex-
ternal border, this information will be

instantly shared among customs offices
throughout the Union.” He also stressed
that CRMS2 will save the EU’s financial
interests.

CRMS?2 will connect 6,500 customs
officers and risk experts, covering all
parts of the EU external border. The
CRMS is the key element in the EU’s
customs risk management framework
(CRMF). (TW)

Police Cooperation

Commission Proposes EU Police
Cooperation Code
On 8 December 2021, the Eu-
ropean Commission published
three legislative proposals in-
troducing a “EU Police Cooperation
Code.” The initiative is designed to en-
hance law enforcement cooperation

across Member States and to give EU
police officers more modern tools for
information exchange. The proposed
police cooperation package includes
the following proposals, which are de-
scribed in detail below:

Council Recommendation on opera-
tional police cooperation;

Directive on information exchange
between law enforcement authorities of
Member States;

Regulation on Automated Data Ex-
change for Police Cooperation (Priim II).

The proposed Council Recommenda-

tion on operational police cooperation

aims at addressing obstacles to opera-
tional cooperation when police officers
operate in other Member States, espe-
cially with regard to cross-border hot
pursuit, cross-border surveillance, and
joint patrols/operations. Furthermore,
it sets out measures to enhance cross-
border operational police cooperation in
order to counter migrant smuggling and
cross-border crime linked to irregular
migration as well as to counter traffick-
ing in human beings and to identify and
protect victims. Measures are proposed
to expand the current tasks of Member
States’ Police and Customs Coopera-

tion Centres and to set up a single co-
ordination platform for joint operations.
Member States are encouraged to ensure
effective access to information and com-
munication by officers from the compe-
tent national law enforcement authority
involved in cross-border operational po-
lice cooperation. Lastly, the recommen-
dation provides a number of measures to
enhance joint training and professional
development.

The proposal for a Directive on in-
formation exchange between law en-

forcement authorities of the Member

States seeks to establish rules for the

exchange of information for the pur-
pose of preventing, detecting, and in-
vestigating criminal offences. Under
the proposed Directive, information
exchange would be based on Single
Points of Contact established or desig-
nated by the Member States. Detailed
provisions would regulate the estab-
lishment, tasks, capabilities, and com-
position of these Single Points of Con-
tact as well as the receipt and refusal of
information through them. Additional
rules govern judicial authorisation, pro-
tection of personal data, provision of
information to Europol, and the use of
SIENA (Europol’s Secure Information
Exchange Network Application) The
proposed Directive would repeal Coun-
cil Framework Decision 2006/960/JHA
of 18 December 2006 on simplifying
the exchange of information and intel-
ligence between law enforcement au-
thorities of the Member States of the
EU — also known as the “Swedish ini-

tiative.”

The third instrument in the package,
the proposal for a Regulation on Auto-
mated Data Exchange for Police Co-

operation (Priim II), aims to improve,
streamline, and facilitate the exchange
of information with Europol and be-

tween Member States’ law enforce-
ment authorities for the purpose of the
prevention, detection, and investigation
of criminal and terrorist offences. The
scope of the draft Regulation applies

to national databases used for the auto-

eucrim 4/2021 | 225



https://ec.europa.eu/taxation_customs/news/customs-modern-risk-management-system-helps-customs-authorities-exchange-real-time-information-2021-12-01_en
https://ec.europa.eu/taxation_customs/news/customs-modern-risk-management-system-helps-customs-authorities-exchange-real-time-information-2021-12-01_en
https://ec.europa.eu/taxation_customs/measures-customs-risk-management-framework_en
https://ec.europa.eu/home-affairs/news/boosting-police-cooperation-across-borders-enhanced-security-2021-12-08_en
https://ec.europa.eu/home-affairs/news/boosting-police-cooperation-across-borders-enhanced-security-2021-12-08_en
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=COM%3A2021%3A780%3AFIN&qid=1639134592574
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=COM%3A2021%3A780%3AFIN&qid=1639134592574
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=COM%3A2021%3A782%3AFIN&qid=1639141440697
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=COM%3A2021%3A782%3AFIN&qid=1639141440697
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=COM%3A2021%3A782%3AFIN&qid=1639141440697
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=COM%3A2021%3A782%3AFIN&qid=1639141440697
https://eur-lex.europa.eu/legal-content/en/TXT/?uri=CELEX:32006F0960
https://eur-lex.europa.eu/legal-content/en/TXT/?uri=CELEX:32006F0960
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=COM%3A2021%3A784%3AFIN&qid=1639141496518
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=COM%3A2021%3A784%3AFIN&qid=1639141496518
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=COM%3A2021%3A784%3AFIN&qid=1639141496518

mated transfer of DNA profiles, dacty-
loscopic data, facial images, police re-
cords, and certain vehicle registration
data. The proposal sets out rules for the
use of these data by looking at various
issues, e.g. principles of exchange, au-
tomated searching, reference numbers,
rules for requests and answers, keeping
of logs, etc. It also sets out common
provisions, such as the designation of
National Contact Points. Furthermore,
the proposed Regulation provides a
technical architecture for the exchange
of data by introducing the use of a
router to facilitate the establishment of
connections with Europol and between
Member States to query, retrieve, and
score biometric data. Several provi-
sions detail the use of the router, the
launching of queries, the keeping of
logs, quality checks, notification pro-
cedures, etc. An important issue in this
context concerns rules on interoper-
ability for the purpose of law enforce-
ment access between the router and the
Common Identity Repository (CIR) —a
shared container for identity data, trav-
el document data, and biometric data of
persons registered in the EU’s informa-
tion systems, i.e. the EES, VIS, ETIAS,
Eurodac, and ECRIS-TCN. The draft
Regulation also establishes the steps for
the exchange of data following a match.
Ultimately, it regulates access by Mem-
ber States to third country-sourced bio-
metric data stored by Europol as well
as access by Europol to data stored in
Member States’ databases.

Other chapters of the draft Regula-
tion provide provisions on data protec-
tion and on the responsibilities of the
Member States, Europol, and eu-LISA
during the design, development, and
start of router operation. The proposed
Regulation would amend the current
legal framework on the “Priim coopera-
tion,” i.e. Council Decisions 2008/615/
JHA and 2008/616/JHA, the legal
framework on eu-LISA, and interoper-

ability as set out in Regulations (EU)
2018/1726, 2019/817, and 2019/818.
(CR) [ |
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European Arrest Warrant

CJEU: Amnesty Does Not Preclude
Issuance of EAW

A European arrest warrant (EAW) may
be issued even if the underlying crimi-
nal proceedings have been resumed af-
ter an amnesty. On 16 December 2021,
the CJEU took this decision in Case
C-203/20 and followed the opinion of
Advocate General Kokott of 17 June
2021 (—eucrim 2/2021, 104). The
judgment replies to a request for a pre-

liminary ruling from a Slovak court. In
1998, the head of the Slovakian govern-
ment had issued an amnesty in relation
to crimes committed by some Slovakian
security officers, including the kidnap-
ping of the son of the then Slovak Presi-
dent in 1995. As a result, the prosecution
was discontinued, which had the effect
of an acquittal under Slovak law. After
the amnesty was revoked in 2017, all
criminal proceedings were resumed.

The competent Slovak criminal
court now intended to issue an EAW
and therefore asked the CJEU in es-
sence whether the ne bis in idem prin-
ciple may preclude the issuance of such
arrest warrant.

The CJEU took the view that the ne
bis in idem principle had not been vio-
lated in the present case, since the pro-
ceedings had been discontinued with-
out the Slovak courts having been able
to rule on the criminal liability of the
persons being prosecuted. The ne bis in
idem principle can only be invoked if
the criminal liability of the person con-
cerned has been examined and a deter-
mination in that regard has been made.
This was not the case with the amnesty
in question. (TW)

CJEU: Surrender Provisions in TCA

also Binding on Ireland

Do the provisions on the EAW and the
surrender regime included in the With-
drawal Agreement (WA) and the Trade
and Cooperation Agreement (TCA)
between the UK and the EU fall under
Protocol No. 21 and are thus not bind-

ing on Ireland, because the country had
not opted in? Or had the EU a one-off
competence to regulate all subject mat-
ters contained in the Agreements?

These questions were subject of the
CJEU’s ruling of 16 November 2021 in
Case C-479/21 PPU (SN and SD v Gov-
ernor of Cloverhill Prison). The case
concerned the legal basis for the sur-
render of persons from Ireland to the

UK. According to the referring Supreme
Court of Ireland, the arrests may have
been unlawful because the provisions on
surrender in the WA and TCA fall within
the Area of Freedom, Security and Jus-
tice (AFSJ) and which are therefore, in
principle, not binding on Ireland under
Protocol (No 21). According to this Pro-
tocol, Ireland is not bound by measures
within the AFSJ unless it has expressed
its wish to apply one of them (opt-in),
but Ireland has not done so either when
the UK withdrew from the European
Union or when the TCA was concluded.

The judges in Luxembourg, sitting in
for the Grand Chamber, had to examine
the question whether Art. 50(2) TEU
(which provides for the European Un-
ion’s external competence to conclude a
withdrawal agreement) as the legal bas-
es for the WA and Art. 217 TFEU (which
lays down the competence to establish
an association agreement) as the legal
basis for the TCA were themselves ap-
propriate as a basis for the inclusion of
those measures in those agreements. Or
whether a separate legal basis relating
to the AFSJ would have been required,
which would trigger the Irish opt-in pos-
sibility under Protocol (No 21).

The CJEU found that both the provi-
sions of the WA which provide for the
continuation of the EAW regime in re-
spect of the UK during the transition
period and the provisions of the TCA
which provide for the application of the
surrender regime established by that
agreement to EAWs issued before the
end of the transition period in respect of
persons not yet arrested before the end
of that period (—eucrim 4/2020, 265—
271) are binding on Ireland.
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As regards Art. 50(2) TEU, the CJEU
argued that the EU had the sole compe-
tence to conclude an agreement setting
out all arrangements for the withdrawal of
a Member State; otherwise, there would
have been the risk of treating areas in the
Treaties inconsistently which would have
prejudiced the withdrawal taking place in
an orderly manner. Therefore, Protocol
(No 21) could not apply.

Similarly, the CJEU argued in rela-
tion to Art. 217 TFEU that the TCA aims
to have in place a broad relationship be-
tween the EU and the UK. The CJEU
refers to its case law on acts pursuing
several objectives and concludes that
since the surrender mechanism intro-
duced by the TCA pursues that objective
alone, it is not necessary to add another
legal basis. Hence, Protocol (No 21) is
not applicable in relation to the TCA as
well. (TW)

CJEU Clarifies Right to be Heard

in EAW Cases

In the Joined Cases C-428/21 PPU and
C-429/21 PPU (HM and TZ), referred
by the Rechtbank Amsterdam, the CJEU
had to deal with the question in which
Member State and according to which
procedures a person already surrendered

must be heard if the issuing authori-
ties requests the executing authority‘s
consent as an exception to the specialty
rule. In the two cases before the Rech-
tbank Amsterdam, the issuing authori-
ties requested consent for the additional
prosecution of offences committed prior
to the surrender of the defendants, in ac-
cordance with Art. 27(3)(g) and (4) and
Art. 28(3) of the Framework Decision
on the European Arrest Warrant (FD
EAW). The questions are not explicitly
answered in the FD EAW.

According to the CJEU’s judgment
of 26 October 2021, a balance should
be struck between, on the one hand, the
effectiveness of the EAW mechanism,
which is primarily based on the princi-

ples of mutual recognition and mutual
trust, and, on the other hand, respect for
the surrendered person’s fundamental

rights. The CJEU concluded the fol-
lowing:

Since the right to be heard is one of
the essential defence rights and is here
closely connected with a judicial deci-
sion leading to the deprivation of liberty,
the person concerned must have the op-
portunity to exercise his/her right to be
heard in relation to a request for addi-
tional consent;

The right to be heard must be exer-
cised in respect of the executing judicial
authority competent to deal with the re-
quest for additional consent (as provided
for the above-mentioned provisions in
Art. 27 and 28 FD EAW));

The hearing can take place in the is-
suing state, but it must be guaranteed
that the person had the opportunity to
make known his/her views effectively
and before the adoption of the decision
by the requested authority;

The executing judicial authority must
ensure that it has sufficient information,
in particular on the position of the per-
son concerned, to take its decision on
the request for consent issued pursuant
to Art. 27(4) or Art. 28(3) FD EAW in
full knowledge of the facts and with full
respect for the rights of defence. If nec-
essary, it must ask the issuing judicial
authority to provide additional informa-
tion without delay (applying Art. 15 FD
EAW in analogy). (TW)

AG: Unlawful Appointment of Polish
Judges Does Not Justify Non-Execution
of EAWs per se

The CJEU was again asked to clarify its
case law as to when EAWs from Poland
can be refused due to the controversial
justice reforms in the country and recent
national court practice.
» Background of the case

Following its reference for a prelimi-
nary ruling in Joined Cases C-354/20
PPU and C-412/20 PPU (—eucrim
4/2020, 290-291), the Rechtbank Am-
sterdam sought further clarification on

which consequences should be drawn
for the execution of European Arrest
Warrants issued in the country, fol-

lowing the problematic appointment
of Polish judges in the wake of judi-
cial reforms in Poland. In Joined Cases
C-562/21 PPU and C-563/21 PPU, the
Rechtbank Amsterdam essentially asked
which criteria must be applied to be able
to conclude whether or not the refusal of

the execution of EAWs from Poland are
justified or not. The following critical
points were among the considerations:

The controversial appointment of
judges, which has not been in line with
Union law (cf. the CJEU’s recent case
law on Poland —eucrim 3/2021, 135—
137 and 2/2021, 71-72 with further ref-
erences);

The lack of remedies to challenge the
appointment of judges, which infringes
the
(right to a tribunal previously estab-
lished by law) and consequently.

» Opinion of AG Rantos

In his opinion of 16 December 2021,
Advocate General (AG) Athanasios
Rantos reiterated the principles of the

individual’s fundamental rights

CJEU’s case law on possible refusals
due to the lack of judicial independence
in the issuing country (cf. judgment in
Case C-216/18 PPU (LM) —eucrim
2/2018, 104—105). In particular, a refusal
is only possible in “exceptional circum-
stances” and the judicial authority ex-
ecuting EAWs must strictly stick to the
two-step test established by the CJEU in
LM. According to the AG, in the present
case, this means that an irregularity in
the appointment of judges cannot jus-
tify per se a real risk for the person con-
cerned, namely that his/her case will not
be treated in an impartial manner. The
executing authority must ascertain that a
real risk of violation of the fundamental
right of the requested person to an inde-
pendent tribunal exists and give reasons
why it is believed that such a situation is
likely to adversely affect the requested
person’s own case. The following points
must be considered:

The relevant conditions relating to
his/her personal situation;

The nature of the offences in ques-
tion;
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The factual context underlying the
EAW.

Therefore, the circumstances leading
to a real risk (that the person will not
be tried by a tribunal previously estab-
lished by law after surrender and that
an effective remedy to challenge the
composition of the court is lacking) do
not exempt the Rechtbank Amsterdam
from assessing the concrete risk of vio-
lation of the right to a fair trial for that
person. In particular, it is incumbent on
the Rechtbank Amsterdam to ascertain
whether the person sought, once surren-
dered, runs the risk of his or her right to
a fair trial being affected by the execu-
tive interfering in the competent courts.

Lastly, the AG examined the conse-
quences of the recent decision by the
Polish Constitutional Tribunal of 7 Oc-
tober 2021, which called into question
the primacy of Union law (—eucrim
3/2021, 137). The premise must be to
avoid impunity and not undermine the
principle of mutual recognition. The
fact, however, that there is currently no
realistic opportunity for the defendant to
challenge the controversial appointment
of Polish judges, together with said rea-
sons posing a real risk not to be tried
fairly, may allow the Rechtbank Amster-
dam reach the conclusion to suspend the
execution of the EAWs.

» Put in focus

On the one hand, the AG stresses that
there is no alternative solution other than
to strictly follow the CJEU’s two-step
approach if the executing authority is
concerned about violations of the funda-
mental right to a fair trial in the country
that issued an EAW. It will remain dif-
ficult for national courts and the defend-
ant to provide evidence of a concrete
endangerment of this fundamental rights
infringement in trials if the appointment
of judges or the composition of courts
is blamed. On the other hand, there is a
silver lining, since the AG does not fully
exclude the possibility of suspending the
execution of Polish EAWs if, under the
current case law of the Polish Constitu-
tional Tribunal, there is no genuine pos-
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sibility to challenge court compositions
that have been established contrary to
Union law. (TW)

European Investigation Order

CJEU: Bulgaria (Currently) Precluded
from Issuing EIOs Due to Lack of Legal
Remedies

On 11 November 2021, the CJEU ruled
on the consequences of the peculiar Bul-
garian legislation which has not provid-
ed for a legal remedy against (coercive)
investigative measures and the issu-
ance of a European Investigation Order
(EIO) during the first stages of criminal
proceedings. According to the judges
in Luxembourg, the current situation
infringes the fundamental rights of the
Charter and means that Bulgaria cannot
issue EIOs as long as this situation is not
remedied.
» Background of the case

The case at issue (C-852/19, Ivan
Gavanozov II) is a follow-up of a first
ruling by the CJEU which answered the
question how the Bulgarian authorities
should fill in the EIO form if legal rem-
edies are not foreseen in the Bulgarian
legal order (—eucrim 1/2019, 36-37).
The referring court, the Spetsializiran
nakazatelen sad (Specialised Criminal
Court, Bulgaria), was not satisfied with

this answer and submitted a new refer-
ence for preliminary ruling asking for
the substantial consequences of the cur-
rent legal situation in Bulgaria.

The case in the main proceedings
concerns criminal investigations against
Ivan Gavanozov for large-scale VAT
fraud. The Bulgarian authorities wished
to request searches and seizures and a
witness hearing from Czechia on the
basis of an EIO, although Bulgarian law
lacks any legal remedy both against the
issuance of the EIO and the lawfulness
of searches and seizures/witness hear-
ings. The referring court opposed to this
idea and asked the CJEU:

Whether Union law precludes legisla-
tion of a Member State which has issued

an EIO that does not provide for any le-
gal remedy against the issuing of an EIO
the purpose of which is the carrying out
of searches and seizures as well as the
hearing of a witness by videoconference;

Whether Union law precludes the is-
suing, by the competent authority of a
Member State, of an EIO, the purpose
of which is the carrying out of searches
and seizures as well as the hearing of a
witness by videoconference, where the
legislation of that Member State does
not provide any legal remedy against the
issuing of such an EIO.
» Ruling of the CJEU

The judges in Luxembourg followed
the Opinion of Advocate General Bobek
in this case (—eucrim 2/2021, 104—105).
They shared his opinion that Art. 14(1)
and Art. 1(4) of Directive 2014/41 re-
garding the EIO read in light with
Art. 47 of the Charter does not leave dis-
cretion to an EU Member State whether
it provides for legal remedies against
the issuance of an EIO and investigative

measures during the investigative phase.
They justified this conclusion by the
concept of mutual recognition and mu-
tual trust: since, as a rule, the executing
authority is required to recognise an EIO
transmitted in accordance with Directive
2014/41, without any further formality
being required, and ensure its execution
in the same way and under the same mo-
dalities as if the investigative measure
concerned had been ordered by an au-
thority of the executing Member State,
that authority must be sure that the issu-
ing State complies with the EU’s funda-
mental rights. This includes the persons’
right to contest the need and/or lawful-
ness of an EIO and to obtain appropriate
redress if an investigative measure has
been unlawfully ordered or carried out.

Since the lack of legal remedies
against the investigative measures in
question and the issuance of an EIO
in the current Bulgarian legislation in-
fringes Art. 47(1) of the Charter and also
rebuts the presumption of mutual trust,
Bulgaria is not able to issue EIOs any-
more.
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» Put in focus

The CJEU’s judgment strengthens
the position of the individuals’ fun-
damental rights in the EU scheme of
mutual legal assistance. It can also
implicitly inferred that the executing
authorities are obliged to refuse the ex-
ecution of EIOs if fundamental rights
are not upheld in the issuing EU Mem-
ber State in accordance with Art. 11(1)
(f) of the EIO Directive. Nonetheless,
the judgment concerns the specific Bul-
garian situation where no legal rem-
edies are foreseen in the investigative
phase and it relates only to measures
that encroach into fundamental rights.
The latter, however, should be the case
for most EIO requests. As the CJEU
clarified, an infringement into the EU’s
fundamental rights also occurs if video-
conferences are sought with witnesses.
Not entirely solved is the question what
persons who are affected by an EIO can
do if there is no court in the issuing
State, which examines the issuance of
an EIO and takes an opposing position
(to the law enforcement authorities), or
if the issuing authorities ignore any jus-
tified objections against fundamental
rights infringements in their country.
For an analysis of the ruling in Gava-
nozov 11, see also the op-ed by Vinia
Costa Ramos at EU Law Live. (TW)

Law Enforcement Cooperation

Organisations Tell E-Evidence Stories
and Urge to Uphold High Level of
Fundamental Rights Safeguards

Following their open letter of May 2021
(—eucrim 2/2021,105-106), several civ-
il society organisations maintained their

criticism of the planned Regulation on
European Production and Preservation
Orders in criminal matters (“e-evidence
Regulation” —eucrim 1/2018, 35-36).
They published a compendium of sce-

narios that showcase situations in which

the e-evidence Regulation would lead
to serious fundamental rights concerns.
The scenarios include:

The media freedom and journalistic
sources;

The medical
health data;

The freedom to protest in Member
States with systemic rule-of-law issues;

The right to a fair trial.

confidentiality and

The chapters highlight the fundamen-
tal rights at stake, describe hypotheti-
cal problematic situations involving the
cross-border access to personal data and
explain the necessary safeguards advo-
cated for to mitigate fundamental rights
harms.

In the light of the scenarios, the or-
ganisations make several recommen-
dations to the EU policymakers. The
compendium is designed to contribute
to the ongoing trilogue negotiations on
the EU’s possible e-evidence legisla-
tion (—eucrim 1/2021, 38 and eucrim
3/2021, 164). (TW)

Third Edition of Digital Evidence
Situation Report

On 24 November 2021, Europol, Euro-
just, and the European Judicial Network
(EJN) published the third annual edition
of the SIRIUS European Union Digi-
tal Evidence Situation Report. In three
chapters, the report provides reflections

of the EU’s law enforcement and judi-
cial authorities as well as online service
providers (OSPs) on the use of electron-
ic evidence in the year 2020.

According to the report, the year
2020 was marked by the COVID-19
pandemic, leading to an acceleration in
the digitalization of everyday life and in
turn to criminals quickly adapting their
activities to the situation. This created
further challenges for the gathering and
provision of electronic evidence.

From the perspective of EU law en-
forcement, the main challenges iden-
tified by the report continue to be the
long delays in mutual legal assistance
(MLA) and the lack of standardisation in
OSP policies. However, 2020 was also
marked by a positive development: For
the first time, the SIRIUS platform — a
secure web platform for law enforce-

ment professionals that allows them to
share knowledge, best practices, and ex-
pertise in the field of Internet-facilitated
crime investigations — became the high-
est ranked source of information for law
enforcement agencies seeking assistance
when preparing direct requests.

Looking at the challenges that judicial
authorities are facing, the length of MLA
procedures when engaging with non-EU
OSPs appeared to be a major concern.
Other key issues identified include the
lengths of data retention periods and
the absence of data retention policies.
Ultimately, the main challenge faced by
OSPs in 2020 largely concerned the in-
creased volume of data requests submit-
ted by EU authorities.

Hence, to improve effective access to
cross-border electronic evidence, the re-
port sets out several recommendations:

Under voluntary cooperation, EU law
enforcement authorities are asked to use
standardised templates for data pres-
ervation and disclosure requests and,
if not already in place, to create single
points of contact for electronic evidence
requests to OSPs;

EU judicial authorities are encour-
aged to stimulate national capacity-
building initiatives as regards the in-
struments and procedures available to
request and obtain electronic data from
other jurisdictions and to enhance the
interconnection, know-how, and ex-
change of expertise among EU judicial
practitioners in the field of electronic
evidence;

OSPs are asked to join the SIRIUS
Programme for OSPs if they have not yet
done so; to disseminate updates about
policies and changes in procedures to
EU authorities, also through SIRIUS;
and to take into account the perspectives
of law enforcement and judicial authori-
ties when updating their policies. (CR)

JHA Agencies Annual Meeting

On 22 November 2021, the nine Euro-
pean Justice and Home Affairs Agencies
(CEPOL, EASO, EIGE, EMCDDA,
eu-LISA, Eurojust, Europol, FRA, and
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