Unpacking the CLOUD Act

Jennifer Daskal

ABSTRACT

This article seeks to demystify the recently enacted Clarifying
Lawful Overseas Use of Data (CLOUD) Act, enacted in March 2018
by the U.S. government in an effort to address challenges faced by
law enforcement in accessing data located across borders. It ex-
plains the two parts of the act, dealing with: (i) U.S. access to data
located outside the United States; and (ii) foreign government
access to data held by U.S. companies within the United States. As
the article highlights, the CLOUD Act offers a model for both re-
sponding to law enforcement needs and setting — and raising —
baseline privacy protections. In that regard, it is a step in the right
direction, although there is much more work to be done.
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|. Introduction

In March 2018, the United States enacted the Clarifying Lawful Overseas Use of Data (CLOUD) Act, mooting a
pending Supreme Court case, detailing the reach of U.S. law enforcement authority over extraterritorially

located data, and setting out a mechanism for foreign governments to gain expedited access to U.S.-held

data in specified circumstances.

The Act has generated controversy both within and outside the United States. Critics described it as having

been “rushed” through Congress at the expense of privacy and civil liberties.Z Others decried the “expansion

n3

of US enforcement power.”” But, as this article explains, the rhetoric does not match the reality.

That said, there remain key, unresolved issues that need to be worked out, both by U.S. courts and in
coordination with foreign partners in Europe and elsewhere; how these issues are resolved will go a long way
towards determining the effectiveness of the Act as well as its effect on both privacy and security.

It is true that the legislation was tacked onto an omnibus spending bill at the 11th hour. But it was not the
surprise that some have suggested. On the contrary, key elements had been the subject of hearings in both
the House and Senate judiciary committees and in multiple other open, informal congressional brieﬁngs.4
What ultimately became Part Il of the Act was something that had been actively pursued by the Obama ad-
ministration and ultimately also supported by the Trump administration. Tech companies, law enforcement
officials, academic experts, and members of civil society were involved in a multi-year discussion of the
issues; many representatives actively lobbied members of Congress both for and against key provisions.5 An
earlier version of the CLOUD Act had been previously proposed as a stand-alone bill.®

Moreover, whereas much of civil society argued - both before and after - the Act’s passage that the baseline
protections included in the second part of the Act do not sufficiently protect privacy and civil liberties, those
baseline requirements are a floor—not a ceiling. Specifically, the Act authorizes the executive branch of the
United States to enter into agreements with foreign governments, pursuant to which foreign governments
can gain expedited access to U.S.-held data. In so doing, it sets out the minimal requirements that each and
every agreement must meet. The envisioned agreements also impose a number of use-based limitations,
mandating, for example, the secure storage of any disclosed data, deletion or segregation of non-relevant
information, and limits on when the data can be shared. They also require that foreign partners agree to
periodic reviews to ensure that the requirements are met.

In many areas, even these minimal requirements are more robust than what would be required if govern-
ments were able to compel the production of sought-after communications content pursuant to their exist-
ing domestic rules; this provides an incentive for governments to raise standards to meet the minimal
requirements — an incentive that will ultimately enhance privacy protections above and beyond the status
quo.

In addition, the first part of the Act, which clarifies the reach of US law enforcement over extraterritorially

held data, is neither the kind of sea change nor the enforcement grab that some have suggested.7 Prior to
December 2013, when Microsoft first challenged a U.S.-issued warrant based on the fact that the sought-
after data was located outside the territorial borders of the United States, providers regularly responded to
U.S.-issued disclosure orders without regard to the location of the data being sought. A company like Google
operates what has been called by a “data shard” model,8 referring to the fact which the data of even a single
account is sometimes broken up and moved from place to place, in many cases across international

borders, for reasons of performance and efficiency. - As of 2017, Google did not have a mechanism in place

¢ https://doi.org/10.30709/eucrim-2018-022 2/9



Daskal - eucrim 4/2018

to ascertain where all of its data was located at any given point in time.? It only developed the tools to ascer-
tain data location when, as a result of court rulings, it was required to do so.

As with all legislation, the CLOUD Act was the product of negotiated compromise; it is, as a result, inherently
imperfect. Among other flaws, it does not contemplate the possibility of multilateral agreements, thereby
leaving unresolved key questions about the possibility and contours of a potential US-EU agreement;10 ad-
opts a new conflict-of-law provision yet only applies it in very limited circumstances; fails to tackle the
critically important issue of user notice; and neglects to provide explicit protection for companies that seek
to provide transparency over foreign government requests for data, But it also reflects a much-needed
attempt to respond to the changing needs of law enforcement, establish new mechanisms to address these
needs, and lay out minimal substantive and procedural standards to govern law enforcement in the process.
In so doing, it responds to three emerging realities:

* The increased digitalization of information;
* The power of third-party private companies that manage and control so much of that data;

* The increased internationalization of investigations, with either the data of interest or the provider that
controls that data located across an international border.

As just one measure of these developments, a recent European Commission report found that law enforce-
ment sought data held by extraterritorially-located service providers in over 55% of EU law enforcement in-
vestigations.11 In many cases, that jurisdiction is the United States - a reality that the CLOUD Act tries, in
part, to deal with. The first section of this article seeks to move past the rhetoric and demystify the CLOUD
Act by explaining and analysing its two key parts. The second section highlights some of the key issues left
to be resolved.

Il. Unpacking the CLOUD Act

The CLOUD Act contains two key parts. Part | clarifies the reach of US law enforcement to access data held
extraterritorially by US-based providers. Part |l authorizes the executive to enter into agreements with foreign
governments, pursuant to which foreign governments can bypass the otherwise applicable mutual legal as-
sistance requirements in specified circumstances and according to baseline substantive and procedural
requirements. The next two subsections provide details on each of these two parts.

1. The reach of US law enforcement

Just one month before the CLOUD Act’'s enactment, the Supreme Court heard oral arguments in what is often
referred to as the Microsoft Ireland case. The case dates back to December 2013, when Microsoft was
served with a warrant for emails, pursuant to the Stored Communications Act (SCA), as part of a drug-related
criminal investigation. The sought-after emails were stored in Dublin, Ireland, and Microsoft refused to
comply with the warrant as a result. According to Microsoft, warrants issued pursuant to the SCA are territ-
orially limited and thus only could compel the production of data that was stored within the territorial
jurisdiction of the United States.

The U.S. government acknowledged that the warrants authorized by the SCA do not have extraterritorial
effect. But it emphasized that Microsoft was a U.S.-based company that could access and control the data
from within the United States. According to the U.S. government, the fact that the particular Os and 1s were
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located outside the United States did not matter. What mattered was the location of access and disclosure -
all within the territory of the United States.

In sum, both parties agreed that warrants issued under the SCA are territorially limited. But they strongly
disagreed as to whether or a warrant issued on a U.S-located company for data located outside the United
States was a territorial or extraterritorial exercise of the warrant authority. To resolve this dispute, the justices
needed to identify the intent behind, and thus focus of, the SCA - a 30-plus-year-old statute that did not

directly address the question posed. At the oral argument, several justices suggested that this was an issue
12

better dealt with by Congress than the courts.
And in fact, Congress stepped in just one month later, passed the CLOUD Act and answered the key
unresolved question, and thereby mooted the Supreme Court case.

Consistent with the government’s position in the case, the CLOUD Act specifies that providers are, in
response to lawful process, required to disclose responsive communications content within their

possession, custody, or control, regardless of the location of that data.’ But Congress also recognized the
risk of conflicts with foreign law, particularly in situations in which the request seeks extraterritorially held
data of a foreign national. It thus created a new statutory basis for providers to move to quash based on a
conflict with foreign law, albeit only in those limited circumstances in which the conflict is with a “qualifying
foreign government” and the United States seeks the data of a non-U.S. person located outside the United

States.'* To become a qualifying foreign government, the government must have entered into an executive

agreement with the United States as authorized pursuant to Part Il of the Act. To date, there are zero such

qualifying governments although that is likely to change over time as will be described below.'®

Congress further noted the possibility that separate comity claims could be considered under “common law”

standards in those circumstance in which statutory provision does not apply.1 © This would arise if, for ex-
ample, a provider alleged that a compelled disclosure order conflicted with foreign law prohibiting such
disclosure. Courts would then be in a position of weighing the relevant equities in deciding whether to
continue to compel disclosure of the sought-after data. Notably, these kinds of claims could be made before
and after the CLOUD Act’s enactment; the CLOUD Act merely notes a continuation of the status quo. That
said, Congress’s explicit recognition of the need for courts to address legal conflicts gives credibility to such
claims if and when they do arise.

As far as is known, no such claims of conflict in response to the issuance of U.S. warrants have yet been
raised.!” Even in the Microsoft Ireland case, neither Microsoft nor Ireland asserted a direct conflict of law. In
its amicus brief to the Supreme Court, Ireland emphasized that it was willing and ready to respond to a
mutual legal assistance request for the sought-after data. But it never actually asserted that Microsoft would
violate Irish law if it were compelled to disclose the data.'® That said, such conflicts are likely to emerge over

time, given, in particular, transfer restrictions included in the EU’'s General Data Protection Regulation and as

discussed below.'?

2. Foreign law enforcement to U.S.-held data

Part Il of the CLOUD Act responds to the converse problem foreign governments face with respect to their
ability to access communications content held by U.S. service providers. The same statute at issue in Mi-
crosoft Ireland, namely the SCA, blocks US-based providers from disclosing communications content to for-
eign law enforcement. Instead, foreign law enforcement authorities are required to make a government-to-
government mutual legal assistance request for such data, even if they are seeking the data of one of their
own citizens or residents in connection with a local crime. This is a time-consuming process involving a
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Department of Justice review of the request, a U.S. attorney’s office going to court to obtain a warrant on
behalf of the foreign government, and a subsequent review by the Department of Justice before the data is

ultimately disclosed.2® A 2013 report found that it took an average of ten months for the U.S. government to
respond, even in those situations in which it agreed to turn over the data.?’

Foreign governments are increasingly frustrated by this reality, given, in particular, the fact that US-based
companies control such a significant quantity of the world’s data and given the ways in which these require-
ments thwart the efforts to swiftly and efficiently investigate crime. Paddy McGuiness, the UK’s former
Deputy National Security Advisor, twice testified before the U.S. Congress about the ways in which the

provisions blocking direct disclosures to foreign law enforcement were hampering the U.K.'s ability to
22

investigate and prevent crime.
To address these concerns, Congress authorized the executive branch to enter into agreements with foreign
governments, pursuant to which the partner government could directly request communications content
from U.S.-based providers, subject to specified requirements, without having to employ the mutual legal
assistance process. In order to be eligible, the foreign government must first be certified by the Attorney
General, in conjunction with the Secretary of State, as “afford[ing] robust substantive and procedural
protections for privacy and civil liberties."23 Each individual request must also meet specified requirements,
including those that the requests be particularized, in compliance with the foreign government’s domestic
law, based on “articulable and credible facts” and subject to review or oversight by a court, judge, or

magistrate or other independent authority of the requesting foreign governmen'[.24 Requests must be limited
»25

to “serious crimes.
Congress also anticipated the possibility that, pursuant to such agreements, foreign governments could seek
live intercepts - and not just stored communications. For live intercepts, the legislation includes the
additional requirements that the orders be time-limited, lasting no longer than is needed to accomplish the
approved objectives, and subject to a finding that the same information “could not reasonably be obtained by

another less intrusive method."26

The agreements also include a number of requirements as to use of collected data. The data must be stored
on a “secure system” accessible only to those “trained in applicable procedures.”27 The foreign government

is required to segregate, seal, or delete non-relevant information.28 In addition, the foreign government must
agree to periodic reviews by the United States government to ensure that the provisions of the executive

agreement are being followed.2® Whereas some such use-based limitations and accountability provisions
were already included in the EU-US Umbrella Agreement, which covers law enforcement sharing across the
Atlantic, these provisions include additional specifics that will help to protect the security and privacy of

shared data.? Furthermore, for countries outside the EU that are not subject to the Umbrella Agreement,
they represent a significant increase in protection compared to the status quo under the current mutual legal
assistance process, where the U.S. government has minimal say as to how data is handled once it is
provided to a foreign government.

Notably, the agreements also only permit foreign government direct access to the data of non-U.S. persons
located outside the United States. Thus, even with an executive agreement in place, partner governments
cannot directly compel the production of a U.S. person’s (defined to include U.S. citizens and legal
permanent residents)31 communications content or the communications content of non-U.S. citizens phys-
ically located in the United States; these requests still need to go through the mutual legal assistance sys-

tem.32 In other words, partner foreign governments can directly access foreigners’ data and hence set the
rules, albeit with a number of baseline requirements in place, concerning access to that data. But if they want

¢ https://doi.org/10.30709/eucrim-2018-022 5/9



Daskal - eucrim 4/2018

access to U.S. citizen and resident data, they still need to get U.S. court approval based on the U.S. standard
of probable cause.

Finally, the foreign government must provide “reciprocal rights of data access.” This means that the foreign
government must permit its own locally based providers to respond directly to U.S. requests for data if and

when the United States is seeking the data of a non-national of the partner government, has issued valid

legal process to the provider, and has jurisdiction to compel such production.33

lll. Open Questions

The CLOUD Act is still new, leaving key questions as to implementation and interpretation to be worked out.
Despite the warnings that Part | would lead to widespread conflicts of law, no such claims have yet been
raised, although some may emerge in the near future. Of particular relevance, the EU’s newly implemented
General Data Protection Regulation includes key limitations on when EU-held data can be transferred out of
the EU.3* Some have argued that, in the absence of a new international agreement explicitly providing for
transfers in these situations, no currently applicable exception would permit transfers of EU residents’ data
to the United States outside of the mutual legal assistance process, even in response to a validly U.S.-issued
warrant.3° The European Commission’s amicus brief to the Supreme Court was non-committal on this

poin'[.36 In the absence of an explicit EU-US agreement providing the basis for such transfers, conflicts may
37

very well occur, with litigation to ensue.
Meanwhile, no executive agreements have yet been entered into (and hence there are no “qualifying coun-
tries” for purposes of Part | of the CLOUD Act), although there are expectations that a U.S.-UK agreement will
be forthcoming. Either a U.S.-EU framework agreement or agreements with specific EU countries may be
next. These initial agreements are likely to become a model for those that follow.

Importantly, and as noted in the Introduction of this article, the statutorily specified requirements for
executive agreements merely set a floor not a ceiling. Additional protections can, and in some cases should,

be added to any agreements that are ultimately adopted. Among the key additional provisions to be included:
38

* An agreed-upon mechanism for providers to initiate a U.S.-government review mechanism if and when
they have concerns about a foreign government request;

* Protections for providers that produce transparency reports with details about foreign government
requests for data;

« Clear rules on whether, when, and in what circumstances notification to the target of the collection is
required and when and for what reasons it can be delayed.

Use-based requirements also provide an opportunity to incorporate protections in new and innovative ways.
The required limitations on access, dissemination, and retention should be robustly implemented and
followed. Periodic reviews should be regular and meaningful to ensure effective prevention and rapid
correction of any errors or abuse.

A range of other details still needs to be worked out, including the scope of free speech protections and the
set of “serious crimes” to be covered by the agreements.

Each and every agreement also will need to address issues of scope. The CLOUD Act, for example, author-
izes agreements that cover both stored communications and live intercepts. But there is no requirement that
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agreements do, in fact, encompass both. In fact, there is no basis in U.S. law to issue a wiretap order with

extraterritorial reach.3? It is thus possible to design agreements that allow for direct production of stored
communications but do not include wiretaps.

In order to facilitate both compliance and oversight, partner countries might consider channelling all
applicable cross-border requests through specified points of contact to ensure that specified protections are
met. This is also something that the United States might require in certain circumstances. It also would help
facilitate the periodic reviews and accountability that the agreements require. Each of these determinations
can and should be worked out as part of an ongoing dialogue with the United States and key stakeholders
from both industry and civil society. The considerations outlined here are just some of many.

V. Conclusion

The CLOUD Act represents the opening salvo in a much-needed dialogue about the substantive and proced-
ural rules governing law enforcement access to digital evidence and the shifting relationship between
territorial boundaries and evidentiary needs. It is just one of many initiatives being pursued because of
shifting trends in the ways key evidence is managed and stored. The European Union’s draft e-Evidence
proposals, unveiled in April 201 8,40 represent Europe’s contribution to this discussion and bear remarkable
similarities to the CLOUD Act. Akin to Part Il of the CLOUD Act, the draft E-Evidence Regulation provides a
mechanism for law enforcement in an investigating country to bypass the mutual legal assistance process
and issue a disclosure order directly to a private company that holds evidence of interest, even if that private

company is located outside the investigating country’s territorial jurisdiction.

Other unilateral initiatives abound. As a result of recent legislative changes, the UK now authorizes the
issuance of extraterritorial warrants. Australia recently enacted legislation that would authorize the issuance
of technical assistance orders on extraterritorially-located providers that have one or more end users in Aus-

tralia.*1 In specific court cases, Belgian authorities have maintained their authority to compel the production
2

of data held by foreign-based providers offering services within Belgium, even if they are not located there.*
These initiatives seek to respond to the increasing digitalization of information, the role of third-party
providers in controlling this information, and the fact that providers and data of interest are increasingly held
across borders. These shifts provide opportunities as much as they create challenges. The U.S. CLOUD Act
is an important contribution to these efforts — one that can and should be built on via the construction of
robust bilateral agreements that protect and elevate privacy and civil liberties while at the same time
facilitating lawful access in ways that help protect and promote security.
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