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I. Introduction

In 2025, the European Commission launched a High-Level Forum for the Future of European Criminal Law1

(HLF), which brought together representatives of EU Member States, EU criminal justice agencies and

bodies, professional organisations from various branches of criminal law practice, and academia. The aim of

the HLF was to revive the tradition of comprehensive EU criminal policy programmes — such as the Tampere

Programme,2 the Hague Programme,3 and the Stockholm Programme4 — through which both Member States

and EU institutions would jointly articulate a vision for the development of the Area of Freedom, Security and

Justice (AFSJ) over the following five-year period.

Following the entry into force of the Lisbon Treaty, Art. 68 of the Treaty on the Functioning of the European

Union (TFEU) entrusted the European Council with the task of defining strategic guidelines for legislative and

operational planning within the AFSJ. As a consequence, the above-mentioned ambitious, multiannual pro‐

grammes that had previously structured the development of EU criminal policy were replaced by more

general strategic guidelines adopted by the European Council. This evolution can be explained, at least in

part, by the institutional changes brought about by the Lisbon Treaty. In particular, the Treaty substantially

strengthened the role of the European Commission in the field of criminal justice by extending the applica‐

tion of the ordinary legislative procedure and by consolidating the Commission’s right of legislative initiative

regarding the approximation of substantive and procedural criminal law under Arts. 82 and 83 TFEU.

Since 2009, the Union has actively exercised these enhanced competencies, adopting a wide range of

legislative initiatives across the criminal law domains envisaged by the Lisbon Treaty.5 Against this back‐

ground, the Commission considered the time ripe to take stock of the developments that had occurred since

the Treaty’s entry into force and to reflect on the future direction of EU criminal policy. The HLF was

conceived as a forum for such reflection, bringing together European criminal law experts to discuss both

the achievements of the past decade and the challenges likely to shape the next phase of European criminal

justice integration. The discussion was structured around thematic blocs like substantive criminal law,

procedural criminal law and judicial cooperation, procedural safeguards in criminal proceedings, the

digitalisation of criminal justice, and EU JHA agencies and bodies.

This article contributes to this analysis, building on the author’s statement at the opening of the HLF. It is

based on the premise that the AFSJ forms an integral part of the broader EU acquis, which is rooted in

shared core values.6 Therefore, future EU criminal policy should prioritise safeguarding and promoting the

core values enshrined in Art. 2 of the Treaty on European Union (TEU), including the rule of law, fundamental

rights, and democracy. To this end, the article first provides a concise historical overview of the role and

significance of these core values in shaping EU criminal law to date. It then refers to key examples of

substantive and procedural criminal law where renewed emphasis on these values is particularly necessary

to shape future EU legislation. The article concludes by assessing the prospects for a value-driven approach

to the future development of EU criminal law, based on the outcomes of the HLF.

II. Core Values of Criminal Justice as a Starting Point
for Developing a Five-Year Vision

Today, EU criminal law is an established part of the EU acquis. Its emergence, however, was by no means

self-evident. In fact, its development is closely linked to the enforcement of EU policies. As early as the

1960s, the Commission recognised that the autonomy granted to Member States under the EC Treaty to

sanction violations of EU law created a significant enforcement gap. Against this background, criminal law
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gradually assumed a functional role, primarily aimed at supporting the effective enforcement of EU policies.

According to this functionalist rationale, the integration of different policy areas through EU law genuinely

leads to integration in criminal law (so-called “spill-over” effect), because criminal law is necessary to

address compliance deficits among Member States in implementing Community policies.

The Court of Justice of the European Union (ECJ) played a central role in facilitating and consolidating this

development. Although criminal law formally belonged to national competence, the ECJ’s jurisprudence

imposed substantive constraints on how that competence could be exercised when enforcing Community

law.7 This dynamic gave rise to a process of indirect harmonisation of national criminal law, particularly with

regard to the definition of offences and enforcement practices. Thus, Community law not only limited

Member State autonomy negatively, (by precluding the application of incompatible national rules), but also

positively, by requiring national systems — including prosecutorial practices and procedural rules — to meet

certain standards when applied in a Community law context.

A good example of the functionalist logic underlying European criminal justice integration is the development

of measures to combat cross-border crime following the abolition of internal border controls on 31

December 1992.8 According to the functional rationale, criminal law instruments are viewed and employed

as tools for addressing specific cross-border criminal threats that have emerged or intensified as a

consequence of integration in other policy areas. The creation of the internal market removed physical and

technical barriers to the free movement of persons, goods, services, and capital.9 Although this development

generated significant economic and social benefits, it also facilitated the expansion of cross-border criminal

activities. Member States soon realised that their traditional, largely autonomous criminal justice systems

were ill-equipped to address forms of criminality that extended beyond national borders in terms of commis‐

sion, effects, or proceeds, e.g., drug trafficking, money laundering, human trafficking, and cybercrime.

Member States therefore established mechanisms of judicial cooperation and mutual recognition of judicial

decisions, while also introducing instruments to approximate substantive criminal law, including the

definition of criminal offences and the setting of minimum sanctions.10

Historically, EU criminal law was not conceived as a deliberate constitutional project aimed at creating a

comprehensive “European criminal justice system.” Rather, it emerged in response to the unintended con‐

sequences of the success of the European integration process itself. Thus, the development of EU criminal

law reveals a fundamental paradox: measures originally designed to facilitate the Union’s primary objective

of economic integration have triggered a chain of secondary effects, generating new forms of vulnerability

and cross-border risks that have subsequently required further regulatory and institutional integration.11

Although many areas of EU integration have been identified as potentially requiring criminal law enforce‐

ment, the weakness of the functional rationale is that Member States have often been unable to reach

agreement on the approximation of their national criminal laws. Indeed, several policy fields have undergone

substantial approximation at the EU level without being accompanied by corresponding criminal law meas‐

ures. The banking sector is a prime example. In its 2011 Communication “Towards an EU Criminal Policy”,

the European Commission explicitly identified banking and financial services as areas in which the role of

criminal law as an enforcement tool merited further consideration.12 The EU has made significant progress

towards approximating banking regulation and creating an integrated financial framework.13 Yet, serious viol‐

ations of banking rules have only been partially addressed through EU criminal law instruments. The

rationale for criminalisation appears compelling. Given the high degree of interconnectedness of European

financial markets, inadequate enforcement of EU banking rules in one Member State may have significant

consequences for the stability and functioning of the financial system in others. Criminal sanctions could

serve as an effective deterrent against serious misconduct, thus protecting consumers and investors,

preserving confidence in financial institutions, and safeguarding the integrity and stability of the banking
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sector. Potential offences that could justify harmonised criminalisation at the EU level include fraudulent

misuse of funds, fraudulent investment schemes, fraudulent bankruptcy, and serious violations of due

diligence and compliance obligations. Nevertheless, despite the functional arguments in favour of criminal

law intervention, Member States have thus far shown limited willingness to extend EU criminal law into this

field. The banking example shows that functionalist pressures do not automatically lead to approximation of

criminal laws and that political considerations, concerns about national sovereignty, and divergent legal

traditions continue to influence EU criminal justice integration.

Alongside the functionalist rationale, a second dimension has gradually emerged that links the development

of EU criminal law more directly to the broader project of European integration itself. This constitutional

dimension is often expressed in aspirational rather than purely regulatory terms.14 It is grounded in the idea

that the European Union constitutes a community of values, founded upon and committed to promoting the

principles set out in Arts. 2 and 3(1) TEU. From this perspective, criminal law is not merely an instrument for

addressing practical enforcement needs but also serves an important normative function. The values

underlying criminal justice are complex and at times potentially conflicting.15 The protection of legal in‐

terests through deterrence, punishment, and prevention must be pursued within a framework of fair proced‐

ures, legal certainty, and respect for individual rights. Criminal law therefore embodies both the coercive

power of the state and the safeguards necessary to ensure its legitimate exercise.

In the context of the European Union, criminal law can thus be understood as a means of protecting not only

specific policy objectives but also of safeguarding and actively promoting the fundamental values upon

which the Union is founded. Accordingly, the development of EU criminal law should be guided by, and

contribute to, the realisation of the values enshrined in Arts. 2 and 3(1) TEU. Among the values explicitly

listed in Art. 2 TEU, four are particularly relevant to criminal justice: respect for human dignity, freedom, the

rule of law, and respect for fundamental rights.

The emergence of this constitutional dimension was gradual. It was only with the Hague Programme that

elements extending beyond a purely functional rationale began to appear in the EU’s approach to criminal

justice. Under its general orientations for the AFSJ, the Hague Programme acknowledged the Union’s “legal

obligation to ensure that in all its areas of activity, fundamental rights are not only respected but also actively

promoted.”16

A further step in this constitutional development was taken in November 2009 with the adoption of the

Roadmap for Strengthening Procedural Rights of Suspected or Accused Persons in Criminal Proceedings.17

The Roadmap, which became the foundation for the subsequent adoption of six EU Directives on procedural

rights, recognised that EU action in defining minimum procedural rights was necessary to enhance mutual

trust among the judicial authorities of the Member States. More importantly, however, it explicitly acknow‐

ledged that, “after a lot of progress [had] been made in the area of judicial and police cooperation on

measures that facilitate prosecution,” the time had come to restore the balance between enforcement object‐

ives and the protection of individual procedural rights. This represented a significant normative development,

placing the rights of suspects and accused persons at the centre of the European criminal justice project.

The constitutional dimension of EU criminal law was further elaborated in the aforementioned 2011

Commission Communication “Towards an EU Criminal Policy”18 and in the 2012 European Parliament resolu‐

tion “An EU approach to criminal law.”19 Both institutions stressed that the development of EU criminal law

must be guided by the fundamental values on which the Union is founded. They highlighted the importance

of safeguarding essential principles of criminal justice, including human rights protection, legality, culpability,

proportionality, the presumption of innocence, ultima ratio, and ne bis in idem. Criminal law was thus increas‐

ingly presented not merely as an instrument of policy enforcement but also as a field governed by funda‐
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mental constitutional principles that reflect the Union’s commitment to the rule of law and the protection of

individual rights.

Adopting a values-based approach to lawmaking also offers the prospect of a more coherent and principled

strategy for EU criminal law legislation. Recognising this need, the European Parliament argued in its 2012

resolution:20

(…) criminal law must constitute a coherent legislative system governed by a set of fundament‐

al principles and standards of good governance in full respect of the EU Charter of Fundament‐

al Rights, the European Convention on Human Rights and other international human rights

conventions to which the Member States are signatories.

From this perspective, the constitutional dimension not only serves as a source of legitimacy for EU criminal

law but also as a normative framework capable of guiding its future development in a consistent, rights-

based manner.

Still, the practical implementation of this values-based approach has remained limited.21 Although the consti‐

tutional discourse surrounding EU criminal law has become increasingly prominent, translating this normat‐

ive orientation into concrete legislative and policy outcomes remains a significant challenge.22

III. Focus Areas for Substantive and Procedural
Criminal Law 

In this section, I will highlight three areas which, in my view, clearly demonstrate the need to guide the future

development of EU criminal law through a value-driven rationale: (1) hate crime, (2) foreign interference with

democratic processes, and (3) defence rights in the digital age. These examples are intended to be

illustrative rather than exhaustive,23 as they provide particularly compelling illustrations of the potential of a

values-based approach to legislative design. Each concerns interests that are closely connected to the

Union’s constitutional foundations and raises questions that cannot be understood solely through the

traditional logic of market integration or cross-border enforcement. Together, they demonstrate how EU

criminal law can increasingly contribute to protecting the Union’s core values and democratic order.

1. Hate crime and hate speech 

The current EU acquis on hate crime remains fragmented and is characterised by a number of significant

shortcomings. The central legislative instrument in this field, Framework Decision 2008/913/JHA on

combating certain forms and expressions of racism and xenophobia by means of criminal law,24 identifies

bias motivation as the defining element of hate speech and hate crime committed on racist and xenophobic

grounds. However, its scope is limited. It does not extend criminal law protection to hate speech and hate

crime motivated by other protected characteristics, such as sex, gender, gender identity, sexual orientation,

age, disability, language, or political opinion and belief, although several Member States have chosen to

include some of these grounds within their national criminal legislation. Furthermore, despite the Framework

Decision being formally implemented across all EU Member States, recent analyses by the European Parlia‐

ment reveal considerable disparities in national legislation, definitions, and levels of protection, resulting in

an uneven landscape of hate crime regulation throughout the Union.25

More recently, the Directive on combating violence against women and domestic violence, adopted on 14

May 2024, has expanded EU criminal law intervention into a related area by criminalising conduct such as

female genital mutilation, forced marriage, cyberharassment, cyberstalking, and certain forms of cyber
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incitement to hatred or violence.26 The Directive requires Member States to criminalise the intentional incite‐

ment of violence or hatred directed against a group of persons, or a member of such a group, defined by

reference to gender, where material containing such incitement is publicly disseminated by means of inform‐

ation and communication technologies.. The scope of the offence remains relatively narrow, however, as

criminalisation may be limited to instances involving a threat to public order or conduct that is threatening,

abusive, or seriously insulting.

Additional protection is provided through the Victims’ Rights Directive,27 which seeks to address the specific

vulnerabilities of victims of bias-motivated offences. Pursuant to Art. 22, Member States are required to

conduct an individual assessment of victims in order to determine their need for special protection

measures. When performing this assessment, the competent authorities must consider the victim’s personal

characteristics, the nature of the offence, and the circumstances in which it was committed. The Directive

expressly recognises hate crime, gender-based violence, and other offences motivated by prejudice or dis‐

crimination as categories deserving particular attention and enhanced protection for victims. While these

provisions constitute an important recognition of the specific harms associated with bias-motivated

offences, they primarily focus on victim protection rather than on the harmonisation of substantive criminal

law.

The fight against hate speech in the online environment is further addressed through the Digital Services Act

(DSA).28 In line with the values of human dignity and respect for fundamental rights enshrined in the EU

Charter of Fundamental Rights, the DSA seeks to ensure a safe, predictable, and trustworthy digital environ‐

ment. The Regulation requires online platforms to establish mechanisms for the detection, reporting, and

moderation of illegal content. In particular, providers of very large online platforms and very large online

search engines must implement reasonable, proportionate, and effective measures to mitigate the dissemin‐

ation of illegal content, including online hate speech and forms of cyber violence. The DSA does not itself

define hate speech or hate crime, however, relying instead on underlying Union law and national law to

determine what constitutes illegal content. As a result, divergent national definitions continue to shape the

boundaries of online hate speech regulation across the Union.

From a values-based perspective, this fragmented framework appears increasingly difficult to reconcile with

the Union’s commitment to human dignity, equality, non-discrimination, and the protection of fundamental

rights under Arts. 2 and 3 TEU. The existing acquis provides protection against some forms of bias-motiv‐

ated offending while leaving significant gaps with regard to others. Therefore, a more coherent and compre‐

hensive EU approach to hate crime could be justified by the need to safeguard and give concrete effect to the

Union’s foundational values. Such an approach would recognise that attacks motivated by prejudice are not

only offences against individual victims but also against the pluralism, equality, and mutual respect that

constitute the normative foundations of the European project itself.

In this context, the Commission proposed in December 2021 that hate speech and hate crime be added to

the list of particularly serious crimes with a cross-border dimension under Art. 83(1) TFEU.29 A decision to

this effect would constitute a necessary first step towards the adoption of minimum rules concerning the

definition of offences and sanctions in this area, thereby enabling the development of a more coherent and

comprehensive EU framework on hate crime. However, the Council has thus far failed to reach the unanimity

required under Art. 83(1) TFEU to adopt the proposed decision. The lack of political consensus among the

Member States has consequently stalled the formal expansion of EU criminal law competence in this area,

despite growing concerns about the prevalence of hate speech and hate-motivated violence across the Uni‐

on.

In response to this impasse, in December 2023, the Commission and the High Representative adopted a

Joint Communication to the European Parliament and the Council entitled “No place for hate: a Europe
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united against hatred”, setting out a broader strategy to combat hatred in Europe.30 The Communication an‐

nounced a series of initiatives spanning several policy fields, including prevention, victim support, online

content moderation, awareness-raising, and improved data collection. At the same time, the Commission

reiterated its call for the Council to adopt the proposed decision extending the list of EU crimes to include

hate speech and hate crime, arguing that the existing legal framework remains inadequate to address

evolving forms of hatred, particularly in the online environment.31 In January 2024, the European Parliament

added its support to this initiative, adopting a resolution urging the Council to include hate speech and hate

crime among the areas of crime listed in Art. 83(1) TFEU, so that the Commission, in the second stage of the

process, can propose minimum rules concerning the definition of criminal offences and sanctions in this

area.32

In its Communication accompanying the proposal to add hate speech and hate crime to the areas of crime

laid down in Art. 83(1) TFEU, the Commission seems to struggle to present hate speech and hate crime as

serious internal security threats that are comparable to the offences currently listed in Art. 83(1) TFEU, such

as terrorism, trafficking in human beings, or money laundering. Rather than focusing primarily on security

concerns, the Commission emphasises the broader societal harm caused by these offences, highlighting

their detrimental impact on both individuals and society as a whole and their ability to undermine the very

foundations of the European Union.33 In particular, the Communication places considerable emphasis on the

threat that hate speech and hate crime pose to the Union’s common values. It stresses that such conduct is

fundamentally incompatible with the principles enshrined in Arts. 2 and 6 TEU and in the EU Charter of

Fundamental Rights.34 According to the Commission, hate speech and hate crime attack the values of

human dignity, equality, respect for fundamental rights, and non-discrimination that constitute the normative

basis of the European integration project. Therefore, the principal justification for EU action lies not only in

the cross-border nature of these offences but also in their corrosive effect on the Union’s constitutional order

and value system.

The Commission’s proposal can thus be regarded as one of the clearest and most ambitious attempts to

advance the protection of EU common values through criminal law. Unlike earlier initiatives, which were

predominantly justified by reference to the effective functioning of the internal market or the need to combat

transnational criminality, this proposal places the safeguarding of the Union’s foundational values at the

centre of the argument for criminal law harmonisation. It thereby represents a significant shift towards a

genuinely constitutional rationale for EU criminal law.

At the same time, however, the proposal also illustrates the political limits of a values-based approach. Under

Art. 83(1) TFEU, adding new crimes to the list of “Euro-crimes” requires unanimous approval in the Council.

Given the divergent views among Member States regarding the scope of hate speech regulation, freedom of

expression, and the role of criminal law in protecting societal values, achieving such unanimity is likely to

prove difficult.

2. Foreign information manipulation and interference

Another area that merits urgent attention from a values-based perspective is the criminalisation of foreign

interference in democratic processes. Safeguarding democracy is a core objective of the European Union,

intrinsically linked to the values of democracy, the rule of law, and respect for fundamental rights, as set out

in Art. 2 TEU. In recent years, concerns about foreign information manipulation and interference (FIMI) have

moved to the forefront of the European policy agenda. The term FIMI is now widely used to describe coordin‐

ated efforts by foreign state and non-state actors to manipulate information, distort public debate, and

influence democratic decision-making processes. The Council of Europe, the European Union, and other in‐
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ternational organisations are currently examining the extent to which criminal law should play a role in

addressing this phenomenon.35

While the precise scope and content of potential criminal offences require careful consideration, there can

be little doubt that foreign interference has become a tangible threat to democratic governance. Numerous

allegations and documented instances of information manipulation campaigns have raised concerns about

their impact on national and European electoral processes. Recent experiences in several European

countries, including Hungary36 and Romania,37 as well as concerns surrounding elections to the European

Parliament, have demonstrated the vulnerability of democratic institutions to external influence and

coordinated disinformation campaigns. A few European states, including Norway, Lithuania, Latvia, and

Estonia, have already introduced criminal provisions specifically targeting certain forms of foreign

interference, providing examples of emerging national responses to this challenge.38

From an EU law perspective, a key preliminary question is whether the EU has the competence to legislate in

this field and, if so, what the scope of this competence is. One possible starting point would be the

criminalisation of interference with EU electoral processes.39 The rationale here would be similar to that

which underpins the criminal law protection of the Union’s financial interests.40 Just as criminal law was

deemed necessary to safeguard the integrity of the Union’s budget, criminal law measures may be justified to

protect another distinct EU legal interest: the integrity and legitimacy of European democratic processes and

elections.41

Accordingly, Art. 83(2) TFEU could serve as a suitable legal basis for legislative action. This provision allows

criminal laws to be harmonised if this is essential to ensure the effective implementation of a Union policy in

an area that has already been subject to harmonisation measures. Given the importance of democratic parti‐

cipation and electoral integrity to the functioning of the Union, one could argue that criminal law intervention

is necessary to effectively protect European elections against foreign manipulation and interference.

To some extent, aspects of FIMI that are similar to hate crime may already fall within the existing reference

to “computer crime” in Art. 83(1) TFEU, particularly where online platforms, artificial intelligence, or cyber-

enabled methods are used. This could also be a starting point for the criminalisation of FIMI.

3. Specific procedural safeguards adapted to the digital setting 

A third example in which a values-based approach would be most pertinent for the development of EU crim‐

inal law is that of procedural safeguards. In light of the growing integration of technology, the EU should

consider digitalising procedural rights where feasible, namely the rights to interpretation, translation, access

to the case file, legal assistance and legal aid, and the right to be present at trial.42 In particular, it could ex‐

plore the use of videoconferencing to connect the accused with their lawyer, an interpreter, or the court itself

as well as the use of artificial intelligence (AI) to ensure access to the case file or the translation of legal

documents. With this in mind, the EU has funded the DigiRights (Digitalisation of Defence Rights in Criminal

Proceedings) project, which aims to map and assess current digital practices surrounding these rights. The

ultimate goal of the project is to propose European guidelines for the digital application of the rights.43

Technological developments, particularly AI, offer opportunities to not only strengthen defence rights but

also to improve the accuracy of fact-finding in criminal trials. Law enforcement authorities across Europe

already extensively employ AI systems both to analyse existing evidence, such as large volumes of

documents, communications, and datasets44 and to generate evidence through methods such as AI-assisted

DNA analysis and facial recognition technologies.45 These developments have the potential to enhance in‐

vestigative capabilities. At the same time, however, the growing use of AI in the detection, prevention, and

investigation of crime risks to create a significant imbalance of power between law enforcement authorities
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and the defence. The Explanatory Report to the Council of Europe Framework Convention on Artificial

Intelligence illustratively describes this as ”information asymmetry”:46

Due to certain unique characteristics of artificial intelligence systems, such as their technical

complexity, their data-driven character and the relative opaqueness of the operations of some

such systems, human interactions with artificial intelligence systems have been affected by the

problem of opaqueness of artificial intelligence systems and information asymmetry, i.e. a

significant imbalance in the access to, understanding of, or control over information between

different parties involved in the activities within the lifecycle of artificial intelligence systems.

Law enforcement authorities can use AI tools to rapidly sift through large amounts of data, whereas other

participants in criminal proceedings, particularly defence lawyers, often lack the infrastructure, knowledge,

and means to access AI tools to carry out searches, for instance, for exculpatory evidence or for the

verification of the reliability and validity of evidence.47

From a values-based perspective grounded in the principles of the rule of law, effective judicial protection,

and the right to a fair trial, the increasing digitalisation of criminal justice therefore requires a corresponding

strengthening of defence rights. To address these emerging challenges, three complementary rights should

be recognised, which – together – could help preserve procedural fairness and equality of arms in an

increasingly digital criminal justice environment:

A right to digital discovery, which extends beyond the traditional right of access to the case file in

order to encompasses meaningful access to relevant digital datasets and AI-generated material;

A right to search for exculpatory evidence, which enables the defence to make effective use of digital

tools and technologies in identifying evidence favourable to the accused;

A right to digital forensic expertise, which supplements the traditional right to legal assistance by

ensuring access to independent technical expertise necessary to scrutinise, verify, and challenge AI-

based evidence and investigative methods.

The lack of awareness among suspects and accused persons of the use of AI during the investigation or the

prosecution hinders their ability to seek an effective remedy.48 Even though access to information about

automated processing is a cornerstone principle of Regulation 679/201649 – particularly when a decision is

“solely based on automated processing”50 – opacity is the norm in law enforcement contexts. According to

Art. 26(11) of the EU AI Act, the restrictions on the right to information set out in Art. 13 of the Law

Enforcement Directive (LED)51 also apply to high-risk AI systems used for law enforcement purposes. While

Art. 13(2)(d) LED establishes an obligation to notify the data subject ex post,52 it neither specifies at what

stage of the proceedings this ex post notification should occur, nor the extent to which information must be

provided.

Art. 7 Directive 2012/13/EU on the right to information in criminal proceedings53 requires Member States to

guarantee the defence access to “all material evidence in the possession of the competent authorities” and

to do so “in due time to allow the effective exercise of the rights of the defence and at the latest upon

submission of the merits of the accusation to the judgment of a court”. However, since the Directive does

not include specific guarantees tailored for digital disclosure, practices remain inconsistent across Member

States. Even within individual Member States, no general rule applies: disclosure obligations vary, depending

on the technology employed. To address the specificities of digital investigations, the EU should go beyond

the minimum rules laid down in Art. 7 of Directive 2012/12/EU and introduce a right for the defence to

access not only all the evidence but also all supplemental information necessary for their defence.54 Some

• 

• 

• 
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Member States have already done so in order to guarantee the equality of arms between law enforcement

authorities and the defence.55

Finally, in order to be able to challenge the validity and reliability of AI-generated evidence, the defence needs

the assistance of digital forensic experts. When paid for privately, however, this assistance can be very costly

for the defendant. The existing European acquis on legal aid is rather limited in scope. Directive 2016/191956

lays down minimum common rules concerning the right to legal aid and sets a minimum standard on the

quality of legal aid services. Regarding the burden of costs for legal assistance, Art. 4(1) requires Member

States to ensure “that suspects and accused persons who lack sufficient resources to pay for the assistance

of a lawyer have the right to legal aid when the interests of justice so require”. In addition, according to Art. 7,

Member States must establish an “effective legal aid system” of a “quality adequate to safeguard the

fairness of the proceedings”. Since lawyers are often ill-equipped to effectively assist defendants in

examining digital forensic procedures, methods, and tools in AI-driven investigations, the material and

temporal scope of assistance offered by the legal aid Directive must be expanded.

IV. Concluding Remarks 

The evolution of EU criminal justice has always reflected the broader trajectory of European integration, with

cooperation gradually and steadily intensifying due to shared values and common interests as well as the

realisation that no EU Member State can effectively address contemporary criminal law challenges alone. As

this contribution has demonstrated, the Union now faces a dual imperative.

On the one hand, it must address long‑standing gaps in substantive and procedural criminal law, particularly

in areas in which fragmentation undermines effective enforcement, such as banking‑related offences. The

recent adoption of the Regulation on European Production and Preservation Orders for electronic evidence57

demonstrates that the functionalist rationale it is still very much present, ensuring progress and covering

new ground for the future development of EU criminal law.

On the other hand, the EU must also use criminal law to promote its core values. The rule of law, fundamental

rights, equality, and judicial independence are not abstract principles; they are the conditions for the

legitimacy of and trust in EU criminal law without which it cannot function. Ensuring that future initiatives in

this field are firmly anchored in a values‑based approach is therefore not only normatively desirable but also

practically indispensable. Mutual recognition, effective judicial cooperation, and public confidence in the

Union’s criminal justice project all depend on this approach.

Discussions at the HLF suggest, however, that the prospects for a stronger constitutional dimension as a

guiding force in the future development of EU criminal law remain relatively limited. This is partly due to the

growing divergence among Member States regarding the interpretation and practical application of shared

European values. Recent years have seen serious rule-of-law concerns in several Member States, including

challenges to judicial independence, political interference in the administration of justice, and broader

structural deficiencies affecting the functioning of national judicial systems. In this context, the Court of

Justice of the European Union has assumed an increasingly important role in safeguarding and promoting

the Union’s foundational values and ensuring compliance with the requirements of Art. 2 TEU. 58

Another, and perhaps more immediate, obstacle to the development of a values-based approach is the

growing fatigue among Member States regarding the implementation of new legislative measures. Since the

entry into force of the Lisbon Treaty on 1 December 2009, the Union has adopted a substantial body of

criminal justice legislation, covering both substantive criminal law and procedural safeguards. During the

HLF discussions, a large majority of Member States indicated that the resources currently available within
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their ministries of justice are already fully absorbed by the task of implementing and applying the existing ac‐

quis. Consequently, many delegations expressed reservations about the adoption of new legislative instru‐

ments, instead emphasising the need to consolidate, streamline, and improve the coherence of the existing

body of EU criminal law.

In the coming years, the challenge will therefore be to reconcile these two objectives: ensuring the effective

implementation and coherence of the existing acquis, while also enabling EU criminal law to respond to

emerging threats to the Union’s constitutional values, including democracy, the rule of law, and fundamental

rights. Discussions at the HLF suggest that future progress is likely to depend less on ambitious new

legislative programmes and more on the strategic use of existing competencies, consistent application of

the current acquis, and gradual development of criminal law measures capable of protecting the Union’s

foundational values where necessary.

For the agenda of the High-Level Forum on the Future of EU Criminal Justice, see: European Commission, “High-Level Forum on the Future of EU

Criminal Justice”, European Commission, <https://commission.europa.eu/high-level-fora-justice-growth-and-future-eu-criminal-justice_en>. All hyper‐

links in this article were last accessed on 10 September 2026.↩
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