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ABSTRACT

This article discusses access to a lawyer via videoconferencing for
detained suspects and accused persons. In today’s digital age, the
introduction of videoconferencing leads to enhance the right of
access to a lawyer for suspects and accused persons under Direct-
ive 2013/48/EU. The article first provides an overview of the current
provisions of the Directive, then analyses the situation in Germany
(which has already introduced access to a lawyer by means of
videoconference), and lastly shows the benefits of access to a
lawyer via videoconference. A revision of Directive 2013/48/EU in
order to enshrine this right is proposed in the last section.
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|. Introduction

Criminal proceedings have become increasingly digitalised in recent years. Videoconference hearings have
been provided for in many EU laws since the 2000s, in both civil and criminal cases.” In 2013, the Council re-
leased a guide on the use of videoconferencing in cross-border proceedings.? Since the COVID-19 pandemic,
the introduction of videoconferencing in judicial proceedings has progressed even further. In 2020, the
European Criminal Bar Association published guidelines on remote hearings and interviews of suspects and
accused persons by means of videoconference.® The Council of Europe released guidelines on videoconfer-
encing in judicial proceedings in 2021.% And Art. 5 and 6 of the 2023 Regulation on the digitalisation of
judicial cooperation and access to justice in cross-border civil, commercial, and criminal matters provide for
hearings via videoconference.® Discussions on the introduction of videoconferencing have so far mainly
focused on hearings in cross-border cases.

However, videoconferencing's pivotal role in facilitating immediate legal access for detained suspects and
accused persons highlights a critical and specific area of application, especially during the crucial pre-trial
phase. The digitalisation of criminal proceedings thus provides an opportunity to enhance the right of access
to a lawyer for suspects and accused persons under Directive 2013/48/EU.° The practice of allowing de-
tained suspects and accused persons access to a lawyer via videoconference has become widespread in
Germany in recent years (predominantly Skype is used). This is a major step forward in enhancing the right
of access to a lawyer, but there are still areas that need to be improved. To date, there is no literature in
Germany directly addressing access to a lawyer via videoconferencing for detained suspects and accused
persons (indirectly: see lll. 4), and the issue also has not been addressed in international journals. Therefore,
this article examines what future revisions of Directive 2013/48/EU are needed in the age of digitalisation —
through a discussion of access to a lawyer via videoconferencing in Germany.

The article first reviews the provisions of Directive 2013/48/EU (l1), then analyses the current practice in
Germany of access to a lawyer for detained suspects and accused persons via videoconference in Germany
(M. This is followed by a discussion on the benefits of access to a lawyer by means of videoconference and
how Directive 2013/48/EU should be revised in the digital age (IV) before conclusions on the matter are
drawn (V).

Il. Provisions on the Right of Access to a Lawyer in
Directive 2013/48/EU

Art. 3(1) of Directive 2013/48/EU provides that suspects and accused persons have the right of access to a
lawyer in such time and manner as to allow them to exercise their rights of defence in a practical and
effective manner. The right of access to a lawyer entails the right to meet and communicate in private with
the lawyer representing them (Art. 3(3)(a)). Suspects or accused persons have access to a lawyer at the
earliest time and without undue delay after deprivation of liberty (Art. 3(2)(c)). The confidentiality of
communications, including meetings, correspondence, telephone conversations, and other forms of commu-
nication permitted under national law between suspects or accused persons and their lawyer, is guaranteed
(Art. 4). Confidentiality of communication between suspects or accused persons and their lawyer is key to
ensuring the effective exercise of the rights of the defence and is an essential part of the right to a fair trial
(Recital 33). Member States “may” make practical arrangements concerning the use of videoconferencing
and other communication technologies to enable communication with a lawyer (Recital 23). It is thus left to
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the discretion of Member States whether or not to introduce communication by means of videoconference
between suspects or accused persons and their lawyer.

In exceptional circumstances and only at the pre-trial stage, Member States may allow a delay in access to a
lawyer where the geographical remoteness of a suspect or accused person makes it impossible to ensure
the right of access to a lawyer without undue delay after deprivation of liberty (Art. 3(5)). In such cases, the
competent authorities should not question the person concerned or carry out any of the investigative or
evidence-gathering acts provided for in this Directive until access to a lawyer has been secured (Recital 30).
Where immediate access to a lawyer is not possible because of the geographical remoteness of the suspect
or accused person, Member States should arrange for communication via telephone or videoconference,
unless this is impossible (Recital 30). The addition of the phrase “unless this is impossible” means that
Member States are not obliged to introduce these means of communication if their introduction would be
difficult because of technical difficulties or the risk of absconding or destroying evidence. Thus, the Directive
requires Member States to introduce either videoconferencing or telephoning only on the grounds of
geographical remoteness.

In the case of the European Arrest Warrant, a requested person has the right of access to a lawyer in the
executing Member State without undue delay after arrest (Art. 10(1) and (2)(a)). Member States “may” make
practical arrangements concerning the duration, frequency, and means of communication between reques-
ted persons and their lawyer, including concerning the use of videoconferencing and other communication
technologies to facilitate such communication (Recital 44). Thus, even in the case of the European Arrest
Warrant, the introduction of videoconference communication is left to the discretion of the Member States.

In Germany, the implementation of Directive 2013/48/EU did not address the introduction of access to a
lawyer via videoconference.

Furthermore, neither the European Prison Rules’ nor the Nelson Mandela Rules® provide for the right of ac-
cess to a lawyer via videoconference for detained suspects and accused persons.

lll. Extended Access to a Lawyer by Means of
Videoconference in Germany

1. Legislative development

Art. 148(1) of the German Code of Criminal Procedure provides that suspects and accused persons have the
right to communicate with their defence counsel in writing and orally, even when they are in custody. In the
literature, oral communication in Art. 148(1) is understood to include telephone calls,” but it is not clear
whether new tools such as videoconferencing are included. Prior to the 2006 constitutional amendment, the
rules governing pre-trial detention in Germany, including access to a lawyer, were governed by the Federal
Rules on the Execution of Pre-Trial Detention (Untersuchungshaftvollzugsordnung). No. 38 of the Federal
Rules allowed communication by telephone and telegram between pre-trial inmates and persons outside the
penal institution. Similarly, Art. 32 of the Federal Prison Act (Gesetz (iber den Vollzug der Freiheitsstrafe und
der freiheitsentziehenden Mal3regeln der Besserung und Sicherung) also provided for communication by tele-
phone and telegram for convicted prisoners. In 2006, a constitutional amendment placed the execution of
pre-trial detention and imprisonment under the jurisdiction of the Ladnder, the German federal states.’®

In 2011, the Lander of Berlin, Brandenburg, Bremen, Mecklenburg-Western Pomerania, Rhineland-Palatinate,
Saarland, Saxony, Saxony-Anhalt, Schleswig-Holstein, and Thuringia jointly released a Model Bill for Prison
Acts of the Lander (Musterentwurf zum Landesstrafvollzugsgesetz:).! Art. 36 (Other forms of telecommunic-
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ation) of this Model Bill provides that if “other forms of telecommunication” other than the telephone are
authorised by the supervisory authority, the head of the penal institution may permit prisoners to use these
forms of telecommunication at their own expense.'? “Other forms of telecommunication” includes videocon-
ferencing.'3

In addition, the Lander of Berlin, Brandenburg, Bremen, Hamburg, Hesse, Rhineland-Palatinate, Saarland,
Saxony, Saxony-Anhalt, Schleswig-Holstein, and Thuringia jointly released a Model Bill for Acts of the Lander
on the Execution of Pre-Trial Detention (Musterentwurf der Untersuchungshaftvollzugsgesetze der
Bundeslander).'* Art. 40 of this Model Bill provides for communication by telephone, but there is no article on
other forms of telecommunication (such as videoconferencing).'® The exclusion of forms of telecommunica-
tion other than the telephone has been criticised as outdated.®

When the Lander first introduced their pre-trial detention acts, only the Act of Hesse provided for other forms
of telecommunication.’” The Acts of Brandenburg,'® Hamburg,'® Mecklenburg-Western Pomerania,?° Rhine-
land-Palatinate,”’ and Schleswig-Holstein?? provided only for telephone provisions and stated in the explan-
atory memoranda to their respective bills that other forms of electronic telecommunication were, in principle,
not permitted, because the potential for abuse and the costs of controlling such abuse were too high.

Subsequently, the Acts of Brandenburg,?® Hamburg,?* North Rhine-Westphalia,?® Rhineland-Palatinate,?®
Saarland,?’ Saxony-Anhalt,?® and Thuringia?® introduced articles on other forms of telecommunication. Addi-
tionally, in response to the COVID-19 pandemic, Schleswig-Holstein introduced relevant legislation in 2021,%°
followed by Baden-Wiirttemberg®' and Bavaria®? in 2022. As of 1 March 2024, 11 out of 16 acts of the Lander
provide for other forms of telecommunication.

2. Videoconferencing provisions and objectives

The contents of the provisions of the articles on other forms of telecommunication in the respective acts of
the Lénder are largely the same.® The statutory text of Baden-Wiirttemberg is used here as an example. The
relevant article provides for a two-step procedure.®* First, the supervisory authority (the federal state’s
Ministry of Justice) grants authorisation only if the abstract risk to the security of the penal institution can
actually be controlled.?® As a second step, the head of the institution decides on an individual permit for use.
36 According to the websites of several penal institutions of the Ldnder, videoconferencing at the pre-trial
stage has currently been introduced in practice in at least 12 Lander (see table below). Several Lander have
introduced videoconferencing, despite the absence of a provision on other forms of telecommunication.®” In-
mates do not have an individual right to obtain or be granted authorisation for this.®® The costs of any other
forms of telecommunication are, in principle, borne by the inmates themselves.?° Only in well-founded excep-
tional cases, when inmates are not in a position to bear the costs, is it possible for the institution to bear a
reasonable part of the costs.* In the case of videoconferences, which fall somewhere between telephony
and visits, the rules on telephony specifically apply, and the rules on visits in so far as they regulate visual
surveillance.*! Therefore, all videoconferences between a inmate and a lawyer are permitted and unmon-
itored.*? Whether videoconferencing is actually introduced varies from institution to institution as does the
duration, frequency, and conditions under which it is used. There are no restrictions on where lawyers can
use videoconferencing in any penal institution, so lawyers are free to use it from anywhere.

The purpose of this provision in Baden-Wiirttemberg is to take into account the progressive development of

communication media on the one hand and the changes in communication and information behaviour on the
other.*® Another reason for the provision is that, since the pre-trial inmates have not yet been sentenced, they
should have access to the same means of telecommunication as members of the general public, underscor-
ing the approach that inmates should be treated as similarly as possible to members of the general public.**
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Other arguments are given, for instance, by the federal state of Bavaria, which introduced videoconferencing
after the COVID-19 pandemic and explained its reasons as follows: The feedback from the ministries of
justice of other federal states, which already provide for more extensive telecommunication possibilities for
inmates, does not reveal any serious reasons against the extension of telephone communication for in-
mates.*® Since the outbreak of the pandemic, inmates’ communication has already been expanded from
available budget funds, so that terminals needed at short notice have already been procured.*® Videoconfer-
encing has also been made available to inmates in some Bavarian penal institutions.*’ The Bavarian Ministry
of Justice carried out a comprehensive evaluation of the experience of extending telecommunications facilit-
ies in Bavarian penal institutions during the COVID-19 pandemic, with positive results.*® In view of this result,
the possibility of authorising other forms of telecommunication (e.g., videoconferencing) has also been
regulated by law.*° Videoconferencing can also be an important element of psychological relief for inmates
in acute crisis situations.®? The wording “other forms of telecommunication” is intended to open up the pos-
sibility of using forms of not yet widely used telecommunication.®' Thus, the objectives of introducing video-
conferencing do not include strengthening the right of access to a lawyer for detained suspects and accused
persons.

3. Videoconferencing as a tool

In Germany, Skype is used as a videoconferencing tool in most penal institutions. It is unclear why Skype is
used and, for example, Zoom is not.°2 The websites of some penal institutions state that users themselves
carry the risk of their Skype calls being monitored.® As Skype is provided by the American operator Mi-
crosoft, its operation is not subject to the data protection rules that apply in Germany or other European
countries.> This means that all data exchanged when using Skype (sounds and images, spoken words, and
the contents of conversations) are transmitted unencrypted to the USA.%° It is therefore possible that third
parties may access this data during or after transmission.*® It is also possible that this data may be collec-
ted, stored, modified, read, linked, or otherwise processed by Microsoft or third parties in the United States.®’
On the other hand, the Wittlich Penal Institution in Rhineland-Palatinate, which introduced access to a lawyer
via videoconferencing in February 2024, has chosen “Sichere-Videokonferenz.de” as its videoconferencing
tool.%® The team at Horizon44 GmbH, based in Munich, Germany, operates this application.®® It is more se-
cure than other providers, as well as anonymous, and data protection complies with the technical and organ-
isational measures in accordance with the General Data Protection Regulation (GDPR).%° Conversations
between two participants using this application are protected by encryption.®" Unlike other providers,
Sichere-Videokonferenz.de does not store any call content on its server, and even users cannot record video-
conferences.®? The communication is therefore comparable to a normal face-to-face conversation without
the participation of unwanted third parties.®® The use of such a tool can ensure the confidentiality of commu-
nications between suspects or accused persons and their lawyers.

The following table shows whether there are provisions for other forms of telecommunication for pre-trial
inmates in each federal state and whether videoconferencing has actually been introduced in each federal
state.

Table: Implementation of Videoconferencing in Each Federal German State (as of 1 March 2024)
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Federal German State

Baden-Wuerttemberg
Bavaria

Berlin

Brandenburg

Bremen

Hamburg

Hesse

Mecklenburg-Western Pomerania

Lower Saxony

North Rhine-Westphalia
Rhineland-Palatinate

Saarland

Saxony

Saxony-Anhalt

Schleswig-Holstein
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Provision on other forms of telecom-

munication for pre-trial inmates

v

v

v The provision limits this to cases
where there are important reasons (Art.

28(1) HUVollzG).

There is no statutory basis for this but,
according to the explanatory memor-
andum to the bill, it is permitted in

exceptional cases.®
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Introduction of
videoconferencing for pre-
trial inmates

v

v

No information about video-
conferencing on the websites
of the penal institutions.

v/ There is no statutory basis
for this, but the Bremen Penal
Institution website provides
information about videocon-
ferencing with relatives, and it
is not clear which tool is
used.%*

No information about video-
conferencing on the websites
of the penal institutions. The
introduction of Skype is cur-
rently under consideration.®®

v There is no statutory basis
for this, but Skype is available
in several penal institutions.®’
v

v

v

v/ There is no statutory basis
for this, but according to the
website of the Zwickau Penal
Institution, Skype calls are
only permitted with relatives.
68

No information about video-
conferencing on the websites
of the penal institutions.

v The Liibeck Penal Institu-
tion website only provides in-
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. Introduction of
Provision on other forms of telecom- . .
Federal German State L. L videoconferencing for pre-
munication for pre-trial inmates L.
trial inmates

formation about
videoconferencing with relat-
ives, and it is not clear wheth-
er the tool is Skype.®°

Thuringia v v

4. Literature on other forms of telecommunication for pre-trial inmates

Schulze, who compared acts of the Lander on the execution of pre-trial detention in his dissertation, supports
access of suspects and accused persons to people outside the penal institution via videoconferencing for
the following reasons: As a consequence of the presumption of innocence, acts of the Lander on the
execution of pre-trial detention should include provisions covering all communication media.’® In today's
communication society, not only telephones but also internet telephony, especially videotelephony, have long
since become the norm.”" The cost of introducing internet telephony for pre-trial inmates is not an issue.’”?
Lénder that do not provide for other forms of communication overemphasise security aspects, while
neglecting the fact that new control possibilities are also developing.’? Lander cannot use lack of resources
as an excuse and must take “all appropriate and necessary measures to avoid restricting the rights of pre-
trial inmates”.”# Therefore, other forms of telecommunication, in particular via the internet, should be made
available in pre-trial detention.”®

IV. The Need for Access to a Lawyer by Means of
Videoconference and the Revision of Directive
2013/48/EU

As mentioned above, the possibility for detained suspects and accused persons to have access to a lawyer
by means of videoconference have been extended in Germany in recent years. However, under German law,
access to a lawyer via videoconference is not recognised as a right per se for suspects and accused persons
and is only available if an article on other forms of telecommunication is provided for in an act of a federal
state and authorised by the supervisory authority, and only in accordance with the conditions of the penal
institution. Skype — the tool that is predominantly used in penal institutions in Germany — is also not suitable
for unmonitored communication with a lawyer due to the lack of encryption and data protection rules. It
follows that access to a lawyer by means of videoconference is not adequately provided for in Germany.

Directive 2013/48/ EU leaves it up to the Member States to introduce access to a lawyer via videoconfer-
ence. However, Art. 3(1) of Directive 2013/48/EU provides that suspects and accused persons have the right
of access to a lawyer “in such time and in such a manner so as to allow the persons concerned to exercise
their rights of defence practically and effectively”. In addition, suspects or accused persons are to have
access to a lawyer at “the earliest” time and “without undue delay” after deprivation of liberty (Art. 3(2)(c)).
Videoconferencing enables suspects and accused persons to have rapid access to their lawyers. Videocon-
ferencing is particularly useful in cases in which urgent contact with a lawyer is needed, such as first contact,
when the distance between the lawyer’s office and the penal institution is considerable, or when access to
the penal institution is difficult for reasons beyond one’s control (e.g., bad weather).
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Unlike visits, videoconferencing does not require time for travel, which allows for frequent access by the
defence to suspects and accused persons, thereby enhancing their right of access to a lawyer. Furthermore,
in cases in which the suspect or accused person denies the offence, or in complex cases, frequent contact
with the lawyer by means of videoconference allows for careful preparation of the trial and thus also
enhances the right to a fair trial (Art. 14(1) ICCPR, Art. 47 CFR, and Art. 6(1) ECHR). These enhancements, in
turn, contribute to a speedy trial (see Art. 14(3)(c) ICCPR, Art. 47 CFR, and Art. 6(1) ECHR). As mentioned in
Section IIl. 2 above, a videoconference should also be introduced from the perspective of psychological relief
(unlike the telephone) for pre-trial inmates and the principle of the presumption of innocence (Art. 3 Directive
(EU) 2016/343), and financial considerations should not be an issue. Videoconferencing and facial
recognition technology can be used together to prevent impersonation of lawyers.

In addition to these considerations, videoconferencing for suspects and accused persons is corroborated by
the — albeit non-binding - international prison rules: European Prison Rule 98.2 provides that “all necessary
facilities” shall be provided to assist untried prisoners in preparing their defence and meeting with their
lawyers. In addition, Nelson Mandela Rules 120(1) and 61(1) provide that inmates shall be provided with
“adequate opportunity, time, and facilities” to communicate and consult with a lawyer without delay. In
accordance with Rule 111(2), inmates are presumed innocent until proven guilty and shall be treated as
such. The introduction of access to a lawyer via videoconference is therefore in line with European and
international legal standards.

Hence, Directive 2013/48/EU should be revised to bring it into line with these European and international
standards and should explicitly provide for the right of suspects and accused persons to have access to a
lawyer by means of videoconference, including in the case of a European Arrest Warrant. In the modern
digital age, this should no longer be left to the discretion of Member States. It should also be explicitly
provided that confidentiality is also guaranteed in the case of access to a lawyer via videoconference, as
there is a risk of surveillance by police officers. In doing so, the confidentiality of communications between
suspects or accused persons and their lawyers should be ensured by requiring the use of tools such as
“Video-Konferenz.de”, which are free from surveillance risks, instead of common tools such as Skype.
Moreover, if access to a lawyer by means of videoconference is to become a right for suspects and accused
persons, it should be explicitly established that it is guaranteed free of charge.

V. Conclusion

Although the example of Germany demonstrated that access to a lawyer via videoconference has brought
improvements to the right of access to a lawyer in some respects, a revision of Directive 2013/48/EU, in line
with digitalisation, is essential to harmonise the enhancement of the right of access to a lawyer for suspects
and accused persons in all EU Member States.

The analysis in this article also reaffirmed that the right of access to a lawyer via videoconference offers
many benefits at a low cost. On the one hand, it is important for lawyers to visit penal institutions and to
communicate face-to-face in order to build trust with suspects and accused persons. On the other, the
telephone, unlike a videoconference, does not require a personal computer or tablet setting and can be used
to communicate messages quickly. Therefore, the right of access to a lawyer for suspects and accused
persons should be more effectively enhanced through a combination of all three means of communication:
visits, telephone calls, and videoconferencing. Digitalisation is surely an opportunity to strengthen the rights
of suspects and accused persons.
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