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ABSTRACT

While the right to lawyer-client confidentiality has long been recog-
nised as a fundamental right enshrined in the right to legal assist-
ance and the right of defence, its practical implementation does not
seem to provide adequate safeguards. Many EU Member States
still lack clear rules on how to ensure that privileged communica-
tions are not captured during the interception of communications
and the search/seizure of computers during criminal investiga-
tions. Also, OLAF investigations struggle with deficiencies in safe-
guarding the lawyer-client privilege. Taking the case law of the
European Court of Human Rights as a starting point to identify
common standards on the lawyer-client privilege in criminal pro-
ceedings, this article argues that there is a need for the European
Union to take legislative action to ensure the effective protection of
this right.
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l. Introduction

The Charter of Fundamental Rights of the European Union (CFR) and the European Convention on Human
Rights (hereinafter: ECHR or the Convention) do not expressly guarantee the defendant’s right to communic-
ate confidentially with his/her defence attorney. However, this right is enshrined in the fair trial safeguards of
Arts. 47 and 48 CFR and in Art. 6 ECHR. The ECtHR has been very attentive when it comes to protecting this
right, and the content and scope of the right to lawyer-client confidentiality has been continuously clarified in
its case law. The Court of Justice of the European Union (CJEU) has addressed the lawyer-client privilege
and legal professional secrecy only in few judgments so far,” which is why ECtHR case law is paramount for
defining EU common standards on this matter.

The Strasbourg Court has repeatedly declared that the lawyer-client privilege and the confidentiality of their
communications is the basis of the relationship of trust that must exist between the lawyer and his/her
client. It has also stressed that this privilege is one of the core elements of the right to a fair trial in a
democratic society.? This right is set out in Art. 6(3) lit. ¢) ECHR and covers face-to-face/oral communica-
tions, as well as communications by post or by telephone, or by way of any electronic system. In addition, the
ECtHR stressed that the safeguarding of professional secrecy is the corollary of the right to legal assistance
and the right against self-incrimination.® Any interception of the communications between lawyer and client
in criminal proceedings falls within the scope of private life and implies an interference with Art. 8 ECHR,
which can also entail an infringement of Art. 6 ECHR.“ The protection of the confidentiality of these priv-
ileged communications has become even more challenging in the digital environment, in which law enforce-
ment access to electronic data and communications is likely to be done without filtering these communica-
tions.

While certain common standards have been set out by the ECtHR, there are still important differences in the
protection of the right to lawyer-client confidentiality at the national level.®> Such asymmetries within the EU
entail important risks in transnational criminal proceedings and may lead to violations of this right in the
context of cross-border evidence gathering. Taking the example of investigations into offences detrimental
to the EU's financial interests, it can be seen that there is further a lack of precise provisions for the digital
investigative operations carried out by OLAF, despite the high standards on digital forensics.® Against this
background, this article makes a plea for the protection of the lawyer-client privilege at the European Union
level. It explores specific safeguards for the access of data that might contain privileged communications.

To advance towards an EU legislative framework, it is important to first take stock of the content of the right
to the lawyer-client privilege as defined by the ECtHR in its case law.” | will summarise the ECtHR’s case law
on certain investigative measures, precisely on access to and interception of communications of lawyers;
entry and search of lawyers’ offices and computers; and access to electronic data, since these are measures
that entail a high risk of violating the lawyer-client privilege.® After reviewing the standards defined by the
Strasbourg Court, | will point out some of the problems that might emerge in cross-border criminal proceed-
ings in the area of freedom, security and justice, not only as regards the protection of the lawyer-client
privilege in OLAF’s digital investigations, but also when executing a European Investigation Order (EIO) and
within the context of the future application of the Regulation on the European Production and Preservation
Orders for electronic evidence. Lastly, | will argue in my conclusions that European Union law should compre-
hensively address the protection of the right to lawyer-client confidentiality in transnational criminal
proceedings to effectively ensure the right of defence and also to prevent problems regarding the
admissibility of cross-border criminal evidence.
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Il. Overview of the ECtHR Case Law on the Lawyer-
Client Privilege in Criminal Investigations

The protection of the lawyer-client privilege is recognised in several recommendations of the Council of
Europe’s Committee of Ministers and Parliamentary Assembly.® In addition, the United Nations adopted in
1990 the Basic Principles on the Role of Lawyers.'® The ECtHR developed several principles on the lawyer-cli-
ent privilege, which can be summarised as follows:

+ Any person who wishes to consult a lawyer should be free to do so under conditions which favour full
and uninhibited discussion;"’

* The protection of confidentiality is not limited to the protection of communications or actions related
to pending proceedings;'?

* The right to confidentiality of lawyer-client communications must be guaranteed in such a way that its
exercise is effective and not merely formal.’®

The ECtHR differentiates between interferences in conjunction with the right of Art. 8 ECHR (right to respect
for private life and correspondence) because of measures adopted in the context of a criminal investigation,
on the one hand, and the impact that the violation of the right to the lawyer-client confidentiality may have on
the rights guaranteed under Art. 6 ECHR, on the other.’ The seizure of a client's documents that are in the
possession of his/her lawyer and that are obtained without respecting the right to professional secrecy, can
also constitute a violation of the right against self-incrimination.’®

Since Golder v. United Kingdom'® and Niemietz v. Germany,'” the Court has been defining the requirements
that must be met so that interference in the lawyer-client privilege can be considered to be in accordance
with the Convention.'® These requirements are analysed when addressing the different investigative meas-
ures.

1. Interception of telephone communications

The right to defense and legal assistance would not be effective without the protection of the confidentiality
of lawyer-client communications. Although not all conversations between the lawyer and his/her client are
protected by the lawyer-client privilege, all European legal systems strictly prohibit intercepting the telephone
of a lawyer who is not suspected or charged with a criminal offence, because Art. 8 ECHR protects the con-
fidentiality of any “communication” and in addition grants a reinforced protection to communications
between lawyers and their clients.’® In practice, the major problem arises from communications that are ac-
cidentally intercepted when the defendant’s telephone is tapped or his/her computer searched. 2° Indeed,
there is consensus that it is almost impossible to prevent some of these conversations from being overheard
or even recorded, and the ECtHR has put the focus on the need for a legal regulation providing for adequate
safeguards, such as the destruction of the recordings.?' However, the Court has not gone so far as to impose
an exclusionary rule of evidence on the states.??

2. Entry, search and seizure: Specific requirements for seizing computer
files of lawyers and in law offices

Most legal systems only authorise the entry and search of a law firm and its files and computers, when the
lawyer himself/herself is the suspect of a crime,?® but there are still many countries that will allow this
measure even if the lawyer is not the suspect. The ECtHR takes a much stricter approach if the search is
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carried out in the office of a lawyer who is not a suspect,?* requiring “compelling reasons” to justify such in-
terference in Art. 6 and eventually Art. 8 ECHR.?° The ECtHR has accepted such measures if there is an ad-
equate and sufficient legal provision, namely if the objective pursued is legitimate and meets the requirement
of necessity and proportionality, and the search can be carried out respecting the adequate safeguards.?®

a) Safeguards developed by the ECtHR

In the case law of the Court, most judgments that have found a violation of Art. 8 ECHR were based on the
lack of a sufficient legal provision and, specifically, because the legal framework did not provide for specific
safeguards to protect lawyer-client confidentiality.2” According to the Court,?® the national law must specify
who shall execute the measure and how the search and seizure shall be carried out, including detailed rules
on how electronic data related to the crime under investigation should be accessed and what safeguards are
in place to avoid abusive searches and the seizing of privileged files. If such legal safeguards are in place,
the Court proceeds to check whether they have been effectively implemented during the search and seizure
of the lawyer’s office. The ECtHR, in particular, has paid special attention to the following two circumstances:

1. Whether the judicial warrant is issued upon reasonable suspicion and whether the scope of the
search and seizure is limited

This is not a mere formality;?° in order to comply with the Convention, the scope of the search and seizure
must be clearly limited, especially when it comes to computer searches and access to electronic files in
order to ensure the principle of proportionality.3° The ECtHR noted that, where a court order allows the
search and seizure of all personal computers and data storage devices without limiting the search to those
files likely to contain evidence and be relevant to the ongoing criminal investigation, such broad authorisation
is not compatible with the guarantees that must be respected in order to protect professional secrecy,
therefore constituting a violation of Art. 8 ECHR.?!

1. Whether sufficient safeguards were adopted to protect professional secrecy during the search and
seizure

Some of the safeguards the ECtHR has taken into account when assessing possible violations of the
Convention, include the following:3?

* A procedure for separating privileged documents/material, so that they are not seized;
+ Measures to prevent officers from accessing the privileged documents/material;

* The search is carried out in the presence of the lawyer and he/she has the chance to identify any
documents/material protected by the right to confidentiality and to ensure that the number of seized
elements is not disproportionate;

* The presence of an independent observer who can monitor that files protected by professional
secrecy are not seized.

* In some cases, as a reinforced safeguard, the presence of a judge during the search, who supervises
that it complies with the court order.®?

The ECtHR considers the presence of an independent third party with sufficient qualifications to ensure that
documents/material protected by professional secrecy are not seized an important safeguard for the con-
formity of the entry and search of a law firm, in line with the Convention and therefore an almost absolute re-
quirement.3* However, the presence of the lawyer and two witnesses was not considered sufficient in a
number of cases.®®
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As to the safeguards that need to be in place in order to protect files and communications subject to the
lawyer-client privilege, the Court has laid down guidelines regarding the search and seizure of computers and
electronic files.®®

b) Problems in practice and the ECtHR’s reaction

The investigative measures of search and seizure of computers and electronic files continue to pose
problems in practice, since most legal systems do not include detailed rules on how the measures should be
executed. The judicial warrant authorising the search and seizure often only specifies the type of documents
that can be sought and seized but not the keywords or search programmes to be used to identify the files
protected by the lawyer-client privilege. The case of Wolland v. Norway®’ is interesting in this respect, as it
shows the detailed procedure to be followed according to Norwegian law in cases of computer searches as
well as all the safeguards provided to prevent privileged documents and communications from being
accessed and seized.®®

Furthermore, although on-site searches should be the rulg, this is not always feasible, and it is common
practice for police officers to seize all the hardware and computers and move them to designated premises
in order to carry out the examination by public IT officers or independent computer experts in a forensic
laboratory.

In the case of Sargava v. Estonia, which dealt with the search of electronic devices of lawyers, the ECtHR
made a very clear statement on the need to separate the files protected by the lawyer-client privilege and
that this safeguard is of utmost importance when it comes to electronic data and searches of electronic
devices:*?

While the question of sifting and separating privileged and non-privileged files is undoubtedly
important in the context of hard copy material, it becomes even more relevant in a situation
where the privileged content is part of larger batches of digitally stored data. In such a
situation, even if the lawyer concerned or his representative is present at the search site, it
might prove difficult to distinguish swiftly during the search which exact electronic files are
covered by legal professional privilege and which are not.

The question of how to carry out sufficiently targeted sifting is equally pertinent in circumstances where
under domestic law or practice such sifting is not carried out at the site of the search, but the data carriers
are instead seized in their entirety and/or a mirror-image copy of their content is made. The Court has
acknowledged that cloning the devices might be necessary to prevent illicit data tampering with the device. It
has also allowed the devices to be quickly returned to their owner(s) but required measures to be adopted to
guarantee that, during the copying and screening of the content of the devices, data not covered by the
judicial authorisation and privileged data are not accessed or seized.*’

In Sargava v. Estonia, the Court found a violation of the Convention, taking into account the following:*' the
judicial order did not specify the measures to be adopted in order to protect professional secrecy, even
though it was already known that protected documents were stored on the seized devices; the national law
neither established the procedure to be followed to access electronic data nor did it contemplate specific
measures guaranteeing that the protection of professional secrecy would be guaranteed during the examina-
tion of the devices; the person under investigation neither participated in nor was present during the
selection of the search terms and files to be examined in the criminal proceeding. This case is highly
relevant, because, according to the ECtHR, the absence of a legal regulation with specific provisions on the
handling of electronic files and the sifting through of privileged documents already constitutes a violation of
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Art. 8 ECHR, even if, in practice, the measure was executed respecting the principle of proportionality after a
sound perusal of the files.

In conclusion, for the Court, the absence of a clear procedural scheme that defines how the search of
electronic devices must be carried out with full guarantees, and the fact that the law does not establish
safeguards to prevent the privileged documents from being downloaded and read by investigators once the
computers have been seized, entails a breach of the Convention.*?

lIl. Lawyer-Client Privilege and the Cross-Border
Gathering of Evidence in the EU

Looking first at the lawyer-client privilege in investigations related to the protection of the EU's financial
interests, there is a complete set of guidelines to be followed in digital forensic procedures carried out by
OLAF: Guidelines on Digital Forensic Procedures for OLAF Staff.*3 These guidelines not only provide for tech-
nical standards but also for legal standards to ensure defence rights and also compliance with the principle
of proportionality. With regard to the protection of privileged material, the guidelines set out that if, during an
“on-the-spot check” operation, the representative of the economic operator claims that the device being
inspected contains legally privileged data, such data is to be acquired and placed in a sealed envelope.** Fur-
thermore, the guidelines provide that, before opening the envelope, the economic operator “will be invited for
a meeting to resolve the issue”. To this end, he/she may be assisted by a person of his/her choice.

This safeguard is adequate to prevent the lawyer-client privilege — and other privileged materials — from
being infringed during the collection of digital evidence; providing for the entity’s representative to be present
while the data are analysed and/or sifted is also a positive measure. However, such provisions are not
sufficient to effectively protect the lawyer-client privilege, since the guidelines do not establish how the
sifting is to be done. To prevent disclosure and access to privileged data, more detailed provisions would
need to be adopted in order to ensure that the OLAF investigation report is not excluded as evidence in a
subsequent criminal procedure.

Looking second at accessing cross-border evidence within the EU, the following paragraphs will deal with
two EU instruments: the Directive on the European Investigation Order (hereinafter DEIO)*° and the
Regulation on European Production and Preservation Orders for electronic evidence (hereinafter EPO/EPRO-
Regulation).*

1. The European Investigation Order

The DEIO is based on the principle of mutual recognition, nonetheless providing a quite extensive list of
refusal grounds (mainly, but not exclusively, stipulated in Art. 11). This scheme introduces some flexibility in
the execution of an EIO and avoids “blind” recognition, which might be contrary to procedural principles and
safeguards. Among the refusal grounds, Art. 11(1) DEIO lists the existence of an immunity or a privilege
under the law of the executing state.*’

Very frequently, the breach of the lawyer-client privilege occurs by way of accidental interceptions of the
communications or documents of the suspect or a third person, thus cases in which the lawyer or his/her
offices and electronic devices are not the target. In practice, these interferences into the right to lawyer-client
confidentiality are almost impossible to avoid and hence the protection of this right needs to be done ex
post, by preventing such material from reaching the trial and/or being used as evidence. As a rule, the
grounds for refusal for executing the EIO would not play a role here, because the accidental interception of
privileged communications can neither be foreseen nor avoided beforehand.
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Other means of access to privileged files and communications of a lawyer in execution of an EIO can be:
during the entry and search of the lawyer’s office; and accessing the lawyers’ computers or other digital
devices (remotely or located outside the office). In principle, such measures are not to be refused if they are
provided for in the executing state for similar cases.

However, the most problematic question relates to the way in which the search and seizure of documents/
data should be carried out, so that the executing state respects its own procedural rules on protection of
privileged material and, at the same time, complies with the lex fori to ensure that the evidence gathered will
be admissible as evidence. There is no legal harmonisation on how to proceed with regard to the safeguards
for filtering privileged and non-privileged files/communications.

Furthermore, the exclusionary rules of evidence among the EU Member States also differ from each other,
and thus the effective protection of the lawyer-client privilege might become completely ineffective if, for
example, the seized electronic files are not filtered in the executing state and the privileged communications
are not excluded as evidence in the forum state. The problems deriving from the absence of common rules
on the admissibility of evidence in criminal proceedings have been pointed out numerous times:*® as long as
the evidentiary rules are not adequately harmonised among the different Member States, the transfer of
evidence from one country to another will impact the level of procedural safeguards and the rights of the de-
fence.*® The issue that arises here is how to protect the fundamental right to the confidentiality of lawyer-
client communications when executing an EIO? Which system of sifting the data should be in place? Who
should control it? Should the filtering of data be carried out in situ? If so, according to which rules? What hap-
pens when the EIO defines the scope of the search and the type of data to be seized but does not specify the
keywords to be used or the way in which the data should be sifted to prevent unlawful interference into the
right to lawyer-client confidentiality?

Problems arise if the executing authority has adopted its own protocols for separating the privileged
materials, but these are not provided in a legal provision and thus might not be in accordance with ECtHR
case law. Would the evidence obtained in such a way, lacking a sufficient legal basis in the executing state
and thus being in breach of the ECHR, be admissible as evidence in the forum state? The general rule is that,
if the lex loci has been complied with, the evidence should be admissible unless the evidence has been ob-
tained in violation of human rights. And, according to the ECtHR, if safeguards to prevent interference with
the lawyer-client privilege were not sufficiently regulated in the (national) law, the ECHR has not been
complied with.

If the issuing state requires the executing state to exclude privileged information, but the issuing authority
nevertheless receives privileged data, how should this situation be dealt with? Should the receiving authority
simply exclude them and carry out the sifting in the issuing state, or would this circumstance already lead to
a violation of the lawyer-client privilege?

Indeed, when the files seized include materials or communications covered by the lawyer-client privilege, it
would mean that the safeguards to prevent such a violation were not adequate or not adequately implemen-
ted when carrying out the search and seizure. The lack of safeguards or non-compliance with them would
amount to a breach of the Convention according to the ECtHR case law described above.

Lastly, the issuing authority might request the complete cloning of a computer in the executing state and the
sending over of the complete data to be filtered according to the laws of the forum. The ECtHR has admitted
that the quantity of the files searched and seized is not per se contrary to the Convention if there are ad-
equate counterbalancing safeguards in place to protect the right to lawyer-client confidentiality. In this case,
what would be the counterbalancing measures to be checked?
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2. European Production Order for e-evidence

With regard to the rules for protecting the lawyer-client privilege in the context of access to electronic data by
way of a European Production Order (EPO),*° the relevant safeguards are provided in Art. 5 EPO/EPRO-Regu-
lation. The Regulation implies the following principle:®’

[I]t should be possible for the enforcing authority, where it is notified pursuant to this
Regulation, to refuse a European Production Order where the data requested are protected by
immunities or privileges granted under the law of the enforcing State which prevent the
execution or enforcement of the European Production Order [...].

As regards the safeguards for privileged data, the Regulation distinguishes between two situations. The first
situation is found in Art. 5(9) EPO/EPRO-Regulation, which reads as follows:

In cases where data protected by professional privilege under the law of the issuing State are
stored or otherwise processed by a service provider as part of an infrastructure provided to
professionals covered by professional privilege (‘privileged professional’), in their business
capacity, a European Production Order to obtain traffic data, except for data requested for the
sole purpose of identifying the user as defined in Art. 3, point (10), or to obtain content data
may only be issued:

(a) where the privileged professional resides in the issuing State;
(b) where addressing the privileged professional might be detrimental to the investigation; or
(c) where the privileges were waived in accordance with the applicable law.

This provision seeks to protect the professional privilege, first by way of preventing the issuing of an EPO to
obtain traffic (save for identification of the user) and content data of a lawyer, requiring the issuing authority
to check (1) whether the lawyer resides in the forum state; or (2) whether the data cannot be obtained
directly from him/her (because this would be detrimental to the investigation); or (3) whether the privilege
has been waived. In any event, once the EPO has been issued to request traffic or content data, the authority
(judge) of the enforcing state who is to be notified (Art. 8 EPO/EPRO-Regulation) will also have to check
whether these conditions are met.

The second paragraph of Art. 5(10) EPO/EPRO-Regulation establishes that, if the issuing authority has
“reasons to believe” that the traffic or content data requested are protected by professional privilege under
the laws of the enforcing state, it shall not issue the EPO —and, if issued, in accordance with Art. 12 (1) (a)
the authority in the enforcing state can invoke a ground for refusal.

This provision prevents Internet Service Providers (ISPs) as addressees from enforcing the EPO if the
requested traffic or content data are protected by the lawyer-client privilege in the enforcing state. Of course,
an ISP is not expected to check this, since it would be almost impossible to do so. Therefore, the Regulation
relies on the proper examination by the issuing authority when sending out such an EPO, namely that it has
“reasons to believe” that such data are covered by legal privilege.

In contrast to the EIO, Art. 5 (9) and (10) of the EPO/EPRO-Regulation is not based on mutual recognition but
on prohibiting cross-border cooperation to access traffic or content data that are privileged under the lex loci.
This mechanism is clearly more restrictive than the applicable rules under the EIO — where the privilege
might be invoked as a ground for refusal: the Regulation states that privileged data are not subject to being
accessed by an issuing authority by way of an EPO if they are also protected in the enforcing state. Since the
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lawyer-client privilege is protected in all EU states, an EPO cannot be issued to obtain traffic or content data
covered by the Regulation. However, if the issuing authority does not have “reasons to believe” that the data
requested are privileged, and the EPO complies with requirements under Art. 5 (9) EPO/EPRO Regulation, it
will be up to the notified authority in the enforcing state to check this circumstance after issuance of the EPO
(Art. 8 EPO/EPRO Regulation). This is problematic, because it will be difficult for the authority in the
enforcing state to notice this if the issuing state does not point out some form of possible professional priv-
ilege.

In sum, the implementation of the rules provided in the EPO/EPRO-Regulation relies completely on the
assessment of the issuing state (“reasons to believe”) in that the EPO affects data protected by professional
privilege. As a rule, neither the ISP nor the authority in the enforcing state will be able to check whether the
data requested effect a legal privilege if the issuing authority does not provide any hints in this direction. And
while Art. 18 EPO/EPRO-Regulation regulates the right to an effective judicial remedy, this will only be activ-
ated ex post. It is doubtful whether this scheme will afford sufficient protection if the national rules do not
provide for an exclusionary rule of evidence in case of breach of the lawyer-client privilege.

V. Conclusion

While the right to lawyer-client confidentiality has long been recognised as a fundamental right enshrined in
the rights to legal assistance and of defence, its practical implementation does not seem to provide
adequate safeguards. As outlined in this article, OLAF investigations seek to protect this privilege, but neither
its legal framework nor its guidelines include sufficient safeguards; and many EU Member States still lack
clear rules on how to ensure that privileged communications are not captured during the interception of
communications and the search/seizure of computers. The digitalisation of society and its communications
has heightened the need to implement specific safeguards to prevent unlawful access to materials protected
by professional secrecy through investigative measures that breach this protective right. As seen above, the
ECtHR has called for the provision of specific rules to prevent overly intrusive access to lawyer-client
privileged files and communications.

Identifying the standards for protection of the fundamental right to confidentiality of the lawyer-client
relationship is only the first step in future legislation on the protection of the lawyer-client privilege in criminal
proceedings at the EU level — by way of a future Directive. It is not only sufficient to draw attention to the
need to ensure the protection of the lawyer-client privilege; this right should also be effectively protected in
the cross-border gathering of criminal evidence, especially when accessing both electronic storage devices
and electronic data held by internet service providers. This article has particularly demonstrated that the
rules enshrined in the Directive relating to the European Investigation Order and in the Regulation on e-
evidence (EPO/EPRO-Regulation) are not sufficient to grant effective protection. It is a plea for a European
legislative framework laying down common standards on the lawyer-client privilege in cross-border criminal
proceedings. In my opinion, supranational legislative action is absolutely needed.
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